NSW ICAC EXHIBIT

E14/1727/058/0002

INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Cperation Sonet - File No. E14/1727
 PLACE: BANKSTOWN
NAME: " Peter Johm ROBERTS
ADDRESS: Known te [CAC
QCCUPATION:  Institute Director
TELEPFHONE NO: Known to ICAC
DATE: 23 July 2015
Btates: -

1. This statement made by me accurately sets out the evidence which I would be
prepared, .if necessary, to give in Court as 2 witness. The statement is frue to the
best of my knowledge and bekief, and I make it knowing that, if it is tendered in
svidence, I shall be liable to prosecution if T have wilfully stated in it anything which

I know ta be false or do not believe to be true.

2. T-am cwrrently employed as the Institute Director with TAFE NSW — South
Western Svdney nstitute (“SWSI™). [ have held this position sincs May 2010 and

have been employed by TAFE NSW for the past 36 years.

3. My responsibilities and duties as the Institute Director with SWSI mean that | am
effectively the Chief Executive Officer (CEO} of the Institute. My role is
privicipally to ensure that South Western Svdney Institute delivers education and

training services on behalf of the N8W Government and commercially 1o the
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NSW ICAC EXHIBIT E14/1727/058/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Peter John ROBERTS

people in the region, within NSW, Australia and internationally. My main purpese
is to ensure sure that the Institute ope'rates-iﬁ accordanee with NSW Government
and NSW TAFE Commission policy and performance requirements and within
Australian Skills Quality Authority compliance requirements as a Registered

Training Organisation.

Emplovment Screening

1. A criminal record check is conducied prior to offering someone their first position
with TAFE NSW. Once an employee has commenced at SWSI, the onusis on
them to declare whether they acguire any criminal convictions. A Criminal Record
Check {CRC) is always-conducted at the fime of someone being offered their first
positibn with TAFE NSW, or where there is a change ini existing classification

{i.e. Permanent to Casuval/Temporary and vice-versa).

2. No further criminal record checks are conducted prior to 2 SWSI emplovee being
promoted or anpointed to act in a higher position, even if the position holds &
substantial financial delegation. 1 understand that once a person has been deemed
suitable for appointment, after-a review of 2 Criminal History, the information
pertaining to this history is not kept on file. I understand that the process requires
that the officer undertaking the review destroy the copies of the mformation
received from the Employment Screening Unit once a defermination has been

made (i.e. Cleared for Employment).

Signature Witne
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STATEMENT IN THE MATTER OF: Gperstion Sonet - File Né. Eis7z7
MNAME: Peter John ROBERTS

3. | am notaware of a policy explaining the parameters to determine how 2 criminal
record would affect a potential employee or a current employee’s position at

SWSL

S'WSI uses the Public Secior Suitability Assessment Process to assess Criminal

History Information (CHI) if one is identified by the Department of Education ané

Communities (DEC) Employee Screening Unit (ESU), This assessment is

undertaken by a delegated officer, where the initial siep is to review the Criminal

History Information that has been provided by the ESU taking into account the

following factors:

e Nature of offences

+ Wumber of offences

¢ Severity of pumshments

o Age at which oifences are committed

e Good behaviowr bonds

« Mitigating or extenuating circumstances that might be revealed in refation to.the
offence(s) committed.

s (General character sinee the offénces

1 am also aware that the overall review also considers the type of role which the
applicant has applied for and the workplace environment. If there are any

concerns arising from this review they may be discussed with the applicant to

Signature Wiiney
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Peter John ROBERTS

ascertain the impact of the CHI on the application with regards to the factors
| outlined above. This also gives applicants an opportunity to provide addifional
information which they may consider to be relevant to the overall assessment, A
final decision on employment is then made, taking info consideration all relevant

information gained through this process.

4, 1had no'involvement with the recruitment, mduction or vetting process inrelation
to Ronald Cordoba’s employment with the Instifute as he was already a permanent

employee upon my commencement. at the Institute.

5. Ronald Cordoba had been given the opportunity to relieve as the Manager of the
ICT Services Unit. Ronald Cordoba occupied this position for approximately 17

months and ceased in the position on the 5 August 2014,

6. Ronald Cordoba whilst he occupied the position of Manager of the ICT Services
Unit would have been accountable and responsible to report to the Associate.

Institute Director of People, Flanning and Performance.

7. There would have been several persons relieving in the position of Assoclate
Institute Director of People, Planning and Performance whilst Roneld Cordoha

oceupied the position but the last would have been Johm Humphrey,

SECONDARY EMPLOYMENT

Signature
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STATEMENT IN THE MATTER OF: Operatien Sonet - File No, E14/1727
HNAME: Peter Johr ROBERTE

8. Ihave been made aware that I approved one “Private and Secondary Employment
Policy” appii.caﬁﬂn form for Ronald Cordoba, as all applications for secondary or
external employment needed to come through myself during the 2013 period.
Ronald Cordoba had applied to undertake IT network architectural consultancy

services through a company or business trading as Storm Solutions.

9. Ihad no knowledpe in relation to the company Storim Solutions, and therefors
relied on Ronald Cordoba’sadvice that this-company did not constitute & conflict

of interest,

1. No independent assessment is conducted to determine whether the company that 2
SWSI employee has engaged in secondary employment with could potentially be

utilised in & way that would constitute a conflict of intersst,

1 1. No spot checks are conducted on employees, in ASIC or otherwise, to verify

whether they are engaged in undeclared secondary employment.

12. To my knowledge I have not signed or approved any further ‘Private and

Secondary Employment Policy” application forms for Ronald Cordoba since
2013,

Signaturs Witnes.
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E14/1727/058/0002

STATEMENT IN THE MATTER OF. Operation Sonet - File Ne. E14/1727
NAME: Peter John ROBERTS

13. The Associate Tustitute Directors may raise concerns regarding the “Privaie and
Secondary Employment Policy” applications before final approval is provided. [
cannot recall any concerns being brought to me in relation to secondary-or

external employment applications for Ronald Cordoba.

14. Secondary employment approval would not be approved if°an organisation or
company they had an interest in was in competition with TAFE NSW, such as
-another Registered Training Grganisaﬁcn..(“I{Té”) or the employee’s duties
would constitute unreasonable work hours or conflict with their normal TAFE

WNEW daties.

Monthly Board of Directors Meetings

15. ] am a member of the Institute’s Board of Directors which is made up of the
Institutes Faculty and Business Unit Directors. A more appropriate term to
describe the Board would be Management Executive Commitiee. Hisnot a
governing Board that is independent of the Insfitute management. The Board of
Directors hold a face to face meeting once a month and & video conference

meeting on the alternate fortnight which deals with mere operational matters.

16. ¥t iz not just the direct reports to the Institute Director that atiend the Board of

Directors mestings. Some Directors of Business Units reporting to the Associate

Institute Directors also attend these meetings,




NSW ICAC EXHIBIT
E14/1727/058/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Peter John ROBERTS

| 17. The Manager ICT Services Unit does not normally attend the Board of Directors
meetings. This Unit is represented by the Associate Institute Director of People,
Planning and Performance. Ron Cordoba atiended the following Board meetings
in 2014 for specific items where his inpuf was required.
16 May 2014 — Board Workshop - Structure of People, Planning and
- Performance Portiolio
13 June 2014 — Board Workshop - Introduction 1o Lean Thinking Workshop
20 June 2015 — Iiern 8 Presentation on visit to Queensland University of
Tec“hnﬁiﬁgy
25 July 2014 — Ttem 5 Customer Relationship Management (CRM) Tralning

and Engagement Strategy

18. Any budgetary submissions for operational or capital expenditure for a Faculty or
Business Unit would normally be prepared by the Faculty Director or relevant
i}.izemﬁrfﬁﬁanagsr of & Business Unit. Faculty Directors or fhe appropriate
Associate Institute Direstor would present submissions at the Board of Directors

meeting for discussion and/or approval,

12. The members or representatives on the Institute™s Bosrd of Dirsctors rely upon the
advice from experts within the Facultizs or Business Units and, where appropriate,
advice from experts external to the Institute o make sound and well balanced
decisions relating to capital expenditure for expenditure on ICT equipment, the

Board would rely upon the technical advice from the Manager of the ICT Services

Signature
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NSW ICAC EXHIBIT
E14/1727/058/0002
STATEMENT IN THE MATTER OF: Operation Sopet - File Ne. E14/1727
HAME: Poter Johr ROBERTS

Unit prior to considering or approval any such capital expenditure funding. This
advice may be supplemented by advice sought from the Institute Managers, DEC
Information Technology Direstorate, TAFE Customer Services, DEC
Procurement Directorate, DEC Asset Management Directorate and other external

companies or agencies where required.

. Market valus for all “in contract” items, which make up the majority of purchases,
is pre-determined by the nature of the DEC procurement process for “in contract
vendors, The Board would expect that, if'an ‘Out of Contract’ supplier was being
used, the Associate Institute Director had checked for quotes in-accordance with

the procurement process before including it in the Submission.

21. Following the commencement of this investigation, an external company has been

engaged to provide advice on ICT due diligence and ICT governance.

EXHIBIT: I PRODUCE 4 COTY OF ALL REPORTS PROVIDED

BY THE COMPANY ENGAGED TO PROVIDE ICT ADVICE.

SWSI TAFE Y
Senices Review FIN¢

Signature
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NSW ICAC EXHIBIT E14/1727/058/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Peter John ROBERTS

22. The Board would expect that if an *Out of Contract’ supplier was being used, the
Associate Institute Director had checked for guotes in accordance with the
Drozurement process

23, Tt is considered the responsibility of the relevant Associate Institute Director to
verify whether the itemns proposed in a Submission to the Board are requested on

the basis of an adeguate needs assessment.

24. Associate Directors amd Directors are experienced professional menagers who
have a sound understanding of the needs and priorities of the business. Various
forms of formal and informal enguiry and assessment of evidence shouid be

undertaken when authorising the submission.

25. The Board’s decisions in relation to & Submission to the Bourd are made on the
individual members’ professional analysis of the submission considering the
priority of the business requirement 1o meet SWSI organisational, customer
service or operational needs, the value for money proposition and determining

whether the financial and logistic resources are available to sipport the proposal

26. In relation to the equipment purchased from [TD Pty Lid, neither I nor the Board
have viewed any predetermined project milestones for expenditure or

progress. The Board approved the Submission to the Board only for the equipment

Signature
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STATEMENT IN THE MATTER OF: Operation Soust - File Ne. £14/1727
NAMYE: Peter Johp BOBERTS

not from any particular supplier. Once the Submission to the Board is approved
the Board expects standard procurement policy to be followed. In.this particular
case it was expectad that funding would be expended over a relatively slinrt period
of "ﬁma piven these were standard “in contract items™ therefore procurement

milestones were not relevant.

27, In relation to the ICT projects in the Submission to the Board which included the
equipment inappropriately purchased from ITD Pty Lid, rio project documentation
with predetermined expenditure and progress milestones was required. The
Board’s role is to provide gverall approval of the project scops and funding
allocation. The “business as usudl” project planning and procurement approval

process would be the responsibility of the relevant Director or Associate Director.

28. The broad scope of the equipment to be purchased is included in the submissions
reviewed for approval by a Director or Associate Director although referenceto 2
particular supplier is not required in the submission if the equipment being
reguested is not unigue and would have been able to be purchased from “in
comiract” suppliers.

29, The ICT Submission to the Board which covered the eguipment purchased from
ITD Pty Ltd was a high level request for approval to commit funds for five

© capability diding projects. These project were;
1. Lapiop Repewal Strategy $6635 500

2. Information Technology Infrastructure Projects  $1 884 812, 170 purchases socured hece)

Wine il
l'”mk.%}f '
Page 10020

E14/1727/058/0002

10



NSW ICAC EXHIBIT

E14/1727/058/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
MAME: Peter John BOBERTS

WTHRITIVE

3. Transformational Stm%egy Facilities Projects $3 563 416
4, Coramercial Product Development $582 336

5. Markeﬁng Collateral Development $ 172 880

30. Each project proposal included a range of different equipment or-sub projects that
had been approved by the re‘l'eyam Director or Associate Director. For example
the Information Technology Infrastructure Projects totalling $1 884 812
incorporated 7 individual sub projects. It is from this-group of projects that ITD

Pty Lid was improperly used i supply equipment.

31. The funds dllocated for the project which encompassed the equipment purchased

from ITD Pty Lid constituted both capital and recurrent expenditure

32, Vanations for a project either inv terms of budget, scope and deliverables may
come to the Board, depending on the extent of the variation. Where there is a cost
varigtion request of approximately 5-10% depending on the.mtai value of each
project and where the scope has not changed significantly I would consider
approval without going to the Board although the total cost of the individual

project could net excesd my financial delegation of $500 064,

33. Icannot recall-any variation for the Capabilities Building Projects being
considered by the Board although I can recall the Project Manager for the

facilities upgrade projects reguesting funding to cover unforeseen additiona! costs

Signature Witriess
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E14/1727/058/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Peter John ROBERTS

including cabling, variations to building works, furniture etc. These requests were

considered by the Capital Asset Reference Group.

34. The Board would not have oversight or knowledge of whether an ‘Out of
Contract’ supplier was being used extensively. The Bowrd approves the project
scope and budget. Once epproved it is expected that normal procurement

processes will be followed which would not ivolve the Board.

35, Board Members do raise risks and issues associated with capitel expenditure
proposals submitted to the meetings. The Director of Finance, Phillip Martin end
the Director Corporate Strategy and Governance, Oriana Romano, who both
attend the menthly Board of Directors meetings, in particular ask appropriate
questions surrounding the risk associated with any capital expenditure funding

prior to approval.

36. 1 can recall that Ronald Cordoba submitied 2 “Business Case” to obtain laptop
computers through an “Out of Contract” supplier. The normal process to obtain all
these laptop computers would to obtain them through an “In Contract” or

Gryvernment - contractor,

37. Ronald Cordoba identified that the “In Contract™ laptop computers were not

“vatue for money” and wished to purchase similar laptop computers which were

Page 12 of 20 et
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STATEMENT IN THE MATTER OF: Operation Sepet - File No. E14/1727
NAME: Peter John ROBERTS

lighter; had a Jarger storape capacity; and were cheaper through an “Out of

Contract” supplier,

38. The DEC procurement process enables Managers to request the purchase of an
item from an "Cmt_ef Contract’ supplier if it can be demonstrated that it is better
value for money, or another benefit exists. However, the procurement process
requires the approval of the DEC Procwrement Directorate to purchase items ‘Out

of Confragt’.

39. Tt definitely not common practice to purchase from an *out of contract™ suppliet,
An Alternate Supplier Reguest (ASR) needs to be approved by DEC Procurement

efore an “out of contract’ purchase can be made.

40, It is my understanding that Ronald Cordoba worked with the Department of
Education and Communities Procurement ii}irecterate to purchase these laptop
computers from an “Out of Contract” supplier.

41. No they were not purchased from ITD Pty Lid. Mr Cordoba submimd an ASK to
DEC Procurement fo purchase these laptops fmm Core Technology Partners,

which was approved by DEC Procurement Directorate,

42. The Board agreed in principal for the aliocation of $6,868,264 for the Capability

Building Projects but reguested & complete list of all projects and that each project

Signatur
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STATEMERT IN THE MATTER OF: Operation Sonet - File No. B14/1727
MAME: Peter John ROBERTS

required a detailed project plan, analysis, and progress reporting to the Board ona
monthly basis regarding expenditure. John Humphrey was allocated to be the
responsible officer for these tasks.

43, The Board did not request any further documentation although the progress of all
Projects was reviewsd at the Capital Assets Strategy Reference Group (a sub-

 group of the Board).

EXHIBIT: I PRODUCE A COPY OF ANY PROJECT PLAN & ANALYSIS
WHICH WAS PROVIDED TO THE BOARD FOR THE
CAPARILITY BUILDING PROJECTS, BESIDES THE
PROGRESS OF EXPENDITURE SPREADSHEET
Attachment A; Excel Project Trecking Spreadsheet of SWS Capability

Building Projects

44, The Board required John Bumphrey to report monthly to the Board members on

the Capability Building Projects, regarding the progress of these projects,

45, The Board was seeking 2 detailed project plan tracking template 10 be digtributed
to each of the regpective project sponsors who had responsibilities over those
projects to complete. John Humphrey was the responsible officer to coordinate

this task,

Signait Witdess
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STATEMENT IN THE MATTER OF: Operation Sopet - File No. E14/1727
NAME: Peter Johr ROBERTS

46. EXBIBIT: FPRODUCE A COPY OF THE PROJECT PLAN
TRACKING TEMPLATE & THE FINAL SUBMISSION THAT WAS

MADE TO THE BOARD WITH THIS TEMPLATE

Please se¢ project planning template at Attachment A

4 final-submission to the Board was not required. The template to be used to
ensure the expenditure and broad range of small projects that made up a program
of work could be tracked by John Humphrey and reported. A formal submission to

the Board for approval was not required.

7. John Humphrey provided a list of the Capability Building Projects and a current
status of each-of the projects to the Board, and reminded the Board that these
projects were onty funded for the 2013-14 financial year period. Those projects
that were unable to be completed would need to be resubmitted during the next

finencial year.

48. The budget formulation process for the new financisl vear involves each
Associate Director and Director identifying priority expenditure requirements o
beincluded in the Institute budget. Submission to the Board that had been
approved by the Board would carry over 1o the new financial year if they wers

still a priority to be completed. These would be included in the detailed Institute

budget papers.

Withs
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Purchasing angd Procurement

49, When [ receive-a SAP shopping cart approval request because it requires my
delegation up to $500,000 I request additional clarification by email with the
relevant requesting manager or Finance Manager 1f the item does not have
sufficient information fo provide me with clarity on the nature of the request and
whether it conforms to policy. Once L i‘e‘quest Turther information | reject the
shopping cart. The process followed then is that the requester would then add a
Reviewer to the BAP workflow. The Reviewer is a member of the Finanes Unit.
The Reviewer adds clarifying notes to the shopping cart stating that the purchase
conforms 1o applicable contracts agreements or policies. The updated shopping
cart will remain in my SAF in-box until it is reviewed and approved by me. All

shopping carts that I approve must follow the review process described above.

50. I would net be aware of whether [ received & purchase order request from Ronald
Cordoba, since this information would not be indicated on the purchase order
reguest in 8AP. A purchase order request in SAP indicates the cost code/budget

the funds would be drawn from to pay for the item.

51. BT canmot clearty identify the authenticity of e shopping cart #tem I always ask the
finance team to provide advice as to whether the reguest aligns with the relevant

invoice or policy. Given all items I approve are for over $150 000 it is routine for

Sigmatare
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52,

53.

Signature

ensitive

Finance to make notes in the SAP shopping cart recommending approval. My

normal practice is that if I receive a shopping cart for over $150,000 whick has riot
been through the review process previously described then I will reject the

shopping cart and send an e-mail {0 the requestor to include Finance Unit review,

Whether the budget for a project was available in its entirety upfront or af certain
check points depends onthe nature of the project and the total cost. The
Submission to the Board requesiing approval for 5 separate major initiatives
costing approximately $6.8 million was presented by John Humphries to the
Board.on 28% February and was endorsed in principle. Each of the 5 major
initiatives involved multiple facilities maintenance projects or equipment |
.purchases, The budget for each project was available 1o be allocated. A $6 million
Business Case is considered significant when compared to the value of other

Business Cases regularly reviewed by the Board.

Thetotal ICT Unit budgsts for operational and capital expenditure for the

financial years: 2013-14 was $8.8 million, and for 2014-15 it was $5.5 million.

. The budget was provided up front because the funds were available, the need was

defined and approved, the overall project or program of work had many sub

projects which had short implementation time-frames so time-based milestones

Wit
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
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were not relevant. The scope of each sub project was relatively routine for what is
managed within the normal institute procurement processes:

55, An assessment with regards to whether the deliverables of a project was achieved
accurs depending on how much the project is valued at. It is my experience that
benefits realisation analyses of projects-only occurs for major capital investment
projects that are funded and approved by Treasury within the TAFE Budget
allocation. This would include major capital works or major ICT projects with
values exceeding $1m although T understand projects of over $16m require formal
benefits realisation emalysis. I am aware of formal benefits realisation analysis
being conducted on major capital invesiment projects which weﬁé manzaged either
the DEC Asset Management Directorate or the Information Technology

Diirectorate.

56. Corporate credit cards arve used in the Institute but are not widely provided to the
Institute Managers unless there is 2 business need for them to have credit cards for

their particutar Faculty or business unit.

57. No Faculty or business unit within the Institute use or have a need for petty cash
asall “out-of-pocket” expenditure is able to be claimed through the SAP financisl

system.

Signature
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STATEMENT IN THE MATTER OF: OGperation Sonet - File No. E14/1727
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am aware of the practice known as invoice or order splitting, This practice is not.
permitted within Department of Education and Communities; TAFE NSW and
SWSLWith the exception of contracted utilities services, which are approved by
location, all other acquisiﬁdns of like items from one supplier should be regarded
as one purchase, Purchase orders for bulk “in contract” items delivered to nwltiple
colleges {o 'impmve efficiency can be accommodated in the SAP ordering system
as they are already subject to the terms of the relevant DEC comtract and would

not be considered invoice splitting.

Disposal of End-of-Life or Decormmissioned Equipment

59. I.am aware that there is a policy relating to the .{.ﬁspésal of-end-of-life or
decommissioned equipment. There is a formal process coordinated through Peter

Bescham within the -insﬁtine’s Finance Unit.

66. I am aware that some equipment from SWSI is sent off for scrap if it is valusless

and other eguipment go to a public avction and the proceeds from the sale comes

back to SWSL

51. No employees of TAFE NEW or SWSI would be permitted to remove or use any

“end-of-life or decommissioned equipment for their own personal use.

Signature mee
.
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Peter John ROBERTS

62. No employee of TAFE NEW or SWSI would be permitted to dispose of any end-
of-life or decommissioned equipment through a private retailer or business unless

they were authorised under a formal contractual agreement or arrangement.

£3. 1 am not aware of a private computer retailer trading as J&W Computers
Villawood. I am not aware if J&W Computers Villawood are suppliers to TAFE
NEW or SWSI.

64. 1 am not aware of any monies received by TAFE NSW or SWSI from I&W
Computers Villawood for the collection and disposal of any TAFE NSW or SWSI
owned computers and/or ICT squipment, but I believe that if this was the case that

SWSI should have been paid by J&W Computers Villawood.

ASSET REGISTER

63. 1 was not aware that some of the items returned from Ronald Cordoba’s home,
including 2 Apple MacPre CTO computer towers valned over $10,000 were not

listed on the asset register.

Signature Witnee
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1 Exsoulive B

NSW TAFE South West Sydney Instituts (SWSIi) engaged Enosys Solutions Pty Lid (Encsys) fo undertake
a review of the current state of ICT Systems to assess current ICT Services group's ability to support
SWET's changing business funding modal under the new Smart and Skitied" funding model (the Review).
This. Repott contains the resuits of that Review, and is broken up into the foliowing sections:

w ACurrent State Review

# A'Target State Definition

»  AGap Analysis

= A Detsiled List of Recommendations; and

& A Priorittsed Migration Mlan,

Background

This Review takes place within the confext, and againsi the backgmund of bath broad concemns about the
‘current.and eventual costs of social entitlements: (for exant ple fhe {atest Inter*generaﬁonal Raview} and the
-specific policy and funding changes impacting the TAFE sector in general and SWSi in particular.

Fhe move {03 more commercialised TAFE secier in NSW n;_:l_}the eoncemitant drives towards competition
not'enty between the TAFE sector and private'educa’iinnaf__"insﬁtuﬁqns and e unlversitiss, but between the
TAFE Instituiesfhemselves, mustdrive a shift in culture tdé.more agile, responsive and proactive institufe.

In-addgition 16 these shared pressures, iharg are many specrﬁc stresses unique to SWSI. Examples of these

include the unigue demographics of SWS; and the high preponderance of recent amrivals and non-native
Engitsh-spaakers,

Business ssues diraclly impaciing SWSi stem largely from the change i funding madsel, governmeant focus
on jobs and costs, the growth in mmpeﬁé‘mn and the need o become-agile and responsive.

in short, fhe curreht mantra, Smarf and Skilled must translate directly into planning, outreach and the
redesignof the modei i which SWBI delfivers education.

Reviow The "m

Our research has surfaced four themes immediately impacting the TAFE's operating model and the
infrastructurat changes required by the brave new woild of compafition and commercialisation.

These four thameas are:
1. E’CTquvemaﬂce
2. Risk Managament
3. ICT.8ervice Befinffion and Catalogue

4, Benefits Management and Valus Reslisation

* hitneismariandskiied naw.aov.auiabout
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Current Sete

The Review assesses that ICT Services 5 not capable-of supporting the new operating modsl under Smart
and Skilled, The current state of ICT Services is summarised as follows:

«  SWSi business and ICT Services are nat adequately aligned.
« An T Strategy.does not-currently exist, with I1CT services.

# Core application services defivered by ICT Services {such as Moodie, SWSi website,
SharePoint and CRM) are currently running out of one data centre only and pose an
inappropriate leve! of risk of impacting the SWSi business through exiended outage.

w= Additionally, If there:is an ouffage o any of these core applications, infrastructure systems and
plans o not exist to restore ‘senvice to those applications and minimise outage. Business
Continuity and Disaster Recovery planning is incomplete.

= [OT Services is highlyfocussed:an technicsl opefatnons, with a: large relisnce on IT services
baing dslivered in-house.

#  Visibilify and understanding of the performance of IT services anﬂ projects is poor due to
inadequate governance, processas and-ools.

% Effectivenessof ICT Services is hamperad by.a number of staffin atting or temporary roles
andg staff undertaking roles that so not match their skills. -

Target Stels Definition

The Review proposes & target state for ICT Services that is focussed onthe delivery of services rather than
the delivery of techriclogy in the context of various ’pc&itic;ai economic, socid and technological influences.
This-senvice focus and a refocus on the governance of T shall embrace the CobiT and ITIL® indusiry-
stardard frameworis. In support of this, an IT SBteering Gmup shall be responsible for the governance of
ICT Services and ICT Services shall implement project portiolio management, service portfolio
management and iT Architecture Runctions:in support of thelr management function.

An imporiant part-of the proposed target state is a published catalogue of services provided by the ICT
Services group, Services'in this catalogue ehall support requiremants signed-off by business users and
aliow them fo increass and decrease their consumption of these services in-line with movements in student
enroiments. This will allow business users to better manage their [T costs o match fluciuating revenues
expafienced undsr Smart and Skilled.

R R

Thig will make ICT Sarv;ces operate more like a business in-suppart of the ovaraii SWEI business.

* ITIL, formerly known as the Information Technology Infrastructure Library, is 2 set of praciices for IT
service management (TS that focuses on sligning 1T services with the needs of business.
hiins:ffwww. axelos.com/best-praclice-soiutions/lil
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Gap Analysie

A Gap Analysis has been undertaken with an assessment of a subset of underlying ICT Govemance stib-
process ufilising the CobiT® Capability Modet,

Heoommendations

Over 24 recommencefions are proposed 10 assist SWSIH fransition fo the Targst State. Thess
recommendations have baen grouped into the following categeries:

#  Govarnance ang Execution
e Afigning IT with the Business
# Financial Agility and Efficiency

s [T Resiliency

All of thess recommendations are intended o be appropriate foran orgamsatlon the sxze of SWS:
achisvable and consider the future operating model under Smart and Skilled. ‘

Prisritised Wigrafion Plan

A detaiied Improvement Plan has been proposed to address the current: state ﬁndmgs and rigks identified.
It is based on two streams, each-of which containg lmpravemeﬁt pm}acts grotped Into 6-month delivery
blocks:

1. AnfCT Services Strsam that will mainly focus on shoﬂer—term meigration initiatives. These can
generally be handied by the ICT Services inisolation (as pari of the Management function).

2. A Strategic Stream that ries o address longer«term remedies including inifiatives to improve
gevarmanoe that require tha. atfanhoﬁ and cooperation of other SWSi groups outside of the ICT
Services team slone (as part of the Governance function).

An examination of the Prioritised Migratian' Plan demonstrates that-effective transition and strategic re-
alignment of ICT Senvices fo support the SWSibusiness adapt and susceed under Smart antl Skiffed is
achievable vith the close sponsorship ang direction of senior managsment.

ot Govarad by the Bevigw

There are some themes that we have become aware of in relation to SWS, but which do not Tall within the
scope of this project. Areas that would benefit from additional consideration Incliude Organisational Changs
Managament, Orgenisation Culture Development and, Organisational Dasign,

* Control Objectives for information and Reiated Technalogy (CobiT) v, (nttn/fwww.isacs ora/Knowlados.
Centar/cobitiPages/FAC.asbx )
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The Current State Review wkes an analviical jook at current organisations, processes, and challenges, buf,
does not delve info detailed findings or recommendations as thase are covered in subsequent sections

2.1 Business Lhalienges

SWSi is currently experiencing varisd exiernal and internal business challenges. In particular, these
include changes.io Governmiant funding modsis for the TAFE sector as well'as internal organisational
challenges fo!lowmg the NSW Government reforms undsr theSmart and Skilled' program

Approximately one third of all Australians jive in NSW, .and ene in five of themreside wrfhm the SWSI
caichment. Forty percent of setfiers newly arrived in Bydney choose South West Sydney as thelr home,
and of thess around two-fifths. are from non-English speaking countries, and nearly half do not speak
English at home. These changes in demographics infroduce new challenges and opportunities for SWSL

Business issues directly impaciing SWSI inciude: the drive 1o improve :comp!e‘{icm raias, removal of
duplicated effort and costs, achieving truly strategic engagement with industry and:communities {i.e.

moving away from ‘pockets of engagement’), taking full account of prior learning and experience, and
simplifying and clarifving the access routes and support mechamsms : vaxiabie

Government concems around educational altcomes Johs aﬁd cmsw drwa the urgent need to promoie
SWSi's sirategic intent at an executive leval, into the administration sections/business units, and
classrooms across the TAFE, This document focusses speciically on driving that strategic intant into the
ICT srea.

The implications.of ‘Smart and Skilled”, affect the overall operating model, planning activities, focus of
putreach-work, and potentially the redesign of the entire educational delivery model.

Through ourresearch, discussions, and workshops we have idenfified four kev arses.of concem, Thease
‘have mmediate conssguances for the opergiingmodel, and thoss infrastruciural changes reguired inthe
new world of competition and commercialisation.

These four key areas are:

1. Govermance

2. Risk Management

3, 2T Service E)eﬁn%ﬁon and Catalogue
4

Benefits Management and Value Realisation

At the highest levsl, Governance provides the framework and processas by which strategic infent ang
delegated authonity may be dissaminated through the organisation and executed appropriately at ench
ievel. Our workshop respondents unanimously identified improved Governance as & priority for SWSL

Following on from the Governance domain we identified Risk Management as the second area in which
additional work is needed. Risk Management as a problematic thems was supported by alf workshop
participanis in two essential streams.

Firstly the need fo manage risk appropriately by ensuring that the risks were idenfified, theirimpact
assessad, and the appropriate treaiment émitigation, avoidancs, contingency stc.) put in place, Much of the
strong feeling around this aspect stemmed from outages experiencad i the recant past.

Prege §of 48
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Curiously, beyond the ‘standard’ view of risk management a5 a preventative or protective practice, thare
was also a general appreciation that 7isk is abusiness issue pertaining fo the businesses as a whole and
not merely an exclusively ICT issus.. Workshop participants expressed the view that the assessment and
management of risk should properly take place within the business. This was particularly well expressed
with regards to the ‘Smart and Skilled’ initiative, and the pressing need for business to become more agils
and more responsive to change and to demand.

The development of clear and detailed service definitions for ali the main ICT services and bound together
in a Service Catalogue for use across the entire organisation was widely supported. The issues that raised
the demand for clear service definifions ingludsd:

« The need to identify who performs what function

¢ The need toidentify who the owner of a service is tachriically

s The need foidentify who the owner of a service is from a business point of view,
« ‘The nieed to identify the technical components that make up the sefvices jn question,

Above all else, However, was the urgent need fo define and manage sewica-levé!fs fo.
reliability.

insummary, fhe definition-of serviges i a catalogue would provid

_ mmon "'iﬁ_ap and language for
communication between ICT andbusiness. JET

Cur fourth theme Is Benefits Management and Value Realisation; these can be seen as two sides of the
same coin. These two approaches firstly enable the business and ICT dointly 1o align each significant
spending desision to the neets of the business {Bnneﬁts Managemenf} and then, as ICT proects develop
and are completed, o evalugie the value refumed fo the businass by the pm;ect {Value Realisation).

Beyond these four areas there lies @ rangs of specff ¢ ICT challenges that were mentioned inc luding:

natwork capacity pianning, i igentity management, useof coliaboration tools such as SharePoint, CRM
platforms Disasier Recovery and Business Confinuity Planning). These further issues will be addressed as
partof the Recommendations.

As part of this report Enosys has identified 2 number of additional themes that we bafieve would bensfit
from further analysis and consideration, but which do not-fall within the scope ©f this project. Examples of
these addiional areas incluge culture change to meet the challenges of competition and the new funding
moedel, Organisational Change Management to enable the necessary changes fo be undersiood,
implemented and:broadly adopted, and, in terms of struciure of SWSI overall, some reflection on
Organisationsl Design wouid be of value

s st e e Yot g ,g«, il
s “'ﬁbj b g &3 * -«-«« nf\v
@5& FTEEL wIER r§ g B s, el

Looking at SWSi from an-extemal parspective and focusing initally top-down from a business strategy and
oparating modsl point of view, there is a strong sense-of an established institution, with well-developed and
perhaps ‘time honoured’ ways of doing things. There is also a senss that it has bean part of the Instiution's
svolution, cutturally and organisationally to fit welt into what has been a ‘refatively’ stable, slowly changing
environment, where the pressures are known, the required outcomes understood, and tha fulure is to some
extent prediciable even if not precisely known. in fhis respact, SWSH has been an organtsation well fittled o
its environmeant and able to defivar i well understood requiremants,

That said, ieoking beyond this initial assessment we tan review some of the main siructures that emerged
as areas sxperiancing same stress and requiring attention during ourworkshops / discussions,

Fape & ol 88
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1tis a truism that ICT strafegy should afign to business strategy, however, over extended periods of time it
is common for ICT to develop its own programme-of work, pradicated upor intemnal upgrade and renewsl
éycies that have jass and less to do with the sirategic aims of the business than with the internal needs of
IT. Establishing appropriate governance structures and processes will afleviate this natural tenderncy,
however occasional ene-off recalibrafion exercises are offen needed io kick-start radical change.

It is likely that significant changs in some areas of business strategy will ba necessary to meet the changing
chalienges of compefition for enroiments, new furiding models and the Implications of "the Smart and
Skilied” program..SWSi business strategy is currently being arficuiated at executive level within SWSHand
wa aim o take account of the ocutcomes of these deliberations in'this review in-due-course'

At present, without the benefit of the detaiied considerafions embodied in the strategrc plan wWa-oan
extrapolate some essential components of the requited ICT strategy from the ewdence we have at hand.

Firstly,.compeiifion drives sales and evoiving marketing strategies, which in tum req:ms more’ ﬂex;bie and
responsive ICT processes. ICT systems typically impacted by compedition i Clude Customer Relatlonshlp
wanagement{CRM} systems, and strong online presence managemeﬁ*i which in the. case of thefurther .
educafion sector may mean embracing or improving social media ools, Aside from outward Fating service,
client facing technologies such as reliable-access to course specific software systems s vital. Forinstancs,
anexample raised during workshops was the on-line fravel-agency software - Galilea, which providas a
distinct compstitive advantage when teaching travel and leisure classes, Galileo is subjest to frequent
outages due fo network issues. These outages undaermiing. the strategm and competitive advaniage of
having the online system in the first place. : :

If it is SWSi's strategic intent to innovate in the area of educational or curriculum refated software then
issues such as this will need fo recgive priority. :

Slow, and ococasionally erratic, responses from ICT and from ITD have been reporied inwotshop
feedback, This affects conirpi ata strategic level as it impedes the implemeniation of the strategic intent:of
the Institute. Regarding SWSi 1ICT support the feedback was generally favourable with regards o 'attitude’,
the support staif wers found fo be engaged andwiliing to halp. That said, feedback in terms of support
processes indicated a patchy, unaven, and unpredictable regponse with frequent procedural roadblocks
that-give rise to ad hoo arrangements, ‘work-arounds,”and networks of private relationships.

The new funding mode! shiffs payment citteria from the input cost end of the equation towards the outcoms
or output end. This is & fundamental shift in emphasis and will ne doubt surface as changes in business
sirategy in-due course. What we' have leamed from the outset is that. issues such as completion rates, final
scores, and excellance in matching students to courses arg ritically impacted by two crucial student
rmquzrements '

1. Communily and industry outreach support for studants {notably language suppart}
2. Enabling access via the accreditation of prior leaming,

‘These are essentigl for the evolution of the Institute into & proactive, fiexble, aglls, and responsive
orgenisation, and are particularly important given the specific demographics of the BW S| catchment,

Ths ‘Smartand Skilled’ initiative represents & sea-change in atiitudes io sducational cutcomes, to the

delfivery of further education, and to the soris of instiiution that governmeant will support and fund going
forward.

The full implications of ‘Smari and Skilled’ will requite delailed congsideration at the executive level, and an
understanding that there are clear impiications in terms of organisafional culture, design, delivery modat,
and the govemance/ risk / compliance stack,
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The Operating Modsai of an organisation can be described most simply as ‘how we do things here'.
Underlying this somewhat informal definition there are formal structures, processas, and roles, as well as
informal practices (manfioned above) that may have emérged over fime in arsas where either there has
bean no diract oversight, or where formal processes have broken down or have become unwieldy and
unresponsive,

The research undertaken by Enosys has revealed both formal and informal practices are in play at SWSL In
the area of ICT support a range of altematives solufion paths have been woven together based upon
personal relafionships, specific anses of expertise, and necessity. Traditional ICT operating models are stil
vary much evident and are sl by and large effective. For instance, budgetary control:over ICT expenditure
is evident at the core, with some sporadic infermal processes ansing in areas such-as:iptal wirgless
deployments and other smaller purchasing decisions,

Thers are significant operating issues emerging betwaen SWSi and [TD, parﬁduiarly in‘the areas of:

= Madium fo long-term planning,
= Responsiveness within {TD to changes in SW5i's env;ronmen’i of bussness drivers
¢ The exact division of roles and responsibilifies in various arasas between iTD and SWSH

Cverarching these issues are the impending changes tothe semces offereci by [TD over the next few Years
and the expected difficulties that will be experienced in sym:hmmsmg and defining any hand over process
and timeframe. i is not yet clear how, or to-wham, ITDwill haﬂé ouer responsnbimy jor shared senvices.

The current:operating model is not fully dacumenteci inthe area of ICT. Roles-and responsibiliies between
ICT and the business and within ICT iteelf are not cleardy eiuclda‘ced agreed upon orundersiood. A notable
axempie of & mismatch in the ICT cperating model has arisen batween core ICT and the educationat T
development team, ITEL. In this case there is overdap in the deimeatie:r; of roles and responsibilities, as well
as in developmant and implementation process and planning. This is.an phgoing chaliengs that should be
addressed by defining & forma! framework and process for interaction to which both parties commit.

A gignificant mismaich in the ICT operating model has emerged in the definition of roles and
responsibilities, development apd implementation process and planning, betwean cove 1CT and the
educational IT development tearm, ITEL.

This is an ongoing irritation that should be addressed by defining 2 formal frameworic and process fortheir
interaction to which both parties commi,

From the point of visw of Organisational Cutiure and Culiure Change, it is evident that SWSi has strong
irfternal culiural fies, and that thers is a distinet and fangible sense of balonging and.commitment. Af the
samae time there may be pockeis of refloance, confusion oreven eynicism resulting from lack of
understanding of the changes 1o the broader environmeny, lack of clear communication, or a sense of
disappeintment-or hopelessness in some individuals. We encountered very occasional instences of what
might have been 'feamsad helplessness’ in some quariers. This sense of heiplesshass ofien arises in
ralation to persistent technical issues. In our investigations clear evidence emarged that technical issues
were not being addressed, ordelegated fo the foe hard’ baskst. These are the areas where workarounds
and informal processes inavitably emerge.

Since the current organisational culiure did not evolve In an environment of rapid change it is predictable
that some cultural change will be necessary to meet the demands of agility, responsivenass and
commerciaily savvy compatiion that the new environment will demand.

T
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The current organisafional design has emerged over time in response fo occasional major {e.g. introduction
of Facuty of Foundation Skilis), and more often minor, shifts in the environment. 1t is probable that an
overall organisational redesign exercise would aiso be beneficial at some point.

in the short term the design of the ICT organisalion would probably benefit from more immadiate attention.
Specifically areas-such a5 roles and responsibiliies, project feams, and suppertfunctions may need to be
refined or aven redefined.

The area of Governance, and fo some axtentthose of Risk and Compliance were examined in an Enosys
workshap. A cofporate govemnance, as opposed to ICT governance, framework is in place and thers are
some defined processes surrounding that framework, such ascalendared events. Itis i’w; the purpose of
this review 1o examing corporate govemance, except in order to understand the confext in which to locate
ICT governance.

However, ICT govemance appears somewhat paichy with notable gaps A specaﬁc area that emerged
during the workshops was the lssueof the Integration between iTEL and ICT. Participants were of the
opinion that the two teams should continue to. be: kept separate. Nevertheless their interacﬁon, anda
mutuzl understandmg of their roles-and respcnsrbs Hesviaa jmnt piannmg and appmvats pProcess -ware
seen as necessary 1o ensure their respective efficiency. Two areas tha‘t stand: mut 25 gaps in comparison o
hest practics are;

1. Theagbsence of a standing ICT Steering rGfpup having respénsib'iiiiy for resolving business issues
that-may arise in ICT projects, and for constituting an underiying ICT Architecture Commities, and
2. The absence of an ICT Architecture Commilttee, reporting to the ICT Steering Group, with

responsibility for approving the emarpnse architeciure and roadmap, and resoiving technical and [T
archliecture related issues.

There is currently no formal bady-or process for resoivsng architectural questions, and there is conseguentty
a plethora of solutions and technologies-emerging across the institute that have never been formally
appyatsad from 2 software archstecture perspectrve This gap gives rise I 'ad hoc-racy when it comes {o
software selection and: lﬁtegra’atmn '

Arexample of how damagmg this can be; and how important govermnanes and spechically architecturs)
govemancs is o the Institue is the recent implantation of an online application, 'EBS', in the educational
sphers that consumes iarge-_am=ﬁ¥upts_ of-scarce network bandwigth to the detriment of other users. Itis not
necessarfly that the softwareds nidta good choice forthe desired educational cutcome, butis has
introduced & numberof challenges.for the network. It is essenfial that no newitschnology s deploved at
SWSi without proper oversight and evaluation from an enterprise architeciure point of view.

As g result of the existence 0f ¢orporaie governance siructures such gs the Capital Asset Sirategy
Rafersnce Group (CARG) and the active involvermeant of executives and senior managars, SWSI has A
place a risk management capability in the ares of ICT. The involvemnent of corporate governance in 1ICT
lssuss tends o be cyclic and influenced by ICT ciises or major investment decisions. At present ICT is
govemed within the Caplial Asset Stratagy Reference Groupand doss not have its own reference group.
Thers is likely ne grest pressure within SWSI for the establishmant of an ICT Reference Group and greater
value may be-had by expanding the work of the Capitsl Assst Stralegy Reference Group, periaps by way
of & sub-commitiee, oradditionat ICT related mestings. to include a greater focus.on ICT matiers.

Atz level below that of corporate govermance it is clsar that more could be dons {o improve ICT

im ot FIEAL




NSW ICAC EXHIBIT E14/1727/058/0002

HSHCTAFE SWS - 10T Samices Review ~ CONFRIEHTIAL L SRIOEYS

govemance. As menfioned, the area of Architecture and Project Management would benefit from miore
explicit govemance struciures and processes.

Bevond architecture and projects, there is 2 general misunderstanding of roles and responsibilities at all
levels {(sub corporate governance) and a general mismatch between business and ICT decision making.
This is evident, for exampls, in the lack of serious risk assessment around some innovations and purchases
and the absence of any application of the concept of figk appeafite, Le. & trade off in decision-making around
risk batween the business and 1CT, as well as between tisk and reward.

I is understood that public-sector institutions are, and should ba, constrained by strong probity and
procurementrules, howeaver itis also the case that those rules are applied differently’in pubiic comporations
in confrast in govemment deparimeénts. Enosys makes nosuggestion that prabity or purchesing rules
should be diluted, but what is suggested is that those rules may need fo be revisited as the TAFE system
moves into @ more competitives environment, SWSi should ensure that institute’s culture and practices are
kept i line: wnth markei pressures and that they comp!y with regulatory requiremsms The portant; pemi

The abllity for ICT and the business to plan from the same ‘map’ and to speak the same language is crucial
for efficient and effective application of techn{iiegy to'thve needs of the business. At present the varigus
services provided by ICT arenot comprehenswely defined either in tarms of a detailed definition of

service nor in the cataloguing of all'services. As. 2 resulty is extrerhaly diffitult to answer questions such as
What is the service lave! for this semce'r’” or even Who owns this serwce‘?’

It would appear that. not aff services are cataloguad, i.e..there Is no comprehensive list of a1 1CT services.
This means that ICT cannot say, and the business cannot know, exactly what ICT is.doing, what services i
oifers, what resources they consume and 30 .0n. It alse means that service levels cannot be set, metrics
cannot be defined or measured and overall performance cannot be monitored.

it is sssential to bagin wiﬁx, that at lsast 'the top ten services that the Institute relies upon are document and
catalogued st sbon as possible, The remaining services should be defined and catalogued in due eourse
asa’ busmess—aa-usuai aciwuty by 1CT. :

s the mam services ars cata!ogued each definition will enable a conversation to be had between ICT and
the business to plan the fuiure of thet service, determine the appropriate metrics o measure performancs,
and the appropriste monftoring regime o monitor performance. This will, aver time, lead o greater semvics
quality, stability, performance, and to greater business trust in ICT as well as improved user experience.
These things are esseniial to competing in a commercial environment.,

Currently ICT investment decisions do not go through 2 formal Benaefits Menagement process. This means
that the expected banefit of the nvestment is never fully defined or guantified, and a measures and
monttoring system are naver put In place. Conseguently the bensfit of many 10T investrents is understosd
anecdotally rather than by a tangible measura.

Maving made the invastment, and implementad the 107 system, thare is no formal Valus Realisation

Palan 13 0f88
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process (predicated upor the eariier Benefits Management effort) by which the expected vaiue can be
ascerained, monitored, and reported back to execufive decision makers. These gaps make it difficult to
confirm the expected benafit-of an invesiment and its fulfilment of business strategy or subsequently to
measure and monttor the value refurned.

There are many ICT investments that can and do return value, but-which are in'no way related o the
strategy of the business, these are often ICT or enthusiast led investments. One of the roles of Benefits
Management as a practice is to ensure that all investments are directly fraceable back fo strategic priorities.
That way investment funds are correctly targeted, and the benefits are of strategic value.

Likewise, there gre many investmenfs_azhaving clearly defined strategic benefits which are never measured
er'monitored as they are Implemerited and rollad out, leaving the organisation-without any reliable feedback
as tothe true value of the investment,

Both Benefits Management and Value Realisation practices are likely tobe requared by SWSias the
environment evolves.

i

1. Business and T Sirategy is.nof aligned.
2. AniT strategy currently does not sxist.

2. Anumber of stafl within 1ICT Semvices is inan atrimg role. Thereis aiso.a number of siafl
currentiy'working in roles that do not.adequately maich- their skifls and compatency.

4. Withythe exception of Marketing, ﬂ'ges'e is kittle formal ahgnmen’t and consuliation between the
SWSi business groups and ICT services. This is resulting in a reliance on personal
relationships and hence z priofifisation of individual requirements over overall business
requirements.

5. ICT Services is curently consolidating from nine computer rooms {data centrés‘) gown to three,
These thres compuiar rooms shaltbe at Bankstown, Granville and Wethetill Park.

§. ICT Services have an apgﬁropriate infrastructure platiorm at Granville and Bankstown but
inadequate inter-data-centre connectivity is hampering ICT Services ability to fully utfiise the
-assets at Granvilie h-parficular a5 & secondary data ventre.

7. Business -:'{Zcminulty and Disaster Recovery planming is incomplete. I the Bankstown computer
room suffered an ouiage, ICT Services does nof-currently have & plan to address this.

B Core systems delivered by ICT Services (Moodle, SWSi Website, SharsPaint and CRW) are
not impiemented for high-availability. If the Bankstown data cenire suffered a service cutage,
L hese core services would be unavailable to-the SWSibusingss.

i

Currant provision of infernef services via NSW DEC - ITD is hampering SWS! users requifing
basic Interhef senvices. This is dus to & lack of throughpul fo the.intemet atthe ITD data
cenires znd the constant reguiremerit for {re)authentication from the ITD proxy servers.

i ICT Services doss not have a project management capability. This means that projects ars not
appropriataly definsd, do not hava focus, suffer from lack or resourcing and do not have
approprizie marmgemen of budget, riske, lssuss end dependencies and deadiines,
Conseguently, delivering important projects, including MokaB/Alins and Moniloris heavily
consiraingd.

1. 4T procurement is focussed on purchasing components rather than ouicomes. Often
requirements are not formally documenied nor developed with and signed-off by the SWSi

Erpayt sl SWE Contird
B TARE T Sarvinen fi
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8.

business user groups.

Historically there has been lifile or no leveraging of specialist third-party ICT service providers
with a reliance on defivering IT-based services enfirely in-house.

The Setvice Desk has a low level .of maturity. This:is-characterised by ad hoc and informal
arrangements and work-arounds, a heavy use of the service desk for user-fraining related
issues, and an inability to accurately categerise and prioritise calls leading fo poor management
of SLA's. '
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3.1 SBusiness Strategy and Uperating Modsl

When it comes to defining the desired target state for an organisation as large and complex as SWSi, a
combination of patience and prudence are required. Enosys has taken an approach of prioritising areas that
we belisve will defiver the larges? retum on investment in the shortest timeframes.

By prioritising a few major themes we focus resources, inciuding management fime on those-areas that
should be addressed first and foremosi, leaving cther sreas, parficulary those that have a dependency
upon the early changes, ic be addressed later.

We have selected four areas at the strategy and-operaling mode! levs! that we baﬁeve are most lmportant
in correcting exlsting fundamental issues, and then in setiing & new course that beﬁer alrgns
emerging business strategy, envirgnmental changes and unique SW. chal ges, '

We have provided indusiry standard models, refined for thie: speci s SWS as guidelines in.each area.
Asthereis a great deal of detail availabie in this area, we have placed: ome af the mare detalled analysis
and ‘workings' inte the appendices af the end.of the dacument v

Below we wili present and discuss each model in the :_:Dntﬁext of WS and identify immadiate and medium
term changes suggested by applying the modals 1o SWSI's gpecifics.

The target state, or 'where we wanf tobe’ is beset by various external influsnces, constraints and démands,
many emerging from Govemment prioritias, with some from soeial or technological changes and
innovations and others from developments in Australian and regional. economies.

Figues o "HEET Mpdat

Enesyn aud B Confidential #,
EWEI TAFE 107 Somviony Bevies P&
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In erder to summarise these exiernal influences wa present below a so-called Palitical, Economic; Sogial
ang Technologicsl andlysts (PEST) which halps to place our speciiic analysis of SWSI's target state within
the broader context.

Wewill offer some commentary on each itam identified in the PEST model.

Provlifieat

The overarching extemal environmental change impacting SWSi is the Smart & Skilled inifiative. This wil
drive much, butmot gll, of the evolufion of BWSias an organisation.

‘Smart and Skilled is oneof many NSW govemment inifiatives, standards and strategies that will impact
SWEI and to which SWSiwill need to respond. -

‘Chher NSW - Government inifiatives include the GovDC eantralised data canire tnitlat?tre which, even [f SWSi
-doss not direcily engage, witl very Tikely become 2 future home of some ITD se VIGES, Other emergsng
nifiatives include: ’

e ANSW Government risk framework based on the 1SO 31000 standard®,

¢ Information management and taxonomic standards which will d rectly: :mpac’x data fransfer and
reporing.

» The centralisation of govemmentCIO leadership and gm'emmen% lmtla’ttves such as the
Govemiment Sector Employment Act the Government Employes: Number etc.

e The NSW Govemnment ICT Strategy®, including the ICT investment Policy and Guidelines®
initiatives fo encourage agencies to procure 'as @ service’ moduie under the Procure IT Framework

s The NSW Government move towards umng SFIA as the standard mode for ICT skills.

TD: ;tsetf mustchange quickly f if Is o remain raievant to compefing TAFES. There is @ natural tension
between co-gperating in sharad services where there | ga miutuat interest in so doing,.and in competing in
areas where TAFEs balisves they can gain s competitive advantage. As educational software, particulary
with respect to-on-line delivered content, wivich is likely o be one of the batite grounds over-the next few
vears, the role of ITD and how if manages iis:senices and responds to TAFEs will be of some imporiance.
It is vital to SWS that the futore of ITE becomes fransparent ard plannead such that SWSi and other TAFES
can putin place appreprate and visble iCT strategies, At present the role and future regponsibifities of
TAFE NSW, particularly in elation 1o the senices currently provided by FTD, are unclsar and uncertain.
SWSI neads o knowwhatthe future holds for TAFE NBW,

The whole area of economic compedition, the understending and pursuit of areas of cogpetition, and the
formation of naw alliances, will exercise the minds of the SWEi executive lsam. The area of compatition is
probably the best undersicod, and may therefore be the arez that mest TAFEs will instinctively foous upon.
Differentiation and providing excalient servics to your own community and catchment will become an

* TPP12-03b Risk Managament Toolkit for NSV Public Sactor Agencies: Volume 1

{htioHweew treasury.nsw.oov.ey’  datafassete/ndl fie/0016/22864/TPP 2.

038 Risk Manzgsment Toolki Voll-Agency Guide dnd.pdf)

¥ NSW Government Digital+ 2014-15 ICT Strategy Updste

{htpdvwew finance nsw.gov. auwlctiresourcesidiaital-201 4- 1 54ct-strategy-updats )

" N3W Govemment, ICT investment Policy and Guidslines, February 2014

(httefwww finance. nsw. gov.aufictsies/defaultiiles/NSW%20ICT%20Investment% 2 0P aolicy%20and %2 iy

idelines 1.pdf)
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incressing focus for management.

However, forming an early understanding of areas of potential coopstition and alliances may offer
opporiunities to-side step an excessive focus on differentiation and enable SWSi fo leverage [TD services
more effectively, and fo find new marksts and new products/services earlier.

ITD orits successor must coniinue o offer shared services to NSW TAFE and it must be the case that
these shared services, to theséxtent that they are shared, are potential areas of cocperation and cost
cutfing. A clear grasp of which services can and should be shared, and which offer potential for
differentiation will be important, SWSI will not want to contribute towards the cost of a service that i does
not want or nead to use.

In regards to alliances, there are numerous private fraiting organisations that offer commercial, regulatory
or business qualifications that are not typically provided by the TAFE sector. if :these"'pri_vate tralning
organisations-are new comipatitors moving into:areas traditionally oocupied by TAFE, 'ﬁ'ien it is only
reasonable for SWSI to.examing new markets and the potential of forming alllances with regulatsrs the
banking and finance secior, and so forih, in order to offer professionally ascredited courses, in‘addition,
SWSi could review its provision: of ‘overflow' or specialist education for the: seconda schools sector, ard
particutarly for the HSC. .

interms of differentiation, SWSI will ne doubt examine new mmpatmg produc.ts pemaps in the ondine, or
mobile markets, both with a view fo understanding the competition, and fo t qinrstandmg the-opportunity to
achisve: difierentiation by taidng advantags of these new: products and services for their owrr studartis.

Bocis!

Whan attempting to differentiate services, itis essential fo maintain a ready grasp of your market so as not
unintentionally lose the confidence of your core customer base..Any differentiation should take into account
the unique demographics of South West Sydney and should atterpt to offer improved, mors compeliing,
and more valuable services to this-group. {Note, Itis vaiid to differentiate into new markets as a consclous
strategy, butitis best to avoid acbiden’caﬂy shifﬁng"iaway from your.current customer bage. ]

in this regard, the areas of Access, Bupport, Accredifation of Prior Learnmg. snid Oulreach form the four
sites of a strategy aimed notjust-at maximising the take up of SWSi services by the community, but also

. the successful completion of toursés, and eventual move into employment or improvement current
amptoyment.

There are three sectors or ags groups thal parficularly benafit from TAFE senvices. These are youth, given
the excessive and growing lavels of youth unemployment, the middie yvears where employees retumn to gain
enhanoced skills, ang the:more mature clients wishing to refresh or refrainin order o change their fife
trajectory at that point.

Finally there.is apotential market in the growing area of retirement, triggered by the baby boomer bubbie
which is prevalent poross Austraila.

Taahnsiogion!

The most obvious, but not the most obviously usefl, current fechnologytrend is in ‘Cloud’ compuling. This
term, from 2 consumer's point of visw, includes any enling sendce whether its underlying server bass is in
‘the cloud’ or not. Whether a service is or is not actually cloud besed remaine an important quesfion in
terms of understanding service levels, avaliability and the robusiness of the service baing offered.

The moest immadiately accessible arsas, where advaniags can be gained from cloud services, are in data
storage and variable compule capacity. These areas offer improved disaster recovery and business
continuity planning. Cloud platforms also provide the functionality to burst or to be slastic in arder o meat

corififeniiel
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the growing and shrinking demands placed on them.

For SWSH, we envisage early review of cloud storage and re-plationming some apﬁ:iicaﬁons o genuine,
Austraiisn bass, cloud senvice providers, We will recommiend 2 plenning workshop to reviaw your top fen
ICT Services from a potential re-glatforming point of view.

Bring your own device {BYCOD) has become & mantra-of modern IT departments, and if done weli can
enhance user expserisnce. and significantly reduce costs. SWSi has mads significant moves in this direction
and we envisage further extension and refinement of the BYOD offer to students and faculty in due course,
We will be making recommendations-in this area.

There is an increasing prevalenae-in-enéﬁﬁe trairing, and much of it (or of the content at least) is free. This
is & significant environmental fact that cannot be ignored and must be dealt with. The key four
differentiators for an educational establishmenit with regard to the availability of free online content are:

Quslity of Education ~ it is essential to establish beyond all doubt that the qualily of education 2t SWSi is of
the very highest international standard. Technological support for this aim can. e:pmwded by demonstrably
excellert networks, educational sofiware, {competitive) admissions, student management software, suppori
for BYOD, access to streamed video and other online course content at any time, smdent centrad ancess,
linguistic and cultural support in software and so on. Itis im) por&anti at ICT in limproves its
contribufion in this arsa. We will be making recommendations as 1orhow this can bs:done.

Value of Accreditation —#s: content is often free, it is essential to prc:ject and protect thevalue of formal
accreditation. Obviously ICT can contribute fo this by providing excellent support for content management

and website access to proof points that show the pr sctical value o farmat accreditation bothin genetal and
on & courss-by-course basts.

'Excelience of educational outcames {tisimportant ta show that accessing content via o formal training
programme lsads fo improved, ideally excellent, educationat outcomes. This-can be shown in completion
rates; number and proportion of passes, and average ﬁnai marks. The role of ICT in this Is to support
faculty staff by providing excelient educational software, naiwcrks BYOL, and by supporting the
informafional and markefing activities of the insﬁutute in: promatmg these values. We will be making
recommendafions around these matters.

Exgelience of post educational outcomes — It is aiso importari to {rack final cutcomes, the ulimate purpose
for many people of the education they undertake —how did they get.on? How soon did they find wark, or
improve their position? ICT can support this aim by providing accessito student alumni, gost educational
access o course materials, and social medie for current and pest studenis to provide feedback and
commentary. This will encourage an ongoing relationship with the past-and present student body and thus
frack outcomes more effgclively, We will make some recommendations i support of ICT s contribution in
this arsa.

The diagram below was workshopped with SW 3! and found to be a useful approach fo defining the
relationships between the following desires:.

1. Sirstegy/ Operationa! Model and the approgriate ICT response and behaviours,
2. Govemnance Policy and the 0T governance mechanisms
3, Business performance goals and the relevant ICT metlrics and accoumiabliiiies

The model also shows how desired Strategy and Operationa! Models determine desired govemnance policy
and how govemance in turn determines performance goals.

This-moedel should be filled out In fulure workehops with appropriate detail under sach of the six segments.
This will lay the foundation for plarned, integrated governance from the Caplial Asset Strategy Reference

S e o b
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Group, continuousty down through fo the ICT organisation and the sections and busingss units,

The target state should also have a duly convened Business Steering Group and Architeciure Commiitiee
comprised of administrafion, academics and ICT staff.

« The purpose of the Steering Group is fo handie business related issues arising from fime to tima
from 1CT projects.

s The purpose of the Architectural committee is to manage day-io-day ICT issues and enforce
architectural standards across the Insfitute.

« Thecommittee refers issues ag necessary to the Steering Group, which itself refers matiers as
necassary to-the Capital Asset Strategy Reférence Groug.

# 'This referance group may electio convene a:sub-Ccommittee {o handle thess tasks.

As is shown in the diagram, the target state will also include formal provision for projects in the form a
Project/Service Portfolio Management applied as appropriate to the needs of the Insiitute. There may nead
tobe seme kind of formal projects group, potentially a Program Management Office {PR0) function, in
arder both to manage the portfolio of projects, and 2lso to.deliver each individual project, Wh'_erg ‘business

oy ko Fany o ise

Flgere B Draft Govarnsnoe Framewerk

Governance is at the core of command and ceritrol; it is how executive inlent is conveyad 1o managers and
" ultimataly the means by which risk i managed and compliancs is ensured.

A fundamental principle of gevernance is the separation of governance and management fungtions and
processes. The diagram below calis highlights this principle,

.40
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(", 1
Governanca of
T Services

Severnenes ensures Het shikeholder needs, sondfions end options are evaluaier
to delermine bafenest], spreedion eniprpries ohjecfves o be achipverf; setling
tirgetion Suough grmr;ismmr‘ andd sheoivion making snd moniorig performants
and complianss agsingt egrosd-on divection and oldectives,

:L_'Management of ICT Services

Jo

Sowve, DOBH.§

Figure 3 Soireraante ve %ﬁﬁé@maﬁf-b&%&d’ 2 CobiTs g

We recommend the application of the CobiT 5" model to ICTgovernance a8 se%. oulin the disgram below,
Owir later Gap Anglysis secfion Is based Upon thess. ooncmpts The purpnse of COBIT is {o provide
ranagement and business process ownars with an infarmatioh technology (IT) governance modei that
helps in defivering value from IT and understanding and managing the risks assodiated with IT. CobiT helps
bridge the gaps amongst business reguirements, ‘conirol heeds and technical issues. !f is 2 control model o
mest the neads of [T governance and-ensure e infegrity of information and information systems.

Buginess Strategy

7 : e
Governance of - »]
| ICT Services
Managemerﬁ Fendhack
L 4 )
i b
Lﬁ&aﬁagem&n& f ICT Services

Flsrg de Sovvernencs soed Fosagamen? Kpy Arees besed o Dol B

4 Control Objectives for fnformation and Related Technology {CebiT} vb. {(htto/fwww.lsacs. org/nowiedoe-
Center/cobitfPages/FAQ.as0x )

Eirays e SRS Do
SR TEFR £ Barades
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Figure 5, below suggests a possible govemancs and management framework for SWSI. The model wil
need 1o be refined and developed in consuitation with the SWSI executive in due course,

SWSi - Governance and Management of ICT Services

| Director and

| Associate Director

’ Sponsorshig :

'  Governance
Function .

L
. Steering

' Group :
e Managemené.:%
- Fumctien

. BCT Serviess

CFurncions

ICT Services -
- Service Delivery

Figure § - Buteniiet 3WS! Governanes Struchirs Baved o CollT §

Eratogy Algnment

Curing Enosys’ investigation it was found that good business to ICT afignment af the highest levels of
dadision making particularly for the larger spending decisions cccurred. At board and executive level,
processes are nplace ang working. Howewer, the alignment bebween 1CT spending and business sirategy
atiower levels of the organisation and for smaller spending decisions appears fo:become more.and mors
teruous as the distance betwean the decision maker and Board increases.

Thereis a need for a simple technigus by which tactical decisions can be checked and validated against
SWSi's business cbjectivet and strategy, Our recormmendation is io use the ‘Objective/Sirategy/Tactics’ or
OST approach to validafing tactical decisions. This process is so simple that we hesitate to call it 2 ‘model,
it is more ke a mnemonic, and if works ke fhis: for flustrative purposes we assume the following
statermnents represent SWSPs Business objectives and Strategy,

Objective — SWSI will thrive and grow in the new world of Smart and Skifled.
Strategy — SWSI will achieve this goal by betoming increasingly agile and responsive fo'the market,

Tactic — In order to furthar these goals in, say, the cafeteria area, we will proactively seek.the views of nur

Fage 21 of §F
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customers as to the product and services we deliver and we will improve our menu in 2 mannar which is
responsive and respectful fo our customners’ needs,

This simple approach helps o align tactical dacisions back 1o the main goals of the organisation and
raveals if adscision is off rack.

The International Standards Organisation (ISC) recently adopied the previous Australian Risk Management
standard 28180 31000, This standard can be applled as rigorously or as lightly 2s necessary.

The three sections bslow set out the main points of the standard in a sst of prrnmples for & risk framework
and a risk management process. We will addresseach of these in tumn.

Risk ianagement Principies

THe £50.31000 standard defines the following sleven {11} pnn::{ples wh:ch inform and determme how ICT
Rigk Management may be applied at SWSI,

These principlesare:

Create and protect valus

Based ypon the best available information

Forms an integral part of the organisation’s processes
is tailored o the organisation’s needs

s an intrinsic part of decision making

Takes human and cuttural factors it account
Explicilly addresses Uncertainty

ts transparent and inclusive

ts Systemaiic, structured-and timely

10. Is dynamic, iterative and responsive to change

11. Facilitates confinugl improvemsnt of the orpanisation

W N m g 2D

All the principies set out above are imporiant, however in terms of the desired state the focus should be on:

% Ensuring the framework and processform an integral part of SWS's processes;
= Talioring the fremework and process 1o the specifics of SWSE, and.
« Ensuringthat risk management is an intrinsic parl of dedision making at all levels,

Having said that, 8l the other principles should be adhered to and will be reviewed in dug course.

Our recommendations wilk-focus on building Risk Management compliant with the 150 21000 standard intc
SWSF's prosess for 10T, We do nat recomrmend seeking formal IS0 341000 certification at this point.

Figh Mznag ‘Sm@m Frarmawark

The IS031000 risk management frarework dafines the following key steps:

1. Obtain & mandate and commitment from the orgarilsatlon to drive fdsk management inicthe
specifiet area.
a. Forthe target state we will seek a formal mandate to implement the ICT Steering Group
and the ICT Architecture commities mentioned slsewhare In this document,
b, We will recommend the formal review and management of ICT risks between these two
tavers of decision maling, giways gilowing for specific issues 1o be raised io the Capital
Finance Strategy Refarence Group or even the SWSi board if required.
2. Design the fremework for managing ek in line with the principl es but taking into account the
spacifics of SWSi's organisztion and risk profile.
3. implementing the risk-management’ framework will require:

~VoliiEs

43



NSW ICAC EXHIBIT
E14/1727/058/0002

HSW TARE BWEL- 15T Bervives Ruview — CONPIRRTIAL S enomys

Estabiishment of the appropriate bodies {(see 1.a ahove)

Warkshopping the Risk Framework

-Obiaining signoff for the risk framework

Training staff in the application of the risk framework

4. Monatcnng and review of the risk framework

a. Wewill recommend formal guartérly review of the ICT Steering Group's risk work by the

Capital Finance Strategy Reference Group, and monthly of the 1CT Architecture commitieg
by the ICT Sieeting group.

5. Onanannua basts we will recommend a confinual improvement review of risk management.

S

‘We recommend that the principles set ouf above be embodied in the governance framework, Each
component of the Famework needs to be workshopped and documerited prior fo implementafion.
Implementing the framewerk and processes is where the rubber hits the road. This ic g detdiied
organisational effort to build the comrect structuré and processes directly into the normal everyday
functioning of the organisation.

At the same fimg as the:disk management framework'is defined and implement

the _assiéci'atted risk
managemsnt processmust alse be defined and implemented, T

The framework défines the struciural-elements required to manage rzsk whereas the process defines how
that sirusture will be put towork. The risk process itsalf is descnbed belcw

1. Esiablish the risk context, is an annual activity whrch'mciudes defmmg and understandmg SWSi's
risk appetite and how decision rights will bedslegated fromthe: Board_down through the
organisational structures set out in the framework: Establishing ths context also includes. compiling
a high leve! categoiisation of the types-ofrisk and areas of unceriainty impadiing the TAFE.

2. The nextstep in the process is to carry outthe risk assessment itself. This is an Herative process
which ocours more often that estabisshmg the context, typically monthly at the ICT Architecturs
Commitizs ievel.

3. Within the risk assessment there arg three subwﬁteps

« . Riskidentification in which potential risks.are surfaced and documented. This process cen
often throw up a number of minor fisks that do notwarrant formai management. These
minor risks will be discarded through the application of the process.

« Risk analysisis whers each risk i5 assessed In terms of ifs likelihood, potential impadf and,
whare relevant {e.g. in potential social media rigks), iis likely speed of development, [Nole.
Sacial media risks are notorious for arising suddenily and unexpeciedty, growing
exponentially quickly. and spreading very widely, leading © disproportionate reputational
and other risks.]

« -Risk evalugtion is where risks analysis rooves into the formal. determination of 2 treatment
regime. Winor risks identified 2s such at this point will be noted but removed from the
actively managed risk register. During evaluation the risk is given a formal position infhe
risk maimx.

s Thenaxtstepisioformally apply the appropriate reatment such as - Avoidance,

© Insurance, Mitigation and Confingency sfc.

= A confinuing monitoring funciion is carried out attisk meeting an, say, 8 quarteriy basis to
ansurs thaithe process s running well and s delivering the reduced risk and management
of unceriainty the SWSI requires,

= In addition to the monitoring function there is & constant process of communication and
consuliaion with the business and with the ICT Steering Group as required.

We recommend the implementation of an appropriate rsk process such as that set out ahove fo work in fine
with the principles and framework already discussed.

This is a summery of the basic risk management principle, framawork and process.

We recammend that risk management congistent with IS0 31000, bs implemented across the 10T funciion.
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it will need fo be refined asnd mads directly applicable io the specifics of SWSI, There is a significant

organisational changs managément aspedt to this sffort— it is nof just @ technical exercise for risk
professionais.

It the target siate SWSi wili have a defined service catalogue and for each service, a defined service
description,

The catalogue will be sirtctured inio general categaries such as:

+ Business Services

« Personal computing Services
e Central IT Services

» Communications Services, and
s Professional Services

Business Services

s Drmail

e« Office:automation applications
s WEB Services

s SAF Services

s Finance Appiications

¢« HR Applications

e Business Processes

In‘this way an opverall catalogue of services will be compiled which can form the basis of corwarsations
within 1CT, and between ICT and the business and external vendors,

This Is essentially-a business document not 2 technical document. The business ofien sees the catalogue
as menu of choices,

We recommend the development and implementaiion of & Service Catalogue

Servive Definiion
Underlying sach component service there-will be a detaited servics description known as & service
gefinition.

The Service definition is more techriical and detaiied than the catalogue but is stll a very useful business
document. Often ihare will be & business section and 3 fechnical section to aliow forthe spedific
requirements of both communities,

The service definitien will address questions such as:

Quastion 1: What s |, and how.do ] get #7 (Sanvice Descripiion)
Service summary

= Features & Funclions
« Senice Reguest Process
¢ Avallability, Metrics & Statistics

A5
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Question 2: How do | gef help? How do 1 use the service? (Help and Self-Service)

« Getting Help
e 3elf-Bervice Support

Question 3: What Does I Cost? (Service Cost and Pricing)

= Actual costyof sarvices identified by Business Services

Quastion 4: How does IT5 support this service? (Service Support)

e Eligibility for service

« Ciients and services gffacted by changes to this service
« Escalation process

« Documentation and Training for Suppon

Quostion 5 How-doss {TC provide this service? (Service Defivary)

Technical Speciications

Technical Service Delivery Documentation
Semvice Level Agreement:(SLA)

Operating Lavel Agreement{0LA)
Production Support/ Operational Processes
Capacity Managemeni

s % & & € &

We recommend the development and implementation of detailed service definitions for the top ten ar so
SWSHICT Services. . :

=

Appiving the benefits management model will require sorme raining for both ICT and business siaff, This s

not necessarily an enamus pmcass 1o apply however it does require the active participation of the business
and ICT,

Set out below are the basic steps 'Qsad in benefits management

The procass is cyclic, choosing a starting point is therefore somewhat arbitrary. For the purposes of this
drscussuan we - will start with the step of identiiving and structuring benefits,

1. identifying and structuring benefits. This begins the formal process of understandmg whatthe
potential benefiis of the project are, and in aligning those benefits with the strategy of the
organisation. There is:a detailed formal process by which the analysis is done and the linkage
hatween the specified change, the expected benefits, and the strategy of the business’is
documented and formalised. Benefits which do notlink to strategic reguirements are noted but do
notform part of the justification or ongelng monitoring for the purposes of benefits management.
Non-strategic benefits. may be mionitored and measuréd for other purpidses.

2. The next step Is planning the rsalisation of the. identified sirategic benefits. How these benefits be
resfised? Spacifically what must happen o ensure thet these benefits flow?

3. Execute the benefits plan. This is a process of putling in placs ihe measurement and monitoring
featuras needad fo manags the specified benefits. This is different from implementing the projaect,
which ts obviously esseritial but which is an enabiler of benefils management since it is the project
that delivers the protuct or senvice from which SWSH will derive bensfi,

4. Reviewing the benefits management process and evaluating results has two parts to it Frstis the
process.of improving benefits management, and second is the process of seeking Improvements o

Fags 2of 54
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the existing benefits, i &. driving 2 greater retum from the project.
5. Finally, a review of new benefits and evaluation of the potential for deriving further benefits from the
project.

We recorimend the implementation of a formal bensfits menagement protess as part of every new project
ovar a threshold value. The threshold value, as'well as the application of benefits management fo SWS,
will have fo be workshopped. In addifion there will be a requirement for staff training and for leadership in
e use of the technigue fo begi with.

Value reaiisation is the 'fip side’ of benefits management. Whereas benefits managementis focussed at
the ouiset of the project, value realisation starts once.the project is-defivered. Similar to that of banefits
management. valug realisation is also planned upfront prior t6 project kick-off. Itis caften pnsitlonad as part
of the Organisational Change Management {OCM) of the business chaage and ccrnsequent 1T project.

“This is because value realisation reguires adoption and productwe usé af the busmess change For
example in order fo realise value from & new social media platform, peopie would have to-use it. OCM is
oiten the approach taken fo ensurs-that pedple understand the change, are ot resistant o it, are willing o
parficipate inthe éhange and therefors, that valus is feahsad from it

We recommend a woerkshop on value redlisation foﬁowad bythe. :mpiementatron of value realisstion as a
practice within SWSL

5 il o = i, s o s e, T
T Bervipgs Fu @»»&&ﬁ: Geherantensis

SWSHICT Services as a Service Provider

SWSi should bacome & true Service provider. Execute on the Management Function

One of the key Target State objestives of this report is for SWSi to best position itseff fo be able to
elastically respond fo changas in stugent enroiments and revenues and to be abls to better manage thelr
ICT costs in the face of a changing, more competifive .envirorment under Smart and Skilled.

Up untll now, SWSH's funding orrevenus model as well as its [CT cost profile has been largsly inear, with
margingl increases year-on-yvaario allow for growth and increase costs in delivermg education.

Under Smart and Skdlled, ICT Services will need to be able-to cater for 2 more voiatile enrolment (and
therefore revenue) profile by being able to scale-up and scale back the delivery of [T Services (and
therefore costs). This is fllustrated below in Figure 6~ Targef vs Current State Frofile of iT Costs.

Enosys ant SEE Conitientisl

HEIETARE LT Servives Review FIEAL
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St and Skilled ; 4
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e IO Costs sonthy

Student Enrolments/Revenues,
IT Costs

Current-Sinte profile S 4
St Cogly o e

Time

Fiowre § — Target ve Currpnt St Srofile of 7 Costs

Currently, a farge propartion of ICT costs are classed as fixed costs with an overhead chargsd-back to the
Faculties.and various SWSI business units. SWSi will nesd fo review all fixed costs and reclassiy them as
variable where possibie. ‘This will provide faculties and business units fo have a better understanding of
what ICT costs are currently charged back to them as fixed overheads.

Additionally, ence key 10T services {such a5 Moodls, SharePoint, deskiop and vther basic 1T senices)
have been documantad ard signed-ofi as-defined, costed service catalogue items, SWSI business units will
consequently be in & better position to reassess the consumption of these services against their
requirements and be abie to scale-up and scale-back their consumption of these services in the face of
their changing demands under Smarf and Skiffed,

ICT Services should focus its lirnited resources on these T services that deliver educational outcomes and
assistithe SWSi business compete in the market for higher education services.

Curreritly ICT Services is suffering undsr the strain of internal delivery of many of the sarvices ¥ provides 1o
the SWSibusiness. This includes ihe defivery of non-core services that do not differentiate SWSI from its
competitors or of commaditised 1T services that could be more efficiently dalivered by third-party service
providers.

¥oT Services should propose ko the [T Sfsering group 5 list of services that is considered core or strategic
o the SWSi business and will differentidgte it from its competitors, Forthese services, the [T Staeering Group
neads fo develop a strategic pian within its IT Strategy, For all other zervices, ICT Services should
consider a range of options for the miost efficient delivery of those services in-keeping with & proposed
framework around bensfits management and valus realisation.

48
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Considerstion of Alternative Bethods of Service Delbvary

This may include internal delivery, defivery from specialist third party service providers, or a combination of
both, Atthe moment ICT Services s being reactive in its delivery of IT services and.an important factor
contributing fo this is the complete refiance on internal delivery for all IT services irrespective of its strategic
value i the business

It must be noted that there will likely be resistance from some SWSi users where provision of commodity IT
services is transferred to more efficient third-party service providers. This is entirely understandable whers
users have.been used 1o & certain status quofor 2 long period of time, The IT Steering Group needs 1o
ensure that it focus remains on fts IT Strategy and suppetiing the SWSi business under the fransition to
Smart and Skified.

importantly, if a service is delivered via g fhird-party, ICT Services is still respmnstble for the: prws:on of
that service to the T Steering Group. In many instances whisre third-parfy services are procived, they will
be & component or subset of other tumkey services. In this environ ent, ICT Services shifts from its
cuirent operafionai-evel focus of comporents, inputs and the day- o-day aciiviies associated with “keaping
the lights on” fo one where it proposes, defines, constricts, ménages and anhances 1T services in-line with
the direction set by the IT Steering Group. Thisis nliustraied beiow

The transtformation of ICT Services from its current Operafional focus fo:a Service focus shall have seversl
key elameanis:

» Transfarmation to a Service Focus is 2 strategic inftiative at the SWSi'business level —~not a
tactical inttiative within ICT Service alone.

+ Migration to a Service Focus is a journey ~not & “big bang’.

o This journey invoives people, process, and %chnoiogy underpinned by & governance
framawark.

= The Journey chall addresses axisting pain pointe and.areas for longetr {erm transformation
= Embraces heterogeneity - isveraging existing *investmerits® rather than “rip and replace”.

« Shal anuire_ a collaborative approach with business users, stakeholder groups such as TAFE
NSW and delivery partners such as DEC-ITD.

Tibamiial Page 28 of 57
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~Operational Focus - . Service Focus

Figare ¥ - Journey oy op Qperstiongf Focus Yo & Servine Foous

Wiiilst this is achizvabis, it will require & considerabls level of fransition and change from the current state
and Is-addressed i & nunber of the proposed Recommendations and Priovitised Migration Plan.

Formatise Inferngt ang Bxternm Bslationshins

There is 2 need o formalise the telgtionships the nstituts wishes o maintaininternally and between itseff
and exiemal bodies, whetherwith TAFE NBW, ITD, vendors or commarcial patiners. The axpliclt definiion
and management of relgtionships will be of increasing importance /.commercial value in the years ahead.

The Management of Relafionships relates also fo the suppert funciion, dealing between faculty and ICT,
and déali_'ng hetween application developers and infrastructure managers. There is a culturs! and change
managament isste implicitin the current ad hos amangements and use of personal relationships to
circumvernt the 10T support process or simply to make #woc Formal responsibliity matices and
processes need to be developed or reiterated. In addition there s & conversafion to be had with [TD
regarding support now and the evolution of services in the future and the provision of servicesin &
competitiva, agile and responsive world — less thah a vear away.

Erowve and BWE
SRS TARE ST
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44 CGap Anzivsis of SWELICT Governance Capab

.i!‘.

ity

The gap analysis outlined below will focus in greatest detail on ICT govermance and the alignment of ICT
sfrategy to business strategy. We underiake a Gap Analysls for each of the underlying ICT Governance
stib-provess ufilising the CobiT Capability Model,

Afthe end of #ifs secfion a summary heal map presenting Enosys’ analysis of e capabméy of the areas we
‘have discussed is presented.

SV Governanse and Blrateny ﬁéigmﬁmﬁ

in this section we examine gaps in SWST's process capability- across various dcmams, For the purposes of
this report we will not cover off all areas in detail but focus instead on the areas we s&e as being most
important to SWS! atthis juncture. Later in fhis section we review s;zemﬁc technical ga;::s, for example in
network or other infrastructure.

We have applied the CobiT 5 govemance and strategy model as-oug‘frameﬁoﬂc in @ general sense aoross
this documents, We use CobiT because it is an established {currently V5) and comprehensive modsl arnd
framework widely used throughout the industry, This means that itis "%aiia_ble ant undersioed, training
courses are easily available fo staff and mearket resources will be availabie for hire in future.

Saction Urganisation
The discussion in fhis section is organised higrarchizally, starting with:

1. The key busihess pain points and husmess nesds thatws have
identifiad.

Mapping pain points and needs to the TobiT 5 Enterprise Goals.
Aligning the CobiT 51T Gosls to the selected Enterprise Goals.
Then mappihg the relevant IT poals to specific CobiT § T Process.
And finally evaluating those processes using the CobiT § Capahility
Model.

3

b W

in thisway SWSE"S_ is able it align the specific IT remediation tasks Enceys
recommends directly backiq’ithe T processes fhay relates to, the [T goals that we
wish to achieve, and the Enterprise Goals and pain points that drove our selection In
the first place.

This makes our results ransparent and open o validation.

@

Throughout our meatings, workshaps.and focus sessions that were carrisd out during this angagement
Enosys has ldentified a number of business needs and pain points, this next ssclion warks fo express the
business needs and pain points we have identiied as quesiions in need of an answer. The fems are
prioriised as follows:

1. How does SWSi improve business agility in respense to Smart and Skifled through 2 more flesdbie
IT environment?

o B of 8




NSW ICAC EXHIBIT

HSW TAFE B8 ~ 10T Servives Raview - OURFETET AL

2.

8,

10,
1.
12,
13.

14,

‘How should SWSi manage the performance of IT?

Do T projects fail to deliver what they promised —and if so, why?
a. Is IT standing In the way of exscuting the business strategy?
b. s the 8WSi business providing adequste direction to ICT
Services?
How critical is [T 1o sustaining the enterprise? What doss SWSIdo i it's not

availabla?

What concrate vital pnmary business processes are ¢ependent upon [T7-

How much of the [T effort goes te ‘Tighting fires' rather than enabling
‘business improvemenis?

Are sufficient [T resources and infrastructure ava:iabie fo mest the required
-enierprise strategic objectives?

‘How'does SWSI getvalue from the use of IT? Are end users safisfied with

the quality of the T senvice?

How-doeas SWEI bestbulld and structure the IT depariment?
Does SWSi address ali [T related risks?

Does SWSi run.an efficient-and resilient’IT operation? _
How can SWSI contro! the cost of IT? How:can FT resources be used inthe

£14/1727/058/0002
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mast efficient and effective manner? What are the mostefficient and effective sourcing options?
Dees SWSI have snough people for 117 Haw should. peopie’s skills be da\reioped and maintained,

and how should their performance be managed'?

How dependent Ts SWSi on extemal providers? How well are. outsourcmg agreements being
managed? How does SWSi maintain assurance and governance over extemal providers?

4.3 SWS Enterprise Gogls

We have mapped these neads and pain points across the seventeen CobiT &
standardised Entemprise-Goals. The enierpﬁse goals are presented in what we
-bslieve is the appropriate priority order below. e envisags that thy tep Hve
arterpriss goals wilt be the fovue of effort in the short fo medium fetrm &
resufving ipsues i Hoss areas will priehté he fulfliment of othar &ﬁf&“@%&
goais i e course. The remeaining enterprise goals will need fo be addressed in
due course pecording fo their priority going forward.

Enterprise Goals:
£ Aglie responses tohanging business envirorsent
2, Business service avellabillly snd condnuiby

gud

S eNe s

o N e |

-t b
Ly b3

Siied and motivated people

Oetrnisation ol servics delivery costs

Opmrational dnd stafl producivity

Preduct and business innovation culiure

Customer orlented culiure

The nead for a porffolic of competitive products and services
Optimisation of business process costs

. Managed Business change programmes

. Achieving stakeholder value for business investments
. Optimisation of businhess process functionality

. Managed busingss risivand safeguarding of assals
14,
. Compliance with internal policies

Information based strategic dacision making

e

5y
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18. Compitance with external faws and reguiations
17. Financial Transparency

These five top enterprise goals map back to a balanced score card approaches follows:

Customer Dimansion
= Agile responses to business change
s Business service continuity and availability
« Opfimisation of service dedivery costs
drsgermstd Dimension
« Operationai-and staff productivity
s Leamingand Growth Bimension

Finarinist Dimension

« Thefinancial dimensionds nota focus at this time

Learning & Growth Dimenston

= Skilled-and metivated psopie

m

B B s o i e i = E e,
&4 Bepping Erteroriss Goals o 17 Seels

inthe section below we will map our Selected Enterprise ‘Goals téihe relevant IT
goals. This will enable us then to idenfify the specific IT processes that impact the
iT goal, and thus to evaluate [T's capabiliy fo meet the pracies [T goals which most
impact the enterprise goals. B

TWe apply CobiT 5 coding to uniguely:identify each slement and aliow traceahility
back io the- CobiT & model]

In-the paragraphs thai follow we have used {P)-and: (8} fo identify Primary and
Secondary goals. Primary goals must be attended fo.as 2 malier of priority, but
secondary goals can beviewed as a lower priority in the short term,

The mapping of Enferprise Goals to [T Goals is a step fowards ideniifying specific
business processes fhat drive success or fajlure of the overall Business Strategy
and provides vaiidation and Traceability at each step back to the pain points and
needs of the enterprise,

B0 - Aglle responses o busihess shangs
This enterprise goal maps 1o the foliewing primary CobiT & 1T Goals:

« [TE01 — Alignment of IT-and Business Strategy ~ Primary Goal {(P)

s [TGOG - Commitment of execulive management to making [T related decisions ~ Secondary Gosl
(8

e TGE04 - Managed [T-related business risk (S}

® [TGES — Realised benefits form IT-anabled invesimeants and services portfolic {(5)

e 1TG07 — Delivery of IT Services in linewith business requirements {P)

e [TGOE [T Agility ()

Enggey sy BWEI Cor
BHEI TAFE OT Serv
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TE11 —Optimisationy of IT assets, resources and capabilities (8)

ITG12 ~Enablement and support of business processes by integrating applications and technology
into business processes {S)

IT318 — Competent arxd motivated business-and [T personnel {S)

ITG17 — Kriowledge, expertise and initiatives-for business innovation (P}

EGO7 - Buginess service conflnuity and aveilebility

This enterprise-goal maps o the following CebiT & IT Goals:

ES 40 - Optimisefion of service deliverycosts

This enterprise goal maps fo the following CobiT 5 [T Goals;

®

e &

TGO —Alignment of 1T and Business Strategy ~ Primary Goal (8)
ITG04 — Managed Mrelated business risk (P}

ITG07 —Delivery of IT Services in-line with business requirements {3)
ITGEDE — Adequats use of applieations, information and technology soll :
ITG18 — Security of information, processing Infrastructure and applications {P)
ITG14 - Avaliability of reliable and useful informatien for decision-making (P}

ITGO1 ~ Alignment of IT and Business Strategy -
ITGO4 — Managed IT-related business risk. {P} :
ITGUS - Realised benefits form [T-enabled mvesfments and services portfolio (S}

ITG08 ~ Transparency of IT costs, benefits: and sk (P)

[TGOB ~ Adequate use of apphcraitc ﬂformailon and technology sclutions (8}

ITG11 ~ Optimisation of IT assels, resources and capabifities {F)

ITG12 - Enablement and support of business: pracesses by integrafing applications and technology
o business processes: 13) i

TTG13 — Dalivery of prsgrammes deiwanng b&nef ts, ontime, on budcet andd meeting requirements
and quaiﬁy standards (S) v '

mary .é-bai {- 5}

EG 14 - Opersflonal and siafl productivity

This enferpriss g{}ai maps io the following CobiT & IT Goals:

TGOS — Realised benefits form [T-enabled investments and services portfolic {S)
ITGO8 ~ Adequate use of applications, information and technoicgy solutions (P}

Feoe -7 Agiii‘zy':{s}
11618 — Competent and motivated business and 1T parsonnel ()

ITGAT ~ Knowisdge, expertise and inftiatives for business innovation (3)

Bt - Bhilled and motiveiad peopls

This enterprise goal maps 1 the following CobiT 5 iT Goals:

&

&

B

k-

~Volume 8 -

FY 301 ~ Alignment of IT and Businass Strategy ~ Primary Goal (S)

[TGOS ~ Commitment of executive management to making IT related decisions (S}
[T&04 — Managed |T-related business rsk {B)

iTGO7 — Dalivery of [T Services in ling with business requirements (8)

iTGOE - Adequate Use of applications, information and technology solutions (S)
ITGO8 ~ IT Agility (8)

ITG16 — Competent and motivated business and 1T personne! {)
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o ITG17 - Knowledge, expertise and initiatives for business innovation (S)

Having identified the IT related goals relevari to achieving overall enterprise goals, we can now map the
individuatl [T processes-to those IT geals, and assess the capabliity of IT to deliver those processes and
thus highlight any shorifalls or gaps in capability.

£.5 Wapping IT Goels to i7 Processes

In the foliowing section we will map the selected Primary [T goals to the specific
govemance, management and monitoring processes that enable them. Fron that
we can then assess [T's capabiity across the relevant process and suggest
improvemnents.and training. At #iils point wewill not address secondary 11 goals.

The:section below shows which governance, management and monitoring
processes pertzin to which |T goals. ’

TG0 - Alignment of IT and Birsiness Sirategy — Primary Goat (7,

Giovernance Progesses:

+« EDMO1 — Ensure Govemance Framework Sattmg and: Ma:ntenance
« EDMO2 - Ensure Banefits Delivery

Mansgement Processes:

e APQC1 - Manage the IT Framewnm

= APQDZ - Manage iT Strategy. -

s APDO3 -Manage Enterprise. Archatecture

e APODS - Manage the Services Portfolio

s APOOT7 - Manage Human Resources

e APOOB - Manage Reiationships * _

e BAIO1 - Manage Programmes and Projects
s BAI0Z - Manage Reguirements Definition

PTG - Wanaged IT-relad ad business risk ()
Governance Processes:
& EDMOS - Ensure Risk Opiimisafion
Management Processes:

«  APDOT0 ~Manage Suppliers

+  APD12 —-Klanage Risk

e« APQI3 ~Manage Security

o BA —Manage Programmes anid Projects

s BAIGS —WManage Changes

e DS801 —Manage Operalions

s DSS802 ~Manage Service Requasts and Incidenis
e [D83803 -~ Manage Problems

e« DEE04 — Manags Continuity

»  DSS05 ~ Manage Sacurity Services

« DSB06 ~ Manags Business Process Controls

Ereoeyn v A aedind
B TAFE DT 8
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Moniforing Processes:

¢ MEADT ~ Monitor Evaluate and Assess Performance and Conformance
s MEADZ — Monitor Evaluate and Assess the system of internal control
s WMEADI — Mohiter Evaluate and Assess Compliance with External Requiremants

ITG08 - Transparency of [T costs, benefits and risk (P}
Governance Processes: '
e EDMO2 - Ensure Banefits Daslivery

« EDMO3 - Ensure Risk Optimisation

« EDMDS5 ~ Ensure Staksholder Transparency
Management Processes:

« APDO0B - Manage Budget and Costs

= APO12 —Manage Risk

*  APOT3 ~ Manage Security
» BAIOY — Manage Assets

ITHET — Dallvery of IT Services in line with business requiremants{F
‘Governance Processes.

s+ EDMO1 ~ Ensure Governanoe Framework Satling and Maintenance
« EDMOZ - Ensure Bensfits Delivery
+ EDMO5~ Ensure Stakehoider Transparency

Management Processes!

s APODZ - Manage 1T Sirategy

s APOOS - Manage Relafionships: -

¢ APOUS — Manage Service ﬁ.greements

o APD10 -Manage Suppisers :

e APO11~Manage Quality

o BAIDZ- ~Manage Requirements Definition-

= BAIDS - Manage Soluhons Identification and Build
« BAlD4 - Manage Aval letbility and Capacity

s BAIDS—~ Manage_Chan_ges

s D8S01 — Manage Operations

¢ DSS02 - Manage Setvice Requesis and incidents
« DSS03~Manage Problems

« DRS04 —Mariage Contimiity

 [ISS06 —Nanage Business Process Contidls

Monitoring Processes:

= MEADT = Moniior Evaluale and Assess Performance and Conformance

FFEREE — Adeguate vee of spplications, informetion antd tachnology solutions 1P
Management Processss:

s APQO4 - Manage Innovation
#  BAIOS - Manage Crganisational Change Enablement

Encsys ant BWEE Sonfidentsl . Fane 365 0P80
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= BAIDT -Manage Change Acceptance and Transitioning

ITG0E - 1T Agiitty 3;%’“5}
Governance Processas!
e EDMO4 -~ Ensure Resaurce Optimisation
Management Processes:

« APODT - Manage the IT Framework

« APO03 - Manage Enterprise Architeciurs
e APQOO4 - Manags Innovation

e APQO10 — Manage Suppliers

= BAIOS — Marage Knowledge

ITGAD - Security of inforination, processing infrasimiciure and a@ﬁ%‘émﬁ%m@{&-

Governance Processes:

& EDRO3 — Ensure Risk Optimisation
Menagement Processes:

s APD42 - Manage Risk
APO13— Manage Security

e BAIOS — Manage Changes _
DS5S05 ~ Manage Security Services

TGt - Optimisation of IT assels, resobiroes and capabilities (%

84

Governance Processes:
e EDMD3 - Eﬂsufe Resource Opﬁmis}aéion
Manage‘mant"ii’roésees:

e APD81T - Manags the IT Framework
= APOUS - Manags Enterprise Archifecture
+  APDD4 - Managé Innovation
‘s APOUY - Manage Human Resources
= BAIO4 - Mianage Availability and Capacity
+ . BAIOZ — Manage Assels

= BAID —Manags Configuration
= D850 — Manage Operations
s DS8SI3 — Manage Problams

Monitoring Processas:

»  MEADT — Moniior Evalugte and Assess Performance and Conformange

T4 - Avatfabifity of rellalie and usefu! information Yor decislon-meking (#)

&= T

Management Processes:

= APDOS — Manage Service Agreemants
s APO13 ~ Manage Securily

st SEEE Confidantial
# HiT Berviess Roviee TIAL
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« BAIG4 - Manage Availability and Capacity
» BAINO - Manage Configuration

o DS303 -~ Manage Problems’

¢ DSS04 - Manage Continuity

ITETE - Competent and motivated business and [T personne! {(F}
Governance Processes:
s EDMO3 — Ensure Resource Cptintisafion -
Managentent Processes:

¢ APOO1 - Manage the [T Framework
»  APOO? - Manage Human Resources

ITG7 - Knowledge, expertise and fitiatives for business noyation (P} 0
Governance Processes: -
« EDMO2 - Ensure Benefits Dalivery

Management Processes:

e APD01 - Manags the [T Framework
«  APOQZ - Manage [T Strategy
o APGU4 - Manage innovation
APCOT - Manage Human Resources
+ APOOS- Manage Relationships
e BAIDS - Manage Organisational Change Enablement
« BAIDS - Manage Knowledgs

Balow is the consolidated list of Business Processes identified by the CobiT 5
process {o this paint.

Governance Processes

¢ EDMOT ~ Ensure Governance Framework Setling and Maintenance
« EDMD2 - Ensure Benefits Delivery

¢« EDMO3 - Ensure Risk Optimisation

« EDMU4 - Ensurs Resource Oplimisation

o EDMOS - Ensure Siakeholder Transparency

Management Processes

e APDD1 - Manage the [T Framework

s APQOOZ - Manage [T Strategy

= APOD3 - Manzgs Enterprise Architecture
« APOO4 - Manage innovation

« APOOS - Manage the Services Porifolic

Enngys uns B
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e APOD6 - hManage Budget and Costs

APOD? - Manage Human Resources

APODS - Manage Relationships

APO0S - Manags Service Agreements

APC10 —Manage Suppliers

APO ~ Manage Guality

APO12 — Manage Risk

APO13 — Manage Security

BAIDT -~ Manage Programmes and Projects

BAI02 - Manage Reguiremenis Definition

BAI03 - Manage Solutions Identification and Build

s BAIO4 - Manage Availabiiity and Capacily

o BAI0S - Manage Organisational Change Enablement
BAIDE — Mariage Changss

BAIG7 - Manage Change Acceptance and Transitioning
BAIDE —Manage Knowledge

BAIDD — Manage Assels

BAI10 ~ Manage Configuration

DESET —~Manage Operations
DE562 -Wanage Senvice Requests and inc;den‘zs
D3503 —Menage Problems

08804 ~ Manage Confinuity

« D3S505 -~ Manage Securlty Setvices

s DS506 ~ Manage Business Process Controls

& 3 & B 0B 8 & &

L]

¢ 4 £ B B

Fonitoring Brocesses

¢ MEAQ1 ~NMonitor Evaiuate and Assess Performance and Conformance .
» MEADZ — Monitor Evaluate and Assess the systarmn of Internal control
»  MEAQS — Monitor Evaluate and. Assess Compliance with Extemal Reguirements

in principle, all of these procesass shou ¢ be assessad io understand the level of capability with which
SWSi delivers each progess.. However, given that this may be the first fime that 2 CobiT 5 based
assessment has been carried out.at SWSI, we recommend that the range of possible issues identified be
seen as a simple baseline from which further work can be launched, and that the immediate focus shouid
be.on.a pnuntxseci list of business processes.

We further rec:ommend thatin the short term we-focus on the management processes rather than the

corporate govemanes and monitoring processes as if is likely that the management area will return greatest
immediate vaiue.

We have ptiorifised the balow subset of CobiT business processes Tor capability review as inllows:
Assign, Plan and Organise

v APOOT - Manage the IT Framework

e APOLZ - Manage IT Strategy

s £POO3 - Manage Enterprise Architecture
e APODS - Manage the Services Portfolio
« APO1Z - Manage Risk

E Cenitandint Fage 2 of B8
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Bulid, Acquire ahd Implement
» BAI01 - Manage Programmes and Projects
« BAI4~ Manage Availability and Capacity

We have priotitised seven business processes. Of these, five are in the Assign, Plan and Organise phase,
where strategy and direction are set down, while the remaining two are in the Build, Acquire and implement
phase where IT systams sre eSteblished and rolled out. Inilially we have ré-priofifised the Deliver, Service
and Support phase whers ongoing operations are managed and user support delivered as imprévements in
this-area are somewhat predicated upen improvemsnis in earlier phases.

We see greater potential retum investeblishing basic direction and frameworks in preparation for further
work, while ensuring that IT project management and availability and capacity receive soms managsment
foous.

In this section we will assess each process against the' CobiT 5 Frocess Capability érﬁt;dei. The levels of
capability defined in this modsl are: ‘ b

EY B

G

The optimum level of capability required of a process is highly dependent upon the needs of the
organisation, for instance a business procass which is of no strategic value cannot justify the expenditure
nacessary fo develop it to the ‘Optimising’ level. Likewise a process upon which the whole success of the
enterprise dependis-must be developed 1o a high level of capability.

The purpose of this prbf:ess st pmmdé zconsistent management approach-io enable enterprise

governance direclions to:be set for management processes as a whole, organisational siructures, rolesand
responsibiliies, reliabie and repsatsble activiiies, and skills and compatencies.

Underlying sach process is anumber of key management practices by which the process operales.
Key Management Practices:

APOD1.01 Defing the Organisational Structure.

APDO1.02 Establish Boles and Responsibilifies,

APOU1.03 Maintain the Management System,

APOO1.04 Communicate Mansgement Objectives and Direction,

APOU.OE Optimise the placement of the 1T fumﬁoé.

APOB1.06 Define information (data} and systam cwnership,

APOU1.07 Manage the continual improvemeant of processes.

APGO1.08 Maintein compliance with policles angd procedures.
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We assess the capabillity of this process as Level 1 ~ Performed. The process exists but Is nof strongly
managed, planned, mdnitc;ed-ur adjusted. Once ‘the paramsters of the process are set they are not
addressed again unfil some pressing need arises to bring the pracess fo management attention.

We recommend that over the next vear SWSI develop the process at least 10 level 2 ‘Managed’ and that,
based upon current priorifies, SWSi should aim to develop the process to level 3 - ‘Established’ within twe
years,

-~ ‘o s 'y “y Y ~,
o 1 2z 13 4 5
Incomplete Baformed Managed | Established | Predictable | Opiimising

Priveess Fracasy Process | -Process Pmocosg Protess

e G
AECGE - B

AR

The purpose of this process is to align strategic T plans with business objectives. Clearly communicate the
chiectives and associated accountabilities so they are understood by all, with the IT strategic options
identified, structured and iniegrated with the businessplans,

Key Management Practices:

APOD2.01 Understand enterprise direction

APQU2.02 Assess the current anvéronment,~capab‘:ﬁtles__and paiformance.

We assess the capability of this process s Level 0 ~ ncomplete. Parts of the process exist but it is not
fully implemented, and thers is little evidence of any systematic IT strategy. IT projects are not atways
closety sligned to Business Strategy or needs «

We racammend that over the nesd year 'SWSid@éiGp ihe process at least o level 2 ‘Managed’ and that,
based upon curreni priorifies as undersiond now, SWSI should aim fo deveiop the process o level 3 —
‘Established’ within two years.

¢ " ' Y .
4 1 2 i 3 L 3
rcanpiste Perfomsd Managed Establishe Prodictabls Optimlsing
Proctss Procest Erowesy Process Process Process

The purpose of this process is o represent the different bullding blocks that make up the entarprise and to
identlfy thair inter-relationshins as well 2s the principles guiding their design and evolulion over tims,
enabling a standard, responsive and efficient delivery of opera‘:ional and strategic objeclives,

Key Management Practices:

APOG3.01 Develop the Enferprise Architecturs Vision

i

SWE T

Gk
"

oitial
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APDN3.02 Define the reference srchitecturs

We assess the capabiity of this process as Level § — Incomplete. Sdme architectural components exist
hut thereé. Is no unified Architectural Vision and there is no defined Reference Architeciure,

We recommend that over the nextyear SWSI develop the process at least o level 2 ‘Managed and that,
based upsn current pricrifies, SWSH should aim to deveiop the progess to level 3 - ‘Established’ within two
years:

2 v "y g h'd 3" !
o 1 [ 2 =3 4 5
Invomplete | Performed Maraged Estabfished 1 Predictable | Optimising
Process Process Pracess Prodess provess Prugess

sarvices in respanse o changmg enterprsse pnan’tles and demands

Kev Management Practices:

APODS:01 Establish the farget investment: mix

APODS.02 Determine the avaiiability and sources of funds.

APDQ5.03 Evaluate and select programmes and projects to fund

APO0S.04 Monitor, opfimise and 'ré.por’f of ‘investmept.portfoiio petformarnce
APO05.05 Malntain portiolios |

APCO5.08 Manags Bensfits Achlevement

We assess the ca;aa_%:iiiiﬁg}' of this provess as Level § ~ Incomplete. Some portiolio artefacts exist and sume
programme and project management processes exist, butthere is no portfolio committee, framework or
process.

We recommend that over the next Sfear SWSI develop the process gt lsast to leve! 2 'Managed and that,
based upon currant priorities as understood:now, SWSishould aim 1o deveiop the process to level 3 ~
‘Established’ within two years.

B 2 3 & 5
incomplete Hhanaged ‘Eotablished | Predicable Optimising
Process Frogess Procese Prcese Protees

Fagedf obER
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The purpose of this process Is fo integrate the management of IT-related enterprise sk with overall
Enterprise Risk Management {ERM), and balance the-casis and'benefits of managing (T-related enterprise
visk, :

Koy Manzgement Practices:

APO12.01 Collect Risk-tdafa

APC12.02 Anslyse Risk

APC12.03 Maintain a risk profile

APO12.04 Articulate risk

APD12.05 Define:a Risk Management action partiolio
APO12:06 Respond fo risk

We assess the capability of this process as Level 2 — Managed. The process is ;ilanngd,*inoni’mfem and
adjusied and its oulpuls are appropriately established, controlied and maintained.

That szid, the Risk Management process is highty cantralised and is péifc}_armed mainly by the business with
input-from IT. ftis important to distribute the Risk Management process throughout the organisation, acress
IT and all other business units so that centraiised Risk Management becomes enterprise Risk
Managament. e '

We recommend that overthe next year BWEI dev.eibp rhe:proées_s gt lsast'to jevel 3 'Established and that,
based upon current priorities as understood now, SWSi should dim 1o develap the process to level 4 —
‘Predictable’ within three years. e :

o 1 2 3 q 5

Incomplets ] - Perfommed WManaged | Established | Prediwsble i Optimising

Process . Process Process ‘Procoss Priveess Process

The purpose of this process is to realise business benefits and reduce the risk of unexpected deiavs, costs
ahd value eresion by improving communications to and involvement of businesses and end users, ensuring

the value and quality of project deliverables and maximising their contribufion fo the invesiment arnid
services portfolio.

Key Management Praciices:

BAIGT. .0 Maintain a stendard approach for programme and project management
BAIN1.02 Intizte a programme’

BAID1.02 Manage = stakehoider engagement

BAK.04 Davelop and maintain the programme plan

BAI01.08 Launch and executs the programme

Enngys and TG Cottidentst
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BA101.08 Monitor, control and report on the programme outcomes
BAID4.07 Start up and inliaie projects within a programme
BAIG1.08 Plan projects
BAI01.89 Manage programme and project quality
BAI01.10 Manage programme and project sk
BAI0T.11 Montior and control projects
BAI01.12 Manage project resources and work packages
BAID1.43:Close a project ar fteration
Al01,14 Close & programme
We assess the capability of thig process as Level 0 — Incompiete. Some pn smme and project
management concepts are in use and some interna! IT projects are initiated however the management,
methodology and execution of projects do notconstitute an achteved-process ascordm the metric that

CoblT 5 applies.

We recommend that over the next year SWSi developthe pmcass atleast to lovsl 2 Managed’ and that,

based upon current priordties, SWSI should aim to- deveiop the process fo vei 3~ 'Established’ within two
years. o

g v} 'y . w ”
L] P W Z 8 4 8
invompicts Parformet Maneged Extablistied | . Prediciable Optimising
Frotess Protuass Protess Process Provsas Frovess

The purpose of this process is to maniain service availability, efficient ménagemen‘a of resouress, and
opfimisation of gystem perfnnname through pradiciion of future performance and capacity requirements.

Key Management Practices:

BAI104 01 Assess.currant avaiiability, performance and capacity and create & bassling.
BAJD4.02 Assess business impact

BAIG4.03 Plan for fiew or changed senvice requirements

BAIGA.04 Nonitor and review avaliability end capacity

BAINE,08 investigate and address availability, performance and capacity issues.

We 2ssess the capability of this process ag Level @ —incompiete. The process exisis but is not strongly
managed, plannad, monitored or adjusted. Reported outages in key systems over recent months suggest
thai the process is not functioning well,

We recommend that over the next year SWSI develop the process 2t least to level 2 “Managed' and that,
based upon current pricriizs, SWSi should aim io devalop the process to level 4 - Pradictabie’ within two
years.

rifisien el
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4.7 Summary Mest Rap

The-heat map below & g guide to our assessment of the capabliity level of each ICT process ares. These
process have been selected becausethey have been identified and prioritised as those requiring the most
wrgent attention, We recommend workshopping.this data with the ICT Senvices team fo davelop a more
detailed and agreed upon assessment.

Assign, Plan &
Grganise

APOOT - Manage the
T Framework

APOD2 - Mariage IT
Strategy

APDO3~ Manage
Enterprise Archifeciure

APQ05 - Manage the
Services Portfolio

APG12 - Manage Risk

Build, Acguire and
implement

BAIOT ~ Manage
Programmes and
Frojects

BAH4 - Manage
Avaifability and
Capacity

Colour Key:
FED - indicates an area requiring considerable urgent atention

~ Indicates an area requiring serious aftention but lese urgently than RED fems

e Yellow is nearer fo GREEN and inidicaies-an area reguiring some attention scon

! —indicates that this ares is funcioning acceptably'in the given circumstances
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E Rocommendatinns

Based on the proposed Target State and the Gap Analysis, a series of recommendation have been
developed 1o assist SW S fransition fo the Target Stafe. These_recommendatians_have been grouped into
the following categorles:

» Governance and Execution
% Aligning IT with the Business
# Financial Agility.and Efficiency

# [T Resiliency

5.4 Racommendotion Principles '

Al Recommendafions are intended tobe:

+«  Aporopriate/Proportional,

o Recommendations should notseek o place unnecessaiy-'gdmin‘zstr.at'tve burden on
SWSi. - ' :

#  Aghievable,

= Consider thefuture operating mods! under Smart and Skilled
o Mateh coststorevenues.
o Appetite for O.pex tatherthan Capex.
o Vartable/scslable depending ohenroiments,

+  Place a priority on agiiity and-execution

= Allow SWSispeed-to-markstto capture emerging market oppartunities with expediency.

Ensuring a Governanse Framework is in place at SWS and that the correct settings have been
determined and are being matntained are crucial first steps in ensuring that govermance permeates down
from the Board and executive levels throughout the organisation.

Futting in place good governance within the ICT area is an esseniial first step fo ensuring that ICT dalivers
the expected benefits. Strategic benefits can only be delivered if the proposed Investment aligns to
straiegic business goals, it must be tlear how achievement of these goals will be supported or enhanced,
and it must be clear what other znabling investments ars required, specifically how this system or

appiication will deliveron the organisation’s goals, and over what imeframe, and in what form the expscied
Deneflis will accrue — how will they be monitored and measured etc.

SWSi does not have an ICT Management Framework in lteelf. That's not 1o say that ICT is unmanaged
but rather that there is no documented framework Tor how this is done, who does what, orwhat the
organisation expscis from ICT. These matltars are communicated to ICT, and the ICT manager is bréadly

PR Confiiential
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awarg of his.respons‘lb'é‘;ﬁes. However Enosys recommends.a more formal vet streamiined, framework ba
applied in addition fo the Governance Framework,
&« SWSishould form a business orientad ICT Steering Commities empowered by the Board
% SWSI should form an Enterprise Architecture Group that is jikewise empowered by the Board.
% SWSIi should form establish mechanisms o ensure Benefits Delivery of ICT investment.

= SWSi shouid communisateManagemeﬁiﬁims and Direction through monthly meeting between
the {Acting) Associate Director, the {Acling} ICT Services Manager and Team Coordinators.,

Expedied Banefifs
& {T-earvices ara aligned and deliver business outcomes,

= SWSI business has greater exectitive coninol over TT investment.

Wigration Initatves or Projecis

«  Implement IT Govemnance Committes Via the proposed [T ‘Steeﬂng"éfoup'.“
¢ Define Governance Charter, _ "
o implement Governance Frame_wdrk Sethng & Ma'iﬁf;enancei
o  Appoint Enterprise Archifecturs Sub-Commitiee, -
o ExecutelT Governance,

+  Communicate Managemnent Aims and Dirgction

While both Benafits Managsment.and Vaiue Reafisation are ultimately necessary, in SWSFs context the
most immediate need is fo focus on Benefits Management and 1o ensure that geod decisions are mads in
the first place. {will be necessary to address Value Realisation framework and processeas in including
devsloping appropriate frameworks and processes and awibadding these in the purchasing decision
process,and in ohgoing governante reporing.

Mipration Intlafives or Projects

< SWSIi should establish meshanisms fo ensure Benefits Delivery of ICT Investment,

Enosvs hag not-seen g speciic T Strategic Plar. That said, Enosys is aware that SWSH is currently
developing last year's strategic plan, however this will lkely be-out of date at the time of release i will be
necessary for SWSito develop an o7 straiegy and plan over the next few months In order o be prepared
for the Smart 2nd Skilled changes armiving next year,

Whiist the IT Strategic Plan cannot be complated until SWSI Business Stratagy is available to guide it, the
general shape of the strategy ¢an be drawn out ahead of ime as to expedite the overall process,
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Expected Honeilis
» T Strategy will be able to-closely follow SWSi Business Strategy
» 0 gosls will match Enferpise goais

w mraguired level

Eigretion Inthafives or Projects
g

# Define [T Strategic Plan to 2018

As part of developing a strategic/governance approach it will be necessary to Mariage nterprise
Aschitesture. At present there is no formal, planned Enterprise Architecture at' SWSE. The architecture that
has grown organically withinor perhaps beneath, the organisation,has emerged of s '_yoiitibn Tather
than having been planned. Paris have been planned of course, but the amhltecture of the enterprise as a
whole is iargeiy woincidenital. :

There is an urgent need io document and diagram the '{':urrent"enterpﬁse archf?tecﬂjra at a physical and
a'logical tevel. This is a technical architeciure fask and requires the services of &f éxperienced eriterprise
architectto guide, advise, and underiake the bulk of the documentai:nn and d:agrammatsc work. This Is
somathing that can be deliversd once, and then updaied pel ) ____'ca¥ v shoutd the need arise,

The second aspect of the task is Architectural Governance, and this is-an angoing responsibility of ICT
which wilt require those skilis to be available as a matter of course: Within the ICT community. SWSi needs
an Architecture Coungil or similar Committee that meets: raaulariy and oftento handle day-to-day issues

~ that arise. :

Implementing the Risk Managemeni framework

Erpesiad Beneills

» The Archiiecture Commiltes will standardise IT across SWSiieading to lower costs, insreased
sficiency and higher availability

«  TheArchitecture Commitise will evaluate and oversee any new technology additions fothe ICT
environment so thatany new additions work well with the current environment.and are of
strategic value fo SWSI

Riigration nitlefhves Qo Praiscts

& ImplerrentiT Architecture Sub-Commitice

= Develop 8 Technology Road Map

Risk Management is addressed comprehensively af the Board and executive levels of SWSI, howaver we
see a-gap in driving Risk Kanagement down into the ICT area. We recommend the development, based on
the IS0 31000 standard, of an ICT focussed Risk Managerment framework and processes 1o hook Infe tha
already sffective corporate Risk Kanagement process. Enosys also sees gaps in ICT Disaster Recovery,
Business Continuity Planning and potentially in ICT Crisis Management.

S“%”@ Sonfdantist
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We recommend that Risk Management consistent with ISC 31000, be implemented across the ICT
function, It will need to be refined and made directly applicable to the specifics of SWSI. Thereis a
sigrificant organisafional change management aspact to this-effort ~ it s not just a techricsl exercise for
risk professionats.

Implementing the Risk Management framework will need fo ensure that i does not create a complex and
unnecessary burden on SWSi and ICT services in particular.

One opfion that could be explored 18 that the corporate risk team be involved with risks idenfified by
management and addressed as part of the {CT Stearing Group.

Expected Benefits
« Alisignificant enterprise fisk are managed

¢ SWSi undertakes the appropriate level of rigk, matching its risk appatzte and ensunng that
uncerainty is-constantly reviewed and planhed for.

Brigration Inltdathees or Projeuts

»  SWSIishould Implement the Risk Management Eramework:

&  SWSishould carry out bassline ICT risk review to'set the basizgfor ongoing risk reviewtycles.

= SWSishould address the gaps identified in th GAP Analysis us.'in.g" CobiT 5, that constitute
risks to the business and need o be managed as:such..

»  SWSishould embed Risk Mahagamenﬁih business and ICT processes and culiure.

5.3 Aligning IT wih the Business

Currently the ICT Services Manager Is in an-acting role with limited scope and empowerment to restructure
ICT Services to transition 1o ong that is more closely aligned with the future SWSI business modet. ltis
strongly recommended that SWSi appoints an IT Services Manager that can:

“ Sﬁpporf the pr’op:;sed Governance Function by sitting on the proposed IT Steering Group to
assist with the shaping, defining and approvai of 1T indtiatives and investmants, including their
benefits realisation, and

+ lead Management funclion by delivering ICT services consistently and refiably and improve
SWSTs ability to selze market opportuhities i innovative edusational inftiatives that will drive
increaced revenue under Smart and Skilled,

As such fnis is seen a semar role within SWSi and will require the current acling ICT Sarvices Manager o
be given increasing scope and capabililies, as'wellas recsive additiona! training and support.

Wgration initlatives or Projeoly

= Appoint ICT Services Manager

Frrvormys st SUBE Cor
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‘carries out a self-assessment program for ICT, based upon the Skills Framework for the information Age -
{SFIA) framework as adapted by the NSW Public Service Commiission, This will enable the ICT manager

~ and SWSi more getierally, io gain a formal view of the skills and capabilities of the ICT team which will
enable some planring and staff development in refafion to any gap that may be revealed between the skills
of the current team and the skills that will be required under ‘Smatt and Skilled. This approach will establish
a basgline which could then be further formalised with the servives of an accredited 3FIA consulting firm
Wewould bé happy 1o introduse such a partner should ihe need arise.

We recomimend that SWSI addresses skills and capability i the following steps:
¥ Sfep 1~ Undertake an Audit of Current Skills within ICT Services against current roles.

# Btop 2 - Setaside some funding for a shori-term skills improvement infitative In 2016,

«  Step &-Undertake a Skills and Competency Gap Analysis agains future €T Services
organisational structure that will defiver for ihe IT Sirategy.

» Step 4 Transform ICT Services to Target State Structure,

Step 187 Services Bitills Audit

Whilgt it is more common to moveto undertakea skills gap anafys:s against 2 fulu ICT Services
organisation siructure in the short term, this is not cumently: poss;bie given both the SWSI Business
Strategy is st being formed and therd are also structural changes axpected atthe TAFE NW level,

inliially, SWSishould undefiake and complate an ICT Skills Audit agannst the current structure and
operation. The purpose of the audit isto highlight the foiiowmg

¥ To what extent ICT Services siaff has the skuis and exper:encn 1o be able-to underiake thelr
current roles.

e  Where ICT Services staff are currenﬁy working in roles that do not mateh their compstency
{skills and ceriifications). :

e Some immediate skills deuainpméﬁtgnd:training initiatives that will lead 1o improved provision
of services for some of these roles,

« Providea :Hageiiﬁe=fer__é;'future “Gap Analysis”.
Step 2 - Fuind Short-Temn Skills Improvemert in 2015

Once the Skills Audit has been completed, ICT Services should look o improve the skills and certifications
for staff who are ina role whare underiaking some training will lead fo an immediate or shori-term
improvementt in tne delivery of services, Pending the completion of SWS! IT Strategy, any spanding should
be directed ic greas or funclions whers it is expectsd that those roles will remain im portant o 3WSiand
wharethe tndlwdua!s in those roles are suiied to them.

Imiportantly, a pmportmn of this investment should be directed towards frameworks and methodologies for
IT Service Management and IT Governance {specifically 1TILv3 and CobiT5) and may potentially be fast-
fracked Tor ICT Services Managers and Coordinators,

Been & - Undoriake & Futurs State Skills Gop Suslvds

Once the proposed SWEI T Strategy has been compisted ICT SBervices will reed to migrate to an
organisgtional structure that will be able 10 exscute and deliver the strategy. A Skills Gap Analysis will need
to be undertaken that maps curent staff, roles and competencies against those of a future state. This Gap

Analysis will then highilight where siiils require further developmeant and another development plan shall be
required,

Esrrs s S Confientist
AR TARE BT Servioes Review Filvel
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tap 4~ Transform 10T Servicey to Terget State Struciure

Siep 4 is the fingl step that actually transforms 10T Services from its current operational focus to.an
organisation structure that will support the proposad Target State through a focus on serviea delivery (as
per Section.3.2.3 Service Delivery Focus),

Once the Future-State Skills Gep Analysis has been completed, the IT Steering Group shall be abie to

» - Finalise.a Target State Qrganisational Structure (See also Figure & - Potential SWSi
Governance Structure based on CobiT §for a draft potential structure that impiements some of
the key govemnance and management functions.

« Putinto place aroadmap o fransition from the current org-siructure 1o the target one.
Edpinied Banefits

= Wil provides SWEI the starfing point to move gway from a temporary structure wuth staﬁ filfing
temporary positions o one that is in-line-with future operaﬁng model

« Wil assist SWS realise immediate bensfits and :mpmvements nservice’ deiwe' across all
propused recommendations, -

Whilst benefits will accrue from esch of these proposed steps, much of fhe expected banef ts, inciuding

those of many of the other recommendations of the report will not be realised until SWSi has compicted
Step d.

Wigration hitlalives of Profecis
% JCT Services Skills Audit.

# Skills and Certification Improvement-Program '5'61~5:..§'=Dependency: ICT Services Skille Augit)
% ICT Services Staff Skills Gap Anaiysis:'{Dependency: SWSIHIT Strategy).

« Transfomn o Target Sigte Orgam’sa__tion Structure.

Al future 1CT spending should be signed-off by IT Govemnance Committee or its delegate in-fine with the 1T
Strategy, the Project Portfulio Management and the Service Delivery Management funclions, Thiswill
ensure that those who are aecouritable for SWSTs business outcomes are the decigion makers with respect
1o the procurement of IT Service Catzlogue #ams, of componenis within proposed Servics Catalogus
ftems.

Even if forecast funding remains unpredictaiile, where funding does become available and neads to be
spent at shori nofice, it can be against g pre-agresd set of spending priorifles enumerated by the [T
Stesring Group, rather than ICT Services attempling o predict what the Business' future ICT requiremants
may beas in the case af present.

Expedted Benefiis

# Al procurement and expendifure on ICT services will be aligned fo business/lsaming initiatives,
projects or services defined by ICT sarvices and signed-off by the IT Governance commitisa.

= AT Procurement is ted fo 2 known, statad objective or outcome with benefits realised.

Pags B2 of 4%
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@ |mplement IT Steering Group
« Implement Architecture Sub-Committee

& implement Project Portfolic Management

» impiement Service Portfolic Managament

For each faculty or course provided by SWSH, the proposed Definition Document should plot on a spectrum
from 0% |T-delivered leaming fo 100% 1T-deliverad learning over the next three years, Anexampie of this
is-shown below.

betiered | Deibersd | Defverst | Defversd | Delversd - 1 Defered Enraimast

e onr | 4owm | osvwme | BOmI A 10041 | Redesust
Weizhtng

Figrure 8 — Surmmery Mately of (T ieirred Legrning Reguiremiens

This needs to include some level of detail from the faculties regarding how their refiance on 1T -delivery of
leaming services will change, giving the 1T Steering Group Committes a de-facto fist of candidate- projects
for consideration for additional investment.and importanily, divestment,

if the relafiverimportance of e parficular course tn temms of aﬁﬁc‘npated snroiments s also added o the
Requirements Definition, therrthe [T Governance Commitize will have zview towards pricrifising cendidsis
initiafives ageinst the Project Portfoiic Managementfunciion,

Importantly, this infiiative needs to'bs owned by the BWStbusiness groups and facuifies and deliverad to

ihe IT Sieering Group o provide guidance and prioritisation in approving and managing investments in T
Services,

Expecied Benefits '

= Wil provides ICT Services and the IT Steering Group 2 mechanism for priorifising T

invesirhent {(and divesiment) over the coming yesars, ensuring ‘cha’i iT investment is ahgned io
educational imperatives and Business Strategy.

= VWil provides significant input for the development of the IT Strategy

Froration Intiiatives or Projecis

# Reguirements Definiiion for [T-Delivered Leaming (2016-2018)

ICT Services s not targe snough for it to sustamably provide all IT Services at an acceptable standard
through internally-delivered meshs. Indesd, SWSH's use of third-party service providers for mature or

iy FEYAL
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commaditised IT-Services is below the indusiry average for similar arganisations,

SWSi needs to ook at the services provided by ICT services, dacide on which ones provide a competitive
advantage in the marketand then, for the ones that are non-strategic consider alternative servics defivery
models that deliver the best service asan on-demand mode! at a competifive prive.

Expecied Senelfis

= Will provide ICT Services a clear pict'ura of what services it will continue to develop and deiiver

internally and which services, or components of services it will manage into the SWSi business

through mature third-party-offerings.
= Wil provide input and-guidance intothe 1T Strategy.
& Wil provide input-and guidanceinte the Technology Road Map

Bigration Inltiativés or Brojssts

« Enosys recommends a Service Portfolio Management meefing thaired by a portfolio
manager on a monthly basis to manage the portfolio of ECT services. A formal porifolio of ICT

* services must be drawn up and agreed. Attendees at: the meating will include executive
management, govemance, architectiure and. potent:ai!y finance as requlred and of course ICT.,

% Enosys recommend Implement T Steermg Gmup

« Enosys recommend implemertmrchlte;:tum Sub-m'rﬁmlﬁee

.
et e
PRl e

ICT Services fo transition from the cumrent operational focus to one that is service focussed,
As part of this recommendation, roles and responsibilifies
= Appointa Senior ICT Services Manager
@ St on-Governance board
o Chai:r the Architeciure group
&1 Cwn Projsct Portislio
o Own Sarvice Portfolio.
= Appoint & Cugtamer Services Manager to Manage Service Desk and major ITIL processes
{Change, Problem, incident, Capacity, Asset Lifecycia)
o Embrace T and CobiT
¢ Training in [T and CobiT.,

& Panicipate in industry networking groups including NSW Government groups and forums for
information exchange arpund gervice management and service defivery. This shall prove vital
for ICT Services leaders in beity able to exscuis on the proposed transition by sharing
experiences with other professionals who have or are underfaking a similar jeurney.

Wigration Inliatives or Projecie

= Appoint ICT Services Manager

Engeys ang SWE Tonfigeiin g B4 oF 58
SWEITARE T Sevices Boview bl :
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+ Appoint an experienced Cusfomer Service Mahager,
& Implement Architecture Sub-Committee
z implement Project Fortfolio Management

& implemenit Service Porifclio Management

& Skilis and Cerfification improvemant Progfam 2015

implement of of FAQ's document and user ‘self-help’ todls, Such implementations can | d'_‘io an mmediate
ITIL processes such as

bensfit.and assist with cross-feam collaboration and thus start enacting on bag
SLA reporting, Change, Problem and Incident Managemerit.

Efpration Indiialives or Prajecty

& Appoint an experienced Customer Service Manager.

s Provide a Service Desk Activity Ana‘iysis---repnrt_aﬁef':'ﬁ--sm-aﬁ'ths t& ihigﬁligl:nﬁ the volume and
profile of calls coming info the Service Desk

o Map call velumes against key ICT Services,
o Call volumes by top BWEi Users

o The percenfage of Incoming calis relgited o user fraining vs actual faulfs, probiems or
incidernts. ‘

o SWSI Users use of seli-help/FAQ information {eg SharePdint).
o ICT Services' response tc“‘_‘_?aults and incidents.

o SLA performance.and pBSSEBEE recommendations (including reviewing SLAs)

e i e

= A I WEE P X A i % o s,
S8 Flnangiat Aghlly ant DElcency

One of the key Target State objectivesof thisreport is for SWSI io be able‘to better manage ICT costs in
the face of 3 changing, maore competiiive environment under Smarf and Skifled. Ag partof the user foous
groups, it was found-that 2 large proportion of ICT costs are-grouped info 2 single overhead which is then
charged back 1o the faculties. Under Smart and Skilled, this practice is unsustainable, Faculiies and
business groups need 1o have complets transparancy intc what {7 senvioes are being provided to'them and
fow much they are costing them. Additionally, 1T senvicds need o be catalogued and offered on-demand
-on‘a per-unit basis aliowing business groups and faculties tv Increase and decrease their consumption of

services inling with Increasing and decreasing student enroiments. (Ses Figure 6 ~ Target vs Current
State Profile of IT Costs).

in ordér 1o facilitate the effective building, implemeniation and management of s user-centric, on-demand
service cataiogue for ICT Services, al ICT costs need to be broken-out from the current *overhead” and info
companents against the various setvice catalogue Rems or projects.

This would commence with a complete review of gl IT costs with a view 1o shifing these from overheads to

Enosss ant SR Quniidentisl
B TARE DT Beryious Faview PiNEL

&5
L
o

Faog Siof 8

T

_.Volume 8...




NSW ICAC EXHIBIT

E14/1727/058/0002

HEW TARE SWEl - JOT Services Raview ~ CORFDERTIAL i ey T

varlable costs that can be recovered against cost centres through defined, costed Service Catdlogus items
that are knowingly consumad by business users such as the faculfies, marketing stc.

Expected Bonefils
«  SWSIwill have greater ransparency and understanding of the costs and overheads.

s  Faciilties will have a better understanding of what ICT costs are currently charged back 1o them
as fixet overheads, Theywill consaguently be in & better pesifion o reassess 2 Jot of these
costs against their requirements.

= Wil provide & significant opporiunity for SWS1 business units to reduce their spend on some T
services that they may not need and increase spend in those services that thay do require:

= ICT Services will havé comparisons of examples o become mcrekcommerciai or ougicome-
focussed in the positioning of internally-delivered services,

#  Improve the effectiveness of Service Porifolio managamem and Project Fartfnho Management

« Facilifates Benefits Management.and Value Realisation. of serwces artd projects/that are
supported and funded by the 1T Steering Group.

iaigration inilisthros.or Procts

# Review of ICT Cosls

SWSi must evaluaie how costs for all ICT Services human resatrees can be ied back io funded Service
Catslogue items or projecits funded by the 1T Sigering Group. As such a timeshesting system should be
implemented’in order to effectively account for the ime and cost of ICT Services against eachof the
inifiatives funded

All aspects of ICT senvices shiould beinctuded in this inlftiative, examples include stalf working fulkfime
againsta SWSIWaebsiie prolect. In this respect, fimeshesting is useful as the cost sasociated with time o
undertake systems administration aclivities nesds 1o be separated from fime against projectrelated
activities which are funded separately.

initiatives required to achieve this:
= Underiake s complete review.of gl IT assels and expenses including
o Building and faciiifies. costs attributable to ICT Services
o AT assets including hardware and software

o Al 3" party procurement

«  Separate unit-based llems currently classed as overhsads {such as phones and deskiop
computers),

= Document, sigr-off and implement Telephony Services as a unit-based Service Catalogue
item,

= Doecument, sign-off and implement Deskiop Services as a unit-based Senvice Catalogue item.
o Base offering.

o Enhanced cffering with addifional charge for onsite TS0 support.

s gl BV Conftientinl
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Eunechted Benafis

s Provides IoT Services manager and IT Steering Group improved visibility into the investment in
humarn resourees which:make up & significant porfion of overall cost base for ICT Services.

¢ Incressed accountability of each member of ICT Services team into the work they are
uhdertaking on a daily basis. :

# Fapilitstes alfocating cost associzied with time spent on certain projects of service
administrafion to those inftiafives that are funded by the iT Steering Group,

# Improved mélrics for value realisation,

e Classifyall ICT Services Husman resources costs against Key ICT Services and Service
Catalogus ftems

figration Injtietives or Projects

& implement a imesheeting solution for ICT Services staff, «

R e T .

Bt

53
i

SWSI requires 2 framework to manage 1CT-enabied inves programmes. The framework should
encompass cost, banefits, priorifisation within budget, a formal -?bwiigéﬁng process and management against
the budget Stakehoiders must be consulted to identify and control the total costs and benefits within the
context-of the ICT sirategic and tactical plans, and inltiate corrective-aciion where needed. This process
fosters parinership between ICT and business stakehoiders; enables the effective and efficlent use of ICT
resources; and provides fransparency and acccsumabmiy into the tatal cost of ownership, the reatisation of
business benefits and the retum on investment-of ICT-enabled investments.

Where possible, SWS1 should benchmark &l 1ICT spend and service delivery options to determine the best
msthod of delivering 1T sendces at the best price, 2 common misundergtanding of this process is to simply
geguirs & number of guoles prior to purchasing, fhis is notthe comrectmathod. Encsys believes that the
correst process fo detérming fhe best method of delivering 1T services gt the best price mheaans that whers
thare s & reqmremﬁﬂt for g rawil Semce vr 8 review of an existing one, that the SWSI IT Steeting Gmup
dmpasmanataty assesses severat alematives for the delivery. of that service including:

¥ !ntemai!y by lGT sefwaes

«  Externally by other NSW DEC agencies {ITD, TAFE NSW
= Externally by other third-party providers; or

s Amix ofthe gbove.

The appropriste oplion can then be selected according to such factors as functional fit, techmiology risk,
implementation risk, opsrafional fisk, commercial fiedbility 25 well as price

Bupected Banefie

= Delivery opfions for ICT Services can be assessed by the IT Stesting Group against & range of
splions to determine best-practice allemativels},

+ |CT Services will have comparisons or examples to become more commaercial or culcome-
focussed inthe positioning of intermally-delivered services.

Page §F of 68
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Migration inftlatives or Projects
% Impiement IT Steering Group
* implemeht.ﬁmhétecture Sub-Committee
o Develop Technology Road Map

%

Document Service Catalogue

Implement Project Portfolie Management

mglement Service Portfolio Management

The management of programmes of work.and individual pm;acts vig project partfaim management is
severely hampered by 2 lack of a formal ‘Projects’ group, or even a fist of peopie earmaried to- work of
projects rather than exclusively BAU tasks. There is:an opport y 1o augment any such group with
extarmal consultant coritractors and specialists, but: there neetis to be-a core capability within ICT that is nat
focussed exclusively on ‘kesping the light-ort, but.can {has the capabllmes reguired io} deliver projects, \We
recommend the formation of such & capability, albsit’ in asmanner and form that works for SWSt.

We propose that SWSI developa simple bui -explics’t'm_gnagame frameworicfor ICT ineorporating roles
and responsibllity (RACT) matrices. This will establish iﬁ_ao is responsible and accountable for what, whe is
eonsulted, and who is-informed concerﬂiri:g managementof the Project Porifdlio.

Erpacted Benefits

» Wiore effective project gwé:tjr_.}ance and execution Including the meeting deadiines, managing
changes and project financial management.

s Improved value realisation from SWSI investments in 1T,
Eligration nithhlives or ?m}m@:ﬁ
v Develop RACT matix for Project Portfolio Managemant

# knplement, ijéct Portfolic Management function

o Transiion existing projects into Prajact Portiolio

In addition to managing relationships, both infemally within 8WSi and between SWSi and exfernal bodies
such as ITD and potentially TAFE NSW, it s becoming essential fo Improve the documentation and
management of Service Agresments. Current levals of support, responsivensss 10 gueries and changs
requests, and even the services provided are not adeguats fo satisty BWSi 1CT users (Tacuify and
students). Given current user sxperisnce, in the absence of any initiatives an the part SWSI 10T and its
pariners, itis unlikely that current servicss and service levels will be adeguate in-a more competitive, agile

Page 58 of 88

Molume. 8. _ e 2 b Y £ . |




NSW ICAC EXHIBIT

E14/1727/058/0002

HEH TATE SSH- ICT Batvices Revisy - CONFIDERTIAL £ By
market.

We recommend that SWSI implement Service Portiolio Management funclion within the TAFE, The
Service Porfolic would be owned by the ICT Services Manager, but with Service Owners for sach of the
“key ICT services (eg Moodie) appoirted from within the current operaiions teams.

Service Definition

= initially, 2 Service Definition Brief for each of the key ICT senvices shall be documented,
reviewed and approved by the 1T Steering Group (who may delegate review and approval to
spacific S3WS| business groups - gy Marketing for BWSi Website),

« The scope of these Initial Semce Definifions isto be concise with a fcc:us on functional
reguirements and required senvice lovels,

Service Catziogue

Onpe the Service Definition brisf has been decumented and appmvec% ‘a Ser\nae Gata[cgne
lem {agsin, with a focus on capturing the most impﬂ _ﬁi details) shall be de\mEaped that
interiocks with other important recommendations and inifigtives including %

o impaston Technology Road Map by _theﬁrchntecturaﬁub-com ritise

¢ EBreakdown of costs and pricing b?the:_'Sewi‘ce \".__‘.__a_taiogué ttert as part of the Review
of ICT costs in conjunction with SWSi Finance, ™

o Service Scope-and Deljverables of the rslevant oparations team by the appointed
Semniice Owner within ICT Services. -{le what ICT Services is delivaring against the
Service Definition). ‘

o Skifls and Capabllity Assessmentin-line with the proposed ICT Bervices Skills Audit
with any gaps highfighied. _

o Investment assessment signed-off by the ICT Services Wanager that includes
techrical and commaercial detalls regarding the struciure of the Bervice sothat the 17

Steering Group understands commercially the boundaries and constraints of the
service ncluding

o - The abillty for facuifies and business unils to increase and decrease their
consumpdion of the service.

w Tiering of eervices, i applicable (Gold, Siver, Bronze).

¥ Irnvesiment fimeframes for componenis of the service.

. Options and constrainis ihat the SWSitusiness users may need 1o be
aware of,

= The Draft Service Calalogus Hem is then reviswed by the 1CT Sisering Group
o Any risks are documented in the IT Risk Register and mianaged acsordingly.

o A decision is made on whether for

® implemant the Service Calalogue
® Make any amendments
® Delay or fast-rack implementation according to prioriiies and réesource

congtraints,

Enosys g G0 Donlidenily
SHAITAFE [T Sarvices Baviny FIRAML
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= I approved, the Service Catalogue liem is then handed o the iICT 'Sem‘;.cas:hﬂsnagar
o Sarvice Catslogue Hem is fransitioned inth the Sérvice Portiolio
s Service Desk Transifion
% Operational Transifion to Service Ownerand Operations Team(s)
o Any proceeding funded projects are fransifioned into the Project Portfolio

o ‘Transition fo Architecture Sub-Commitiee
Expected Benefits

+« More effective delivery of ICT sarvices with greater expectation management of the SWSI
business users.

»  Greater ability for SWSI users foincrease and decrease their-consumption of IT servicss in fine
with increasing and decreasing student enrgiments and revenusto SWSn under Smarf and
Skdited. .

= improved value reglisafion from SWSiinvestments i

« improved abifity io manags the fecycle of servicesin: vihe ifecysie of various tourses.

Higretion inltiatives or Projects _
¢ Deveiop RACH mainx for Project ?Drtﬁahd Managemerit
+ Implement Service Portfolio Managetnent funclion
o Document Service .[}.E‘ﬁﬂiﬂ{}ﬁﬁ;f“f‘?k@y 1CT Services

o Document Service Catalogue for key ICT Sarvices

xefor 5L Pl

Deskiop productivity mﬁware. in the form of Wéloroseft Office can best be described as "commodity
sarvices”. In piEeﬁag Office 365, SWSi can take an initial low-risk step in moving 1o a service mods! for the
delivery of an IT service thatis now mature, low-risk, and * user-pays. " This-also sllows ICT Services
resources o focus.on mare girategic services.

Microsoft Office385 is now & mature service that is experiencing rapid uptake by both commercial
enterprises and government organisations around Australia.

As pant of this Pliot, ICT Services shouid:
# -éfepare.é Project Dafinition completewith objectives Tor signoff by the IT Steering Group

= Beleot, for instance, 10 ysers from three representafive business groups  run a3 a pllot group
for & period of fhree-months,

= Undertake a comparaiive analysis of the bensfits and limitations of Office385 versus delivering
desktop produciivity software internally by 1CT Services.

= Collect feedback from pilet users as o thelr experience in

#  Frapare 2 short report for the [T Steering Group as o the results of the piiot with any
recommandations.

Engsys &
B
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o Allows SWEi a relatively simple way for ICT Servites to divest itself of some of the burden in
admiristering and maintaining & sendce that is not strategic fo SWSL

+ 18 an ides initial way for SWSi and ICT Senvices to start migrafing fo commodity services
delivered by more efficient 3%party organisations

# | an ideal initial service to be defined and dsiivered as a frue on-demand, user-pays Service
Catalogie ltem in'the shori term.

Migration lnitiatives or Projects

& Offics. 365 Pllot

In tandem with the Office 385 Pilot, ICT Services should similarly explore Dasktop-as-a-Service as ameans
of reducing the administrative burden of deliverinig basic, commodity IT Services.

As part of this Piiot, ICT Services shouid:

# Prepare.a projectdefinition complete with objectives for signo

¥ me"&‘tT-StéeringGrou;:

= Select, for instance, 10 users from three representatwe busmess groups to run-as a pilef group
for & period of three morths, -

# Undertake & comparative analysis of the benefits and limitations of Officed365 versus deiivering
desktop productivity software intemally by ICT Services..

% Collect feadback from pilot usifers of experien'ces.

« Prepare a short report for the 1T Siaerang Group with the results of the pliot and with any
recommendations. .

Bynected Barslity

s Evaluates the feastbility of ICT Services to divest itself of administering and maintaining 2 non-
core serwce

% Aliows ICT Bervices: to assess the efficiency of thlrd party commodily service delivery

# Can be defingd.and delivered as a true-on-demand, user-pays Service Catalogue iem inthe
shortterm meaning that significant cost can be removed from current |7 overhead or fixed
costs, a

Rt wmtwn m%‘mﬂ%w or Projeis

x De&kﬁap—as--a&emce Pilot

Furtharmore, ICT Services should similerly expiore Deskiop-as-a-Service as 2 means of reducing the
administrafive burden of delivering basic, commodity IT Services.

As part of this Pilot, ICT Services should:

= Work with SW5I users via the 1T Steering Group to define thelr raguirements for
BYOD/MWirelzss/Student Eiperience.

Erovews ey SWWEH Confidentinl
SRS TAFE 1Y Serviven Moview PHeAL
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« Understand integration, if any, with other systems (eg SWSi website, SharePaint, Moodls)
= Workshop or test severa! options.
» Define a project including costs, timelines, dependencies and value realisation (ROI}

= Develop & draft Senvice Catalogue item as propesed in Recommendation 17 - implement
Service Portfolie Sanagement ard Document Service Cetalogue For Key ICT services,

+ Submit the above including & recommendation back o IT Steering Group forreview.
Expacted Benefits

& T Steering Group and KT Services use this s a means of ;mgiementmg ihe proposed
approach to i1 govemance.

+ AnimportantiT service is developed in consultation with and sign yﬁhe busmeas

o Appropriate expectations around functionality, service levels: and re’cum
{ROt) are known upfont.

o Fadiitates bensfits management: and va}ué-tréaiis"aﬁan.

«  Avpids current tactical approach that may resultin the delivery-of s_ub-ééﬁméi-saiuﬁons and

some leval of wasted investmant.

&

Provides SWSi with a servics that considers-and -manéges students’ digital experietice
irrespective of whether they are off-campus, on-campus on a wired or wireless network.

Migration biiatives or Projecis

=« Service Definition for BYOD/Wiheless/Sludent Experience

it is assumead that ICT Services will consolidete mest of the infrastructurs supporting critoal applications o
2 computer rooms at Banisiown and Granville. For ICT Senvices 10 be able to provide the appropriate level
ofinfrastructure support to 8W St critical applications end to leverage the existing server, storage, and other
investment at these 2 data-centres, it is vital that sufficient communications links are provided from and
batween each of these locations. '

Additionaily, it provides an-imporiant component in aliowing SWSI 1o provide basic Internst senvices withott
relying on the cument Internst services provided via {TD (see Recommendstion 24 « intornst Service)

B fral Bhuraiits

» Enables the loveraging of existing investment In server, storage, and other eguiprent to
provide site redundancy and high avaliability to key SWS applications thatare reflective of their
importance o the business.

Egrafion Intllatives or Projscts

+  Dotument a shortinterim Data Centre Architeciure (pre-reguisite).

Ernmye wngd B Dol
SHEITAPE 10T Erevies

Poge G of 8
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= implement High Capacity Carriage Services {Bankstown and Granvilie)

This s -an existing project cutrently being undertaken by 10T Services. 1t is preseriied here for the purposes
of priofitisation and context for dependent recommendations below.

Expacted Banefits

= implements sito redundancy and high avalizbility for key SWSI ap:pi;catlons st are reflective of
fhair importance 1 the business.

gration Initetives or Projscis
»  Dogument a.shortinterdm Data Centre Architeciure {pre-requiisite), |
® émpiement Hsgh Capacity Camiags Services (pre—i’eqmsﬂa} ‘
w  implement Site Redundancy for Moodls

® implement Sits Redundancy for BWEF Webstte

« Implement Site Redundantyfor Shafepumt

A Business Cordinuity and Disaster Qec_aver?!{BC&E}R} Plan-{ihe Plar) was inftiated in 2002, 1t has never’
been completed or implemented. is-reccmm@ﬁded that the pian is reviewed and completed in
congruence with severs! other recommendations o enable high availability of core systems at Granvilie
and Bankstown. :

The Plan shall be considered complete when!

« A Production DR fest for el core sysiems including Moodie, SWSI Website, SharePoint and
LEN has been executed: and

# ThePlan isintegrated info-the SWSioverall Business Condinuity Plan {managed by SWSI
Corporate Sirafegy & Governaneel.

Exgpected Benelits
= Crifical applications will have-appropriate and proven recovery plans.

|2

Migration nitafver o Prodedis
= Dpcument g short Interim Dats Centre Architecture {pre-reguisits)
w  Review the Complete BCADR Plan from 2012,

= iindertske & failover test for all kay ICT Services including SWSI Website, Mondie, SharsPoint
ang TRM,

s wned SAE Donlidentiat
THEFE BT Smreinos
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Orie-of the current issues of mast importance to SWSI users is in accessing basic Internet services, This
was raised as-a crifical issue by members from the Travel and Tourism facuilty who found it difficulf 1o
conduct classes which require constant access to external travel reservation systems (such as Gallles and
Amadeus)

Being abile fo use a fast Intemet service is a basic vet crifical requirement in the classroom today. SWSI
should move to implement alternative Internet connectivity for at lgast the main campuses, with connectivity
o ITD being maintained solely for accessing internal systems. This will not.only mean that SWSi users wil
immediatsly experience improved productivity through faster cormectivity, itwill siseremove the
raquirement o constantly re-authenticate with the ITD Intarnet proxy servers,

SWSi has siready procured some Intemst carriage services for some campuses. These, aswell as the
proposed larger camage services at Bankstown and Granvilie can provide the platform toac
however & natwork securify design will need fo be documented fo ensure the most’ appmpn te method of

managing and forwarding tréffic to the Intemst versus DEC/ATD.

Espocted Bengfite

# Immediste improvemsnt in user axperience and ;i%sducﬁv?ty.’"f_gr an issue,id.énﬁﬁed as Iriporiant

by SW 5 users.

Figrationintistives or Prolects
= Network Security Design and Implementation Plan '

= Implement Alternative Internet Service,

mwm wa SR Donfdentiy

Bane G4 of 68
N TARE WY Sorviesy Ry

.84



NSW ICAC EXHIBIT

E14/1727/058/0002

K TAFE SHSL~ 1CT Sarvises Revisy~ CONFDERTIAL A erosys

=1

& Prioritised digretion Plan

Tk

8.1 Proposed Streerm and Delivery Block Approach

“T'his seciion defsis a Migration Plan to implement proposed recommendafions according o a priorifised
improvemani pian. It is proposed thaf an Migration Program (the Program} be implementad afong 2
straams:

3. An T Services Stream that will mainly focus on shorter-term migration inifiatives, Thess can
generally be handied by the ICT Services in isolation {as part of the Managdment funcifon).

4, A Strgfeyic Biream thal fies - address fenger-tenm ramedies mciudsag initiat esfo improve
governance that require the attentioh and cooperation of gther SWSiy oups oLiside gf the: iCT
Services team alone {as part of he Governance function). '

itis proposed that the Program groups the delivery of improvement pro;ects inter 6~mcnth deiwery blacks
hased on priorty and order of precedence {dependencies).

» Proposed improvement projects that are of higher priority, short&r aiapsad tsme for benefits to
be realised and no dependency-on ofher improvement; rojects. have where poasible, been
placed in Defivery Blocks A{ICT Services) and C{ Straiegyﬁ

realised, have & dependemcy on other tmpmvement pmgems and require significant
collaboration with-the [T Steering Group or ather SWSI stakeholders outside of ICT Services
are mors likely fo have been placed in Delivery Blogks B (ICT Services), D and C {Sirategy).

ICT Services Stream SWSi Strategic Stream

Program Review -

. Delivery Block D~ 12
Months

Program Beview ' ;

Close Migration Program §

Flgnee & Propesed PriociivSased Bipreiion Plar

Enssyr and BRSO
SRBETARE 10T Sa

Fages B8 oF 88
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6.2 improvemient Plan - 10T Serviens Siream {DHA]

W - "gs&m«-;immmﬁf
Mionthly Communication -

£ ennsys

-

E14/1727/058/0002

(Communicate Management Aims  Month

2015  Mediem  end Direction: G % . MR

S s Atonth o
2015 High. Interim Data Centre Architecture -~ 1 . 5 YES . VES N
S i Benth  Appoint Customer Service. | - S
2015 Medim T Services Skitls Audit Z Manrager [Senace Desk Lagd) 5 YES . 7 nNe
© ImplementHigh Capaclty Carfiage’ - o :
Services {Bankstown and ‘Monta  Interim-Data Cenirs S o
IS - Critical  Granvilie) 3 Archltecture 15 ¥ES YES RO
: BYOD/Wirsless/Student Weath .

2015 Medipm  Experience - Servies Disfinkion 3 15 7 7 WO

MNetwork Securtty Design and Month  BYOD/Wiréless/Student ] : v -

2015 High  Implementation Blan 2 Expanence -Service Definifion . - ki 7 O

' : implament Alternative internet ponth  Nebwotk Security Design and
2015 High Sarvice & Imptementation Plan “ 7 R MO
Month )

C 25 Mediom  Skdlls npre t Flen- 20E5 5 1T Services SKills fudit 2 YES YES NG
onth

2015 Wedium  Gffice 385 Pilot 3 ) ? 2 NG
= Month

2015 Medjum  Deskiop-bssa-Servive Pllat 5 20 ? 3 e

Enasiyant BAW DEC Gonfldmtiaf
SVEE! TAFE TOT Services Reviow Fitial
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mplement High Capacity

E14/1727/058/0002

Implement Site Redundancy for Month - Carriage Seevices (Bankstown =, : .
2015 © Crtical  Boodle” 4 pnii Graoviliz] . R WES . YES WO
el implement High Capacity :
: Implement Site Redundaney for Month . Carriage Services{Barikstown . .
2035 Critical  SWS{Website ~ . oo and Granville) YES - YES NC
N ~ " implement High Capacity a
Impi t Site:Redundancy for ' . Month - Carfiage Services {Bankstown S
3015 Critical  SharePoint R shid Granvilis} ] 20 3 YES VES NO
: " implement Site Kedundancy for 1 - Month implement Site Redundancy o
2015 ritical - Other Services 3 - a
LS Coiicat Tomslete DA Flon : v 3
o ‘ ‘ L V. plement St Redusidaney
2016 - Criticdl | Exeodte DR Test L & 77 “forOtherSetvices 3
Enasys i $5W DES Configenila Puge 67 oF 68
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=

8.3 fnproy

et B

£ TS

. Gtrefegic Stresm (DRAFT)

Jren entiT- Governance Baard Month:’ ;
2015 | Critical {5WSH ICT Steering Group) 0o . YES ¥ES
T E w - Month.. .

036, High ervices Manager oo e o YES YES
Implement Enterptise Architecture Wonth “implement IT Governance: - o

PNt High - Sub-Lommitiee ’ 1 - Board . 7

) knglement T Governance

Implement Benefits Manugement - ‘Month  Board {SWSiICT Steering o

2015 High.  and Value Beailsation provesses R Gro 5 ¥ES YES.
Develop RACH matyixTor Project Month - : -

015 Criital  Porifolio Management CL AppomtbCT Setvices Manager 5 YES #
Develop RAC| matrix for Service Month

2015 Urincel  Portislio Management | q Appoint 107 Senvices Mahager 5 YES ¥

_ Implement Project Portfolio” Month: . Tevélop RAC matrix for
2015 Critic] | -Wianagamen? 2 . Projpct PortfolicWanagement 5 ¥ I
- Implement Service Portfolio. Month ;'D'e;guelop‘RACi matnx for

2015 Crivizal  Mansgesment m 2 Sefvice Portfollo Managemers i ? *
Appoint CustomerService . Month  implement'tT Governance

2015 High Wanagar {Senice Dok Lead) 2 Board - - ki
Service nefintticq Brieffor SWsi Month  Imgpement Senace Partilio

2015 High Hay (T-Servics X Z Manigement ] - 7 7
Service Catalogueitem for SW5 Month - Service Definltion Brieffor

L5 High ey !T Sntvice ¥ 3 SWSHey 1T Senvice X - 7 ¥
Service DeskActivity Analysis Month  Appoint Customer Service

ZHL5 High  Seport 5 ianagar [Service Dk Luat) 15, N NG

Enogys and KEW DEC Conficantis
SIS TAFE 107 Barvices Review FUGAL
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Reguirements Definition for.

S entsys

‘Impleme

2015 Crrtiééi__ Daliveret Learning 2OLE-12 .

6 iTDeliversd Leafime 201517 - 10 7

2015 . Migh  Defins T SirategicPlan to 2018

mjilermant [T Governance

Month. Board {SWSI{CT Steering
© - Group) B

2015 Hgh  TeviewofiCT-Costs

‘Define [T Strategic Plan e’

Miedium Hemplemens Td 'e'shée.ting

Medium Foire Stateskills Ga'p‘ﬁﬁaiysis ]

“IG1E .

High @ Davﬁfbp"i“echndéﬁgg Foat Map -

Tragsforn: ICT Services o Target .
Medium  State Strueture S

g PevieworlCTdosts & S a0 3 FEST e R
Biorth  Datlhe I Ststegi Planto s U e,

g F0I® iiwd e o7 "7 YES- - U
Month ;- L . . : e

i) Future State Skills Gap Anafvsls 2 7 T

Engupeand NEWBEC Confidentint
SE TAFE 80T Sarvicey Reviow FiAL
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INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operation Sonet — File No. E14/1727

PLACE: PARRAMATTA
NAME: Lakshmanaa VARATHAN
ADDRESS: Known to ICAC

OCCUPATION: Manager of Assets and Funds
TELEPHONE NGO: Known te ICAC
DATE: 27 July 2015

States: «

1. This statement made by me accurately sets out the evidence which 1 would be
prepared, if necessary, to give in Court as a witness. The statement is true to the
best of my knowledge and belief, and I make it knowing that, if it is tendered in
evidence, ] shall be hable to prosecution 1f1 have wilfully stated in it anything which

I know to be false or do not believe to be true.

2. Iam [Jyears of age.

3. I am currentlty employed by the Department of Education and Communities within
the Shared Services Centre at Parramatta as the Manager of Assets and Funds
(now renamed as Banking Fixed Assets and Master Data). [ have been employed
by the Department of Education and Communities and held my cﬁrrent position
since 9" March 2012. My roles and responsibilities in the rolé of Manager of

Assets and Funds involved the management of three (3) functional teams;

Signature Witness -
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STATEMENT IN THE MATTER OF: Operation Sonet — File No. E14/1727
NAME: Lakshmanaa VARATHAN

Transactional Banking team, Master Data Team for business partners and vendors,

and Asset Accounting team.

4. We collegially use the term “SAP Brown” which refers to the SAP system used in
the initial roll-out in 2010 through to October 2013. The new build of the SAP
system is known as “SAP Green” which was used by the public schools in
November 2013. “SAP Green” was introduced and went “live” within TAFE

NSW and the Department’s Corporate offices in July 2014,

Master Data Management

5. In SAP Green, [ understand that a business unit can create a “team” shopping cart
(the precursor to the purchase order) where a number of peoi:)le can add to the
purchase order. Ialso understand that a purchase order can be good receipted by
anyone within a cost centre. I do not know whether you can allocate several
delivery locations on one purchase order. 1 am aware that you can do a partial
goods receipt. I am not sure if a purchase order can be split amongst different cost

centres — this advice needs to be sourced from the Department’s ITD Division,

Vendor Creation

6. There are two ways that Shared Services Centre uses for the creation of a new
vendor or supplier to the Department. The first process may involve that we look

at a list known as the “Universal Work List”, which has a link to a screen for the

Signature - Witness —
2717)is
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STATEMENT IN THE MATTER OF: Operation Sonet — File No. E14/1727

NAME: Lakshmanaa VARATHAN

27)s

vendor which is being created, and the attached supporting documentation. The
attached documentation is a document provided by the vendor which can verify
their details. For instance, the document may be a letterhead which contains the
vendor’s address and ABN. We ensure sure that the details contained in the
attachment match the details on the screen. If these details match, we process the

vendor creation into the SAP system.

. A tax invoice is unable to be processed through the Shared Services Centre

Accounts Payable section unless the vendor or supplier is created within the SAP
system. If the vendor or supplier does not exist within the SAP system Accounts
Payable request that the vendor be created by the business unit who ordered the
goods or services. In the past, if a purchase order exists but was created against
the wrong vendor, then Accounts Payable may forward the invoice to SSC Master
Data Management to create the appropriate vendor, Thié practice has ceased from
about 1 July 2014 with the deployment of SAP Green. All vendor creation
requests must now come from the business unit. Any invoices received by SSC
Master Data Management will be returned to Accounts Payable team or forwarded
directly to the business unit. The verifying document provided by the business
unit is usually the invoice (if it was a valid invoice for which the goods were

ordered and received by them).
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STATEMENT IN THE MATTER OF: Operation Sonet — File No. E14/1727

NAME: Lakshmanaa VARATHAN

10,

11

Signature

The Department’s general practice is that if a vendor has been dormant and non-
active for more than 18 months then the record should be marked as “dormant”
and blocked. We are currently working on a formal process for dormant vendor

cleansing.

To update vendor details, the same workflow process in SAP for the creation of a
vendor is usually used. If the supporting documentation provided by the vendor

matches the details in the SAP form, the vendor’s details are updated accordingly.

An alternative process to using SAP to request the update of vendor details would
be the use of email. A staff member can submit an email outlining the details they

wish to update, and attach the supporting documentation from the vendor,

A vendor can be paid without being established in SAP first. These suppliers are
referred to as ‘one-time vendors’. ‘One- time vendors® are used to make payment
such as prizes for students and other one- off acquisitions. They are should never
be used fo purchase goods and services. I am not able to confirm the precise
nature of the use of one time vendors as ! am not responsible for monitoring its

use.

Page 4 of 6 Z’U_NIS
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. £14/1727
NAME: Lakshmanaa VARATHAN

Asset Accounting

12. In SAP Green, The local institute or business unit can “flag” an asset when they
are doing the initial purchase order by entering a WBS element (when a WBS
element is created an AUC item is created automﬁticaﬂy). When they do a goods
receipt there would be a reminder (a soft warning) to remind them to create the
asset in the asset register. The business unit must initiate the request to create an
asset into the asset register. SSC Asset Accounting team can run an unposted
asset listing report to see outstanding AUC item amoﬁms. If a WBS element is
listed in the purchase order, we have no visibility. However, we undertake a
periodic / intermittent analysis of large value expenses to see if any assets have

been expensed,

13, In relation to the disposal of assets, the Shared Services Centre would receive a
request to dispose which would be accompanied by supporting documentation and
we would initiate the disposal process through the SAP system. For TAFE
Institutes we receive an authorisation from Institute Director or Institute Finance
Director. For property assets, it requires Executive or Ministerial submissions.
For disposal of assets in the Department and TAFE NSW we follow the MO25 —
Financial Management — Lost — Write Off Delegation. The approval must be

attached in the supporting documentation.

Signature T T ——
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STATEMENT IN THE MATTER OF: Operation Sonet — File No. £14/1727

NAME: Lakshmanaa VARATHAN

14.

15.

Signature

The only assets that my team or [ would come across within the Shared Services
Centre are “financial assets (or fixed assets)”. “Financial assets” are any tangible
assets valued over $10,000 or intangible assets over $50,000. Any purchases or
assets valued under $10,000 is considered as equipment. Any team in the

Department or TAFE NSW can procure or construct assets. Large buildings and

major works and many minor works are led by the Asset Management Units in the

Asset Management division of the Department. Prior to TAFE’s exit from
Education cluster, I understand that Asset Management facilitated major and
minor projects for TAFE and Department (including Schools).

In my understanding, TAFE Finance units have access to the common Financial
Assets register (Fixed Assets Register). In addition the may keep a local
equipment register (sometimes confusingly called an Asset Register). There is
only bne Fixed Asset Register for the Department (including TAFE NSW),
Currently TAFE NSW assets are recorded with a different company code (1020}
to identify the TAFE NSW assets.

I am only concerned with financial assets valued over $10,000. “Equipment”
assets are managed locally by the institutes and/or business units and must be
accountable to their own auditors. T am aware that TAFE NSW also undertake

their own financial asset audits.
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INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

PLACE: BANKSTOWN
NAME: Syivia ARTHUR
ADDRESS: Known to ICAC

OCCUPATION: .Relieving Associate Institute Director of People, Planning &
Performance |

TELEPHONE NO: Known to ICAC

DATE: 15 July 2015

States: -

1. .This statement made by me accurately sets out the evidence which I would be
prepared, if necessary, to give in Court as a witness. The statement 1s true to the
best of my knowledge and belief, and I make it knowing that, if it is tendered in
evidence, I shall be liable to prosecution if [ have wilfully stated in it anything which

[ know to be false or do not believe 1o be tfrue.

2.1 an‘.years of age.

3. Tam currently relieving in the position of Associate Institute Director of People,
Planning and Performance with TAFE NSW — South Western Sydney Institute
(“SWSI”). I have been relieving in this position since 13 August 2014, [ have been

employed by TAFE NSW for approximately 33 years.

Signature- Witness
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Sylvia ARTHUR

4, My substantive role is as the Director of Electrotechnology, Information and
Communications Technology and Design Faculty with SWSI. T have held this

position for more than eight years.

5. As the relieving Associate Institute Director of People, Planning and Performance,
I have responsibilities for a number of support business units such as Human
Resources Unit; ICT Services Unit; Finance Unit; Organisational Capability Unit,
which includes iTEL, Industry Liaison Unit and Corporate Governance and
Strategy Units. I also have a number of other responsibilities which link directly to

the Institute Director.

6. My responsibilities as the Director of Electrotechnology, Information and
Communications Technology and Design Faculty involved educational leadership
and management responsibilities, including all the teaching disciplines that sat
within that particular Faculty. I had responsibility over the budget; and the

students that sat within that Faculty over the nine (9) college locations.

7. The Head Office for the ICT Faculty was originally located at the Lidcombe

College but has since moved to the Macquarie Fields College.

8. The Director of Electrotechnelogy, Information and Communications Technology

and Design Faculty, has no responsibilities over the ICT Services Unit.

Signature_ Witness

Page 2 of 24

ensitive '
Volume 8 106



i
*

. NSW ICAC EXHIBIT
' . , E14/1727/067/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Sylvia ARTHUR

Policies and Procedures

9. If a new policy or procedure or change to a policy or procedure is issued from the
Head Office at Department of Education and Communities (“DEC”) or the
Institute [ would ensure that staff under my control were aware of that policy or

procedure. I would do this in a number of ways.

10. I would place a covering note over the particular policy or procedure and send that
to all the staff and/or [ would hold a Faculty Executive Team Meeting, which

were usually held on a weekly basis.

11. These meeting were held within the Faculty and the faculty office. These
meetings would usually be attended by the Associate Faculty Director; the
Teaching and Learning Consultant; the Operational Support Officer; at the time

the Business Consultant and [.

12. In addition to the other Agenda items, we would talk about any policies or
procedures, which would also be on the agenda of the meetings, what we needed
to do relating to these policies or procedures or any changes that may be required

as a result of these policies or procedures.

13. 1 would usually decide that we needed to inform our Head Teachers within the

Faculty in a more formal method as not everyone reads all their emails. I would

Page 3 of 24
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

NAME: Sylvia ARTHUR

4.

15.

16.

hold a Faculty Management Team Meeting, which was attended by all of the Head
Teachers. One of the agenda items for the meeting would be to discuss the new or
amended policies and procedures. We would discuss the importance of staff to
adhere énd comply with these policies and procedures. There would be
opportunities for questions. On occasions I would also invite a guest speaker to

talk about the policies and procedures or conduct a workshop with them.

The meetings minutes would be formalised and circulated amongst the Faculty’s

Head Teachers.

Afterwards | would follow-up with another email to remind them about the
importance of adherence and compliance of the policies and procedures that we
discussed at the Faculty Management Team Meeting. My Administrative
Assistant would link the relevant policies and procedures to the email and

recommend that they circulate them with the rest of the teaching staff.

All the departmental policies and procedures are available via the intranet system
to all emplovees of TAFE NSW. Policies and procedures are also available via
SWSiShare on the PoD (Policies and other documents site). SWSiShare PoD is a
centralised repository for all Institute wide business documents. PoD has been
designed to help staff find procedures, work instructions, policies, forms,

templates and links to external sites more quickly and efficiently.

Signature_- Witness
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

NAME: Sylvia ARTHUR

17.

The Institute Director would send out formal announcements and equally the
Finance Unit, or other SWSi Support Units, may send out announcements or

bulletins relating to new or amended policies and procedures.

Ronald Cordoba

18.

19.

20.

21.

[ first met Ronald Cordoba when he was a Teacher within the ICT and Design

Faculty as it was known at the time.

I believe that Ronald Cordoba may have been a casual ICT Teacher prior to

becoming a permanent full-time Teacher within the ICT and Design Faculty.

[ was not Ronald Cordoba’s immediate line manager or supervisor but [ was his
indirect supervisor. Ronald Cordoba would have been supervised by his Head

Teacher who reports up to the Faculty Director and Assistant Faculty Director.

Ronald Cordoba was given the opportunity to relieve in the role of Teaching and
Learning Consultant within the Faculty unit. Within this role, Ronald Cordoba
would have been responsible for ensuring compliance with all of the Australian
Standards for Quality Assurance (“ASQA”) involving compliance around the
standards associated with aspects of teaching and learning. He would have direct
contact with the teaching staff in relation to recognition; audit of roli-books; or

anything to do with educational delivery.

Signature_ Witness
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Sylvia ARTHUR

22. Ronald Cordoba’s substantive position was as a Senior Education Officer
(“SEQ™), Teaching and Learning Consultant within the Faculty of
Electrotechnology, Information and Communications Technology and Design

prior to relieving in the role of Manager of ICT Services Unit.

23. Between August 2009 to October 2009 and during other periods of time, Ronald
Cordoba was given the opportunity to relieve as the Assistant Faculty Director of
the Electrotechnology, Information and Communications Technology and Design
Faculty. It is my understanding that Ronald Cordoba was relieving as the

Assistant Faculty Director prior to relieving in the Manager ICT Services role.

24. At the end of December 2012, Ronald Cordoba was successful in relieving in the
position of Manager of ICT Services Unit where he remained until around

July/August 2014,

25. Ronald Cordoba had no financial delegation whilst he occupied the position of
Senior Education Officer, Teaching and Learning Consultant within the Faculty of

Electrotechnology, Information and Communications Technology and Design.

26. 1 am aware of a complaint made against George Zajko, a Head Teacher within the
Faculty of Electrotechnology, Information and Communications Technology and
Design, regarding unauthorised private and secondary employment at the CISCO

Liverpool College.

Page 6 of 24
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Sylvia ARTHUR

27.1 was verbally informed by Ronald Cordoba that he had attended a course at the
CISCO Liverpool Academy and that George Zajko was the lecturer and presenter

for the course.

28. On the 14 March 2013, I wrote an email to George Zajko to arrange a meeting
with him to discuss this private and secondary employment. During the course of
this same day (14 March 2013) there were several responses between George

Zajko and myself in relation to this matter.

29. At the time, the Lidcombe College of TAFE NSW was a regional academy for the
CISCO Academy. Therefore at the time they had responsibilities for local

academies of which this was one of them.

30. On the 17 March 2013, I forwarded a further email to George Zajko thanking him
for his response to my previous emails and arranging to meet with him on

Tuesday 19 March 2013 to discuss this matter further with him.

31. On 22 March 2013, I wrote a further email to George Zajko confirming what we

discussed on the 19 March 2013 during our meeting.

32. On 23 March 2013, George Zajko wrote an emai} to me requesting whether |
could identify the person who had made the allegation or reported him. I do not

recall disclosing the identity of the complainant.

. Page 7 of 24
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. £14/1727
NAME: Syivia ARTHUR

EXHIBIT: 1FRODUCE COPIES OF THOSE EMAILS BETWEEN
GEORGE ZAJKO AND MYSELF BETWEEN 14 MARCH 2013

TO 23 MARCH 2013,

33.1 am aware that there was a complaint made by George Zajko against Ronald

Cordoba. This complaint was not originally reported directly to me.

34. On the 6 June 2013, Ronald Cordoba sent an email to George Zajko in relation to
becoming aware about a serious allegation made against him by George Zajko to
other staff within the Faculty of Electrotechnology, Information and

Communications Technology and Design.

35. George Zajko allegedly stated that Ronald Cordoba was involved in a company or
business trading as Storm Solutions that sells to TAFE NSW and made allegations

that Ronald Cordoba was corrupt.

36. Ronald Cordoba took offence to these comments and allegations being made
against him by George Zajko. He wrote an email to George Zajko requesting a

formal apology for making these false allegations.

37. On the second page of the email, Ronald Cordoba informs George Zajko that
SWSI was aware that he was the owner of Storm Solutions and that this had been

documented and approved.
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38. In this email (6 June 2013), Ronald Cordoba copied myself and Deborah Willmer,
who was the Assistant Faculty Director of Electrotechnology, Information and
Communications Technology and Design at the time, into this email. Deborah

Willmer was requested to investigate this matter as a result of this email.

39. The following day (7 June 2013), Deborah Willmer wrote to Ronald Cordoba and
offered to assist with this matter in an informal process, she also advised that
Ronald Cordoba could lodge a formal complaint with the College Manager, Geoff

Gaymer.

40. Later that same date (7 June 2013), Ronald Cordoba has replied to Deborah
Willmer that an informal meeting would suffice and that an apology would be

accepted.

EXHIBIT; IPRODUCE A COPY OF THAT EMAIL CHAIN BETWEEN
RONALD CORDOBA; GEORGE ZAJKO; DEBORAH
WILLMER AND MYSELF - BETWEEN 6 JUNE 2013 AND 7

JUNE 2013.

41. On the 11 June 2013, I sent an email to Deborah Willmer informing her to lodge
the complaint of Ronald Cordoba following the Department of Education and

Communities procedures for such complaints.

Signature Witness
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STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

NAME: Sylvia ARTHUR

EXHIBIT: IPRODUCE A COPY OF THAT EMAIL FROM MYSELF TO

42,

43,

44,

45.

46.

Signature

DEBORAH WILLMER - DATED 11 JUNE 2013.

I did not receive any emails from George Zajko or any other employee of SWSI
that attached any documents relating to companies or businesses owned or

controlled by Ronald Cordoba.

I did not receive any email directly from George Zajko in relation to any concerns
or allegations that he may have in relation to Ronald Cordoba or his involvement

with any business or company allegedly supplying goods or services to SWSL

I was unaware if Ronald Cordoba had submitted a private and secondary
employment form and had received authority for Storm Solutions for the period of
2013 as at the time he was not a member of the Faculty of Electrotechnology,
Information and Communications Technology and Design but was relieving in the

position of Manager of the ICT Services Unit.

The only private and secondary employment form that I am aware of whilst
Ronald Cordoba was under my responsibility was for a company trading as

Meditech Pty Ltd in 2009,

Ronald Cordoba told me that the work with Meditech Pty Ltd involved ICT

consultancy work. This was listed on the form.

Witness
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NAME: Sylvia ARTHUR

47.1 have no prior knowledge that Ronald Cordoba was involved with any business
or company trading as {TD Pty Ltd; ITD Systems; IT Data Systems; or [T Medical

Solutions Pty Ltd.

Employment Screening

48. There is a placeholder in my calendar for a meeting with myself, the HR Manager
and the Institute Director at the time on 28 February 2005. I do not have a clear
recollection of that meeting, or the nature of the crimina! conduct that was

exposed in relation to Ronald Cordoba.

49. To my knowledge there is no process to check criminal records/conduct
employment screening when an employee is selected for promotion or to act in

another role, including one with a financial delegation.

Private and Secondary Employment

50. When I was in the role of Faculty Director | would circulate an email, usually ona
yearly basis, to all Faculty staff members, which would highlight the policy and

procedures around private and secondary employment.

51. During the Faculty Management Team Meeting, we would discuss and define
what was private and secondary employment and the processes the staff needed to

follow to obtain approval to undertake private or secondary employment.

Sigmure- Witness
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52.

53.

54.

55.

56.

Signature_ Witness

I would encourage all the Head Teachers to share this information with their staff

s0 that they were made aware of the requirements and obligations.

The private and secondary employment forms were valid for up to a 12-month
calendar period, I would endeavour to send out reminder emails at the

commencement of each semester,

The obligation to submit and seek approval for private and secondary employment
is-the responsibility of the individual staff member and it is not the line manager

or Faculty Director’s responsibility to chase employees to submit these forms.

I am not aware of any random spot checks that were conducted to verify whether

an employee had participated in private or secondary employment.

In determining if the application would constitute a conflict of interest,

consideration of the following policy/guidelines would be required:

Private and Secondary Employment Guidelines. Section 4.6 — Where applications
are made for private or secondary employment, the delegate needs to be satisfied
that the:

Work will not create a conﬂict of interest — Definition: A situation in which an
employee has a private or personal interest, which may influence the exercise of

his or her official duties. An employee’s private employment might cause them to
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NAME: Sylvia ARTHUR

act in a manner which is not in the interest of DET. Refer to the Code of Conduct

section on Conflict of Interest...

Financial Delegation

57. Financial delegation levels are based upon an employee’s position grading level.
All Institute Managers’ positions, including Associate Institute Directors, have a
financial delegation 'lcvel'up to $150,000. The Institute Director has a financial

delegation level up to $500,000.

Board of Directors Meetings

58. During the 2014 period I was a representative on the Institute’s monthly Board of
Directors meeting in my position of the Faculty Director of Electrotechnology,
Information and Communications Technology and Design and from 13 August
2014 as the relieving Associate Institute Director — People, Planning and

Performance.

59. I continue to be a representative upon the Institute’s Board of Directors meeting to
date as the relieving Associate Institute Director - People, Planning and

Performance.

60. Whilst in the relieving role as the Associate Institute Director - People, Planning

and Performance, | prepared a submission to the Institute Board of Directors,
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dated 22 October 2014, in relation to the Capability Building Project Funding.
Attached to my submission was an Excel spreadsheet relating to the Capability

Building Project Progress Report — Final Report.

EXHIBIT: [IPRODUCE A COPY OF THAT SUBMISSION TO BOARD OF
DIRECTORS RELATING TO CAPABILITY BUILDING
PROJECTS FUNDING — FINAL REPORT - DATED 22

OCTOBER 20614,

EXHIBIT: IPRODUCE A COPY OF THAT EXCEL SPREADHSEET
ATTACHMENT RELATING TO THE CAPABILITY
BUILDING PROJECT PROGRESS REPORT ~ FINAL

REPORT.

61. I cannot be certain about agenda items discussed at these Institute Board of
Directors meetings but they were minuted and distributed amongst the Board of

Directors and the other representatives shortly after these meetings.

62. It would be normal practice for a Faculty Director or business unit manager
seeking extra funding to submit a business case to the Board of Directors for

consideration for funding for their particular project. In some mstances the request

Signature- Witness
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would go to the Finance Unit, the Institute Director and/or one of the Associate

Institute Directors.

63. There are no persons currently or formerly on the Institute’s Board of Directors or
their representative attendees that has specific technical knowledge in relation to
ICT issues, or knowledge of the market value of ICT equipment and services, The
Board of Directors would rely upon a representative. or the Manager within the
ICT Services Unit or Faculty to provide that technical knowledge, if required or

reguested.

64. To my knowledge an auditor or consultant has not been engaged in relation to ICT
Business cases or issues, which were not understood in detail by those attending

the Board meetings, including myself.

65. In 2008 in my capacity as relieving Associate Institute Director — Strategy and
Development I established the ICT Reference Group. The ICT Reference Group
was active from 2008 until March 2013. The 2008 Statement of Purpose lists
membership as: Associate Director Strategy and Development (Convenor); 2 x
Faculty Directors; College Manager (with ICT as their portfolio); Regional
Manager ICT Services; Regional Manager Finance and Administration; Manager
Business Planning and Performance; Manager e-Learning; Others by invitation. In
2012 the Terms of Reference included membership: Associate Director Strategy

and Development (Chair); Manager ICT Services (Executive Officer); Manager

Page 15 of 24

sensitive

Volume 8 119




NSW ICAC EXHIBIT

ensitive
Volume 8

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

NAME: Sylvia ARTHUR

66

67.

68.

iTEL; Director Learning Environment; at least 1 x College Manager; at least 1 x
Faculty Director; at least 1 x Assistant Director Faculty; Director Finance Unit;
Manager Planning and Performance; Institute Facilities Coordinator. When
anything was put up by the ICT Services Unit it would go to the ICT Reference
Group for Qetting/endorsement prior to going to any other leadership group. This
was particularly the case for replacement computers and major plant. The ICT

Reference Group was disbanded due to a realignment of portfolios.

. The ICT Reference Group no longer exists but in my current relieving role I have

established a similar governance model within the Capital Asset Strategy Group
for the Institute. A high level review of the ICT Services Unit was conducted by
Enosys Solutions Pty Ltd. In the final report a Governance structure was provided
in the findings and recommendations, together with a suggested framework, which
noted the possibility of utilising the Capital Asset Strategy Group. The
composition of the proposed Governance structure would be different to the

current model, as outlined in the Report.

EXHIBIT: I PRODUCE A COPY OF ENOSYS REPORT, WHICH

RECOMMENDS AN AMENDED GOVERNANCE STRUCTURE

Procurement

AIICT equipment for the Institute is meant to be procured through the ICT

Services Unit.
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69. The Institute preferred method of procurement of goods and services is through an
“In Contract” or Government supplier. An “Out of Contract” supplier should only

be used when there is no “In Contract” supplier for the goods or services.

70. A specific case must be established, and approved by the appropriate line
manager, as to why there is a need to use an “Out of Contract” supplier. This case
should be channelled through the Institute’s Finance Unit for their input and/or

advice.

71. Businesses are also requested to submit proposals if they are not in government
eontract, in addition normally three proposals are requested. To my knowledge
there was not a proposal submitted by ITD Pty Ltd. I am unable to comment why

this may have been the case.

72.1 have not previously heard or used a business or company trading as I'TD Pty Ltd.
I am unaware of what goods or services ITD Pty Ltd specialise or provide to the

market.

73. Ronald Cordoba has not informed me that he was involved or associated with any
business or company that was supplying any goods or services to the Department

of Education and Communities; TAFE NSW or SWSL

Signature Witness
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74. 1 was not aware that Ronald Cordoba was involved or associated with any
business or company that was supplying any goods or services to the Department

of Education and Communities; TAFE NSW or SWSI.

75. 1 am not aware of any person within the Department of Education and
Communities; TAFE NSW or SWSI that was aware that Ronald Cordoba was
involved or associated with any business or company that was supplying any |
goods or services to the Department of Education and Communities; TAFE NSW

or SWSL

76. 1 would not have approved any private and secondary employment to Ronald
- Cordoba if it was known that he intended to undertake business with any NSW
Government agencies or educational institutions through any of his private

businesses or companies.

77. 1 am not aware of any Department of Education and Communities, TAFE NSW or
SWSI employees that may have worked for Ronald Cordoba in a private capacity

for any of his businesses or companies.

78. I am not aware if Ronald Cordoba was using any TAFE NSW or SWSI equipment

or respurces to operate any of his private businesses or companies.

79. In August 2014, ] commenced to relieve as the Associate Institute Director of

People, Planning and Performance. This relieving position was previously held by
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John Humphrey, whose substantive role was as the Institute’s Faculty Director of
Building and Construction. John Humphrey was relieving in the position of
Associate Institute Director of People, Planning and Performance for

approximately eleven months but [ cannot be certain of the actual period.

80. If a collection of goods and/or services were ordered at the same time from the
one supplier, for numerous College locations, I would expect a single purchase
order to be raised. To my knowledge, it does not assist the asset register process to
create a separate purchase order for goods and/or services being received by each

different location.

81. I understand that some equipment was returned, however | have no direct

knowledge of what equipment has not been identified.

82. In addition to the Submission to the Board template (and other Governance
Groups) I will be requesting a Business Case template to be used by the ICT
Services Unit specifically for the purchase of equipment and/or requests for
fundin.g. It will be adopted for any new requésis or additional monies. I am not

familiar with the detail as I was not the Associate Institute Director at the time.

EXHIBIT: IPRODUCE A COPY OF THE BUSINESS CASE TEMPLATE

THAT IS TO BE USED BY THE ICT SERVICES UNIT.

Signature Witness

Page 19 of 24
sensitive
Volume 8

E14/1727/067/0002

123




NSW ICAC EXHIBIT L
E14/1727/067/0002

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Sylvia ARTHUR

83. When I commenced in this role, following consultation with the Board, I
disseminated the list of projects, their budgets and their associated equipment
purchases to project managers for feedback on whether they received value for
money. I also asked project managers whether they could identify opportunities to
share the benefit of their projects across other aspects of the organisation.

84. As a result of this process, none of the project managers have reported that they

were unsure of the purpose of the equipment.

85. In an email to the Board on 22™ October, 2014 1 proposed that in future the value
for money and benefits to SWSi, achieved by projects is reported to the Board.
Board members supported this proposal. A formal process has not been
implemented at this stage, pending the implementation of the findings and
recommendations for the ICT Services Review conducted by Enosys. The finai

report was tabled in May 2015. Implementation is due to commence July 2013.

86. SWSI employees who have procurement duties as part of their role do not have
KPIs around procurement. The incentive is to comply with the relevant policies
and procedures and to work within budget. Faculty staff (namely Head Teachers)
were required to report on a monthly basis on their section’s performance and
efficiency. These reports were then rolled up into the Faculty Report. The ICT

Manager reports on the ICT Services Unit’s performance against their budget,
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projects, initiatives, activities etc in my 1:1 meetings. | am unaware of the
reporting that occurred prior to me relieving in the Associate Institute Director —

People, Planning and Performance role.

87. In relation to SWSi projects, further funding does not need to be requested at

project milestones, since it is accessible in its entirety upfront.

88. It is my understanding that progress and budget reporting was only required in
relation to past and current project milestones for the ICT Business Cases

submitted by Ronald Cordoba.

89. If a project requires budget variation, depending on the project, the project
manager would be required to submit a proposal outlining a rationale for
additional funds. This would have to be approved by the line manager, prior to the
provision of the funds and dependent upon the amount of the request it would be

required to go to the Board for approval.

90. Currently I conduct monthly (or on a needs basis) reviews with the relieving
Manager of ICT Services on all ICT projects, initiatives, updates, budget and
“business as usual” activities to determine the status of scope and deliverables,
These reviews are documented against the activities. A change to the formal

process and the development of a formal assessment is in development.

Signature Witness
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Disposal of End-of-Life Eguipment

91.

92.

93.

94,

9s5.

Signature

All end-of-lease; end-of-life; or decommissioned ICT equipment belonging to
SWSI are disposed of through the Finance Unit in consultation with the ICT
Services Unit. They can either be disposed through a public auction or disposed

through an e-recycler if they bave no financial value.

The Faculty of Electrotechnology, Information and Communications Technology
and Design also negotiated with the Institute to use some of the end-of-life
computers to be used in the Non-Corporate Students Labs so that they can be
pulled apart and put back together, as part of the student teaching and learﬁing

activities.

I am aware that on occasions, some computers are able to be donated to a not-for-

profit organisation but they must go through the same disposal processes.

I am not aware of any SWSI staff being allowed to remove or use any end-of-life

or decommissioned computers for their own personal use.

I am not aware of a computer retailer trading as J&W Computers Villawood. I
was not aware of any TAFE NSW or SWSI computers or other ICT equipment

being collected or disposed of through the company, J&W Computers Villawood.

Wilness
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Disposal of ICT equipment via J&W Computers Villawood would not be

acceptable under any circumstances.

96. To my knowledge, there are no safeguards to ensure that ICT equipment is only
disposed of to ‘in government contract’ companies. However, the disposal of
assets may be able to be tracked using the asset tracking/Asset Register and stock-

take initiatives.

97. I was not aware if Ronald Cordoba or any other TAFE NSW employee receiving
any monies from J&W Computers Villawood for the collection and disposal of

TAFE NSW or SWSI owned computers.

68. I am not aware of any payment of monies by J&W Computers Villawood for the
collection and disposal of any TAFE NSW or SWSI owned computers and/or

other ICT equipment.

Removal of TAFE NSW Equipment

99. Tt is the normal process if a TAFE NSW or SWSI employee wishes to remove or
take any equipment belonging to the Institute home or offsite that they receive
permission or authority from their immediate line manager and complete an entry

within the “Equipment Movement Register” or similar register.

Signature Witness
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100. I have no knowledge if Ronald Cordoba or any other employee of TAFE NSW
has received any monies or other financial benefits or rewards to purchase ICT
equipment and/or software through the company or business trading as ITD Pty

Ltd or ITD Systems on behalf of the Institute.

101. I am not aware of any person employed by the Department of Education and
Communities or TAFE NSW that have received any monies or other financial
benefits or rewards from Ronald Cordoba for the placement of orders for ICT
equipment and software to be supplied to the Institute through his company or

business trading as ITD Pty Ltd or ITD Systems.

Signature Witness
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Arthur, Sylvia

Froms: Zajko, George

Sent: : Saturday, 23 March 2013 1:09 PM

To: Arthur, Sylvia

Subject: RE: Meeting - Private and Secondary Employment
Thanks Syivia

Could you please advise who made the original allegation/report to you?
Best Regards

Gearge Zajko

Erome Arthur, Sylvia
Sent: Friday, 22 March 2013 2:59 PM
To: Zajko, Geotge
. ubject: RE: Meeting - Private-and Secondary Employment

Dear George

I am writing to coafirm the outcomes of our meeting on Tuesday 19 March regarding this métt’ér. T am satisfied with
- your explanations and agree that this activity sits outside of the Private and Secondary Employment Guidelines.

Thank you for your cooperation.

Regards

Sylvia Arthur

| Director | Electrotechnology, information & Communications Technology & Design Faculty |

teo29s20fB | o220 ~ I = sviviz2 | w www sws NG

From: Arthur, Sylvia
Sent: Sunday, 17 March 2013 4:41 PM

0t Zajko, George - :
Subject: RE: Meeting - Private and Secondary Employment

Dear George, :
Thank you for your prompt response and the points outlined in your email. My understanding from your response is

that you were/are working in a voluntary capacity for a short:period of time at the Matrix Institute of Technology.

Perhaps we can discuss on Tuesday as per your suggestion.
Thanks and Regards

Svivia Arthur _
! Director | Electrotechnology, information & Communications Technology & Design Facuity |
I Macquarie Fields College i Victoria Road {PO Box 5, Macquarie Fields 2564 |

 p 029820 I 023520 ] ~ [ = svvie v | v oo, S |

From: Zajko, George
Sent: Saturday, 16 March 2013 12:45 PM
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To: Arthur, Syivia
Subject: RE: Meeting - Private and Secondary Employment

Hi Sytvia
This is nonsense.

I thought in your first email that you were referring into my voluntary unpaid work with the St Vincent de Paul
Sociaty in defivering food and financial assistance to my iocal

disadvantaged community members.

The Liverpool Cisco Academy, as-well as several other academies (Blacktown, Parkes, Uitimo, Mudgee and others)
has been-under the umbrella of Lidcombe IT when the

Cisco Networking Academy system had an hierarchical structure, comprising Regional and supported Lol
Academies.

Currently the Cisco Netwoking Academy Program is globally undergoing massive structural and operational changes

that would normally overwhelm Local Academies. Itis "*m.\

daunting even for me, an experienced Cisco instructor. Since the Liverpool Academy has been inactive in delivering
courses for some time, the changes have left the Legal

Main Contact somewhat bewiidered, and so Zacharias Kondaxis asked me to gwde him through the new NetSpace
curriculum delivery environment, and for a very short

time, to mentor the new delivery stralegies as per NetSpace, for which Zacharias Kondaxis himself was a student for
3 weeks,

The temporary pro—bbno assistance arrangement was stated and made clear at the beginning of the session, o ali
present.

1 undertook this task:

1. as a short term temporary assignment to assist a Local Academy in creating classes, environment management,
and mentoring curriculum delivery in the new NetSpace

environment;

2. in the spirit of supportto a historical Local Academy- both I and John Roc were there for the formal opening of the
Liverpool Cisco Academy in 29 May 2003, and when

Macquarie Fields TAFE IT did not want to take on the academy, Zacharias Kondaxis, from Workventures, took up the
running of the academy instead;

3. as an unpaid, either now or in the future, voluntary task in my own fime;

4, as an opportunity and a way of rethinking and re-doing my own delivery strategies for Cisco curricutum delivery,

it is the same free assistance that I give to the Telecommunications group and the Lidcombe IT group in their own
Cisco Academy Program, for example,

1. recently, after considerable consultation with him, making Mchan Vijppalapatti a Registar for the Academy to aiiow
him to procass his own Cisco teaching staff;

2. providing a transitional training program for Telecormmunications feacher Ric Giglh, who needed to upgrade to be
an instructor in the CCNAL curriculum;

3. providing several transitional training programs for other Lidcombe IT staff to upgrade to instructors in IT

2
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Essentials and CCNA programs.

Given that this short term, free, unpaid, uncompensated, pro-bono, unremmited task was taken up voluntarily in my
own fime on a Saturday as a favour to a Locaé Cisco

Academy, I did not see this as valid reason to submit anythsng under right to private practice processes. It is not a
oantmumg employment commitment. I already have

enough to do working pro-bono at Lidcombe IT with all-night sessions well out of TPD hours, preparing new
resources for teaching in advanced topics in IT, and reports for

faculty ahd management,

I am happy to meet with you to discuss any further concerns that you may have, perhaps in a break at the Tuesday
19 March 2013 Facuity Meeting, or afterwards before the

Discipline Group meeting.
Best Regards k
George Zajko

—
Fromy: Arthur, Sylvia :
Sent: Thursday, 14 March 2013 3:40 PM

© To Zajke, George
Subject: RE: Meeting - Private and Secondary Employment

Dear George

I have received advice that you are teaching at the Matrix institute of Technology on the following course:

CCNA 1 Network Starts: 23 February 2012 | Finishes:
Fundamentals 27 June 2013

$635 Every Saturday 10.00am - 2,00pm

The meeting is regarding your response to this matter.

Regards

“wa¥lvia Arthur
| Director | Electrotechnotogy, information & Communications Technology & Design Faculty |

- 1pozosfilll o2 oszo ] IR = svaanhuc o s S |

From: Zajko, Gegrge

Sent: Thursday, 14 March 2013 3:26 PM

Tao: Arthur, Syhia

Subjeck: RE: Meeting - Private and Secondary Employment

Hi Sylvia

Could you please clarify what you understand to be, in this case, “an issue regarding Private and Secondary
Employment”.

Regards

George Zajko
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From: Arthur, Sylvia

Sent: Thursday, 14 March 2013 9:18 AM

To: Zajko, George

Cc: Tideswell, Megan

Subject: Meeting - Private and Secondary Employment

Dear George

P would Hke to arrange & meeting with you to discuss an issue regarding Private and Secondary Employment, | will
ask Megan to liaise with you regarding a suitable time/day. As you are aware Megan is in the office
Mordays/Tuesdays.

Regards
Sylvia Arthur

i birec_tor | Electratechnoslogy, Information & Communications Technology & Design Faculty {
{ Macquarie Fields Coflege } Victoria Road | PO Box §, Macquarie-Fields 2564 ]

o2 0020 1102 9520 o D | siviactur o S| v S

Find and follow us on:

South western Sydney ulduie

- Please consider the environment before printing this email
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From: Cordoba, Ron

Tot Withmer, Deborph

e Zako, Geomme: Mata. Franz; Youssef. Paul: Benfatto, Richard: Arhur. Svivia
Subject: RE: Compiaint

Date: Friday, 7 June 2033 2:09:35 PM

E14/1727/067/0002

An informal meeting will suffice as if the allegation is frue an apology would be accepted and we
can move on.

Ron

From; Wilimer, Deborsh
Sent: Friday, 7 June 2013 1:42 PM

To: Cordoba, Ron
Cex Zajko, George, Matta, Franz, Youssef, Paul; Benfatto, Richard; Arthur, Sylia; Willmer, Deborah

Subject: Re; Complaint
Dear Ron
1 will be available to assist with this matter on Tuesday, 11 June after 1:00 pm.

If you wish to register a complaint through the complaint procedure, I can commence the
informal process and determine the appropriate next step/s to be taken.

Alternately, the complaint can be registered with Geoff Gaymer, College Manager,
Lidcombe College, via the complaint form available on POD?

Please let me know if you wish to meet on Tuesday.

Regards

Deborah Willmer

(Relieving) Assistant Director, Faculty
Electrotechnology, ICT & Design

9320 [l
On 06/06/2013, at 10:06 PM, "Cordoba, Ron" <Ren.Cordoba @ NG wrote:

Hi George,

It has come to my atiention that you have made a serfous allegation against me in
front of the following staff members:

* Franz Matta
* Paul Youseff
* Richard Benfatito

The information provided to me today was in reference to a staternent that you made
in the Lidcombe Staff Room around unchtime when in discussion about an issue of a
"Sturdent” that has their own business and was trying to sell 2 printer for your section.
(and this is questionable as well given the policy printers purchasing policy - this is an
issue for your line manager)

The following alleged statement has been made: "its not like Storm Sciutions
fromy Ron that he selis to TAFE and that he is corrupt”.

If the alleged statement that has been presented to me is correct I find this statement
offensive and defamatory and I will be seeking a formal apology and a quick
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resolution to the matter as we have no place in TAFE NSW - SWSi for this type of
behaviour or inuendo.

For your information, yes I am the owner of Storm Solutions and this is documented
within SWS! at all levels (Faculty and Instituie) with a right to private practice at all
times and the allegation of comupt behaviour is defamatory and not acceptable.

If the statement is not true I will take action accordingly.

I have added the staff that were present and since your line manager is Sylvié Arthur
and 1 have also induded Deborah Willmer as the Assistant Faculty Director which in
her role she manages internal complaints within the facuity.

Please ensure you contact me via email to darify this. promptiy,

Regards

Ron Cordoba

T Manager | TAFE ) . S,
TAFD NSW ~ South Western Sydney Institute | 32 Victoria Road, Macquarie Sieitls NSW 2565

Tozsezo i Foz s R v I | vor
! E roncordoba® . | W wwy SWSItafensw eduay

Please consider the ¢nvironment before printing this emalf
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Yammine, Georgi :

From: Arthur, Sylvia

Sents ' Thursday, 7 May 2015 10:52 AM
To: Yammine, Georgina

Subject: FW:IT - Lidcombe

Printing thks

Regards

Sylvia Arthur

| RfAsseciate Institute Director ~ People, Planning and Performance]| Institute Director’s Unit |
| Bankstown College | 500 Chape! Road {Bankstown NSW 2200 |

| p02 87136513 | £029730 7353 i | = svvizacthure N | WM 1
~+£rom: Arthur, Sylvia

Sent: Tuesday, 11 June 2013 8:42 PM

To; Wilimer, Deborah

Subject: {T - Lidcombe
Hi Deborah
Just to confirm our conversation regarding the matters in iT at Lidcombe.

{ agree with the proposal for Richard Benfatto to temporarily work in (T at Campbelitown. You mentioned that this
was his preferred section. Unfortunately we are not in a position to accept & transfer to Telecommunications &
Metworks until after we have finalised our profile and services review and even then there may not be a position
available. Would you piease foliow up with Sharyn Kuchar to determine whether we can impiement beginning of
samester 2.

Lodge the complaint raised by Ron Cordoba following the DEC procedure. Even though Ror was satisfied with the
wicome of his conversation with George Zjako, | think you should also touch base with the 3 witnesses to the
“—allegation, so that we are closing off all ioose ends.

Thanks Deborah, you’ve done a good job managing this situation.

Svivia Arthur

| Director | Electrotechnology, infermation & Communications Technology & Design Faculty |
| Macquarie Fisids Coliege { Victoria Road [PO Box 5, Macquarie Fields 2564 |

| pazoszo 8 1#02 9525 S NN | e svivia aritr S | v« vovose s, S |

Find and follow us o BHL T &

Sauth Western Sydner

.:fm Piease consider the environment before printing this smaif
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Sensitivity: Confidential not for distribution
Date: ' 22 Qctober 2014
Agenda item No: ltem 6
Subject: ~ Capabiiity Buiiding Projects Funding - Finaf Report
Purpose: For information and Discussion
issue

Final report for the SWSi Capability Building Projects Funding.

Background

At its February meeting, the Board approved funding for Capability Building Projects.
Projects were fo be compieted by 30 June 2014, The tofal cost of the projects was
$6,868,736 and funding was allocated across five categories as follows:

s

Laptop Renewal Strategy $665,50

Information Technology infrastructure Pryects %1 884,814

Transformational Strategy Facilities Projects $3,563,306

Commercial Product Development $582,356

Marketing Collateral Deveiopment $172,860

GRAND TOTAL $6,868,736
Current Situation

Project Owners were reguirad to manage their projects in accordance with policies,
procedures and to the specific requirements of funding, for exampie under the category of
Commercial Product Development funds were not to be expended for the purchase of
equipment. Project Owners were also required to provide progress reporie on the
expenditure and status of their projects to ensure that the compietion date could be met and
funds acquitted by the due date of 15 June2014.

Comment

Project Owners were asked to provide feedback on the outcomes of their projects and in
particular the benefits/improvements fo thelr units and to SWSI, This is particularly beneficial
in the Commercial Product Davelopment category which aliows for the shating of ideas and
innovations across Faculties and units, Feedbacic has been incorporated inte the final report

at Tab A.

Subrmission to Board of Directors yersion 4 Page 1 0of 2
COwner, Corporate Sirategy and Governance unit Lasi reviewed: 40372013
Disclaimer: Printed copies of this document are regarded & uncontrolled
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The total funding being aflocated to this inttiative is $6,868,736.

The total funding being ex
variance of -$129,753,

Recommendations

The Board of Directors notes the status of th
Repart and provides comment and feedback

Syivia Arthur

pended against this inftiative is $6,998,488 which resulls in a

& Capability Building Projects Funding - Final
on the outcomes of this initiative.

R/Associate Institute Director — People, Planning & Performance

22 October 2014

Attachment: TAB A Capability Building Projects Funding — Final Report

Submission to Buard of Directors

Page 2 of 2

version 1
Last reviewsd: 4/03/2013

Owner: Corporate Strategy and Governance unit
Disclaimer: Printed copiés of this document are tegarded as unconirolieg
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" CONFIGENTIAG T FOR FURTHER DISTRIBTION

Capability Bullding Projects Progress Report . TABA -
part .

= Project desighed to veplece 355 old laptops rom s total of 638 Wentfied,

» Al lapiops feve bioen depioyed to sites and in the process of belng bullt 2nd distributed,
Ron Cordoba * Pyovide ard improve the ablilty for staff and sections ta defeond: ite foth
> v
* Renewal Strategy Goorgs Misnovie  FIODSS00.0 sonduct offsite /moblie/porabls businges.
This budget providad:

® inerease Storage In the doud for facultlesfsectinng,
-+ Seckat spretic assstonce provided to Improve educstions] deftvery.
* Roplice extsng educational emall systern, Wi provide tezching sections with new eralt

ot -

Software Tor (0T, fscyives K unkts such as:
LR {reenoms — provid
stpmart staff,

e Suppott tonabiitiet to (CT Services from inslde/olt BEC 1o

» Polyeom ficences - portshie videg conferancing for ¥IP"s end ro other criticet sraff,
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1 Executive Summary

NSW TAFE South West Sydney Institute (SWSi) engaged Enosys Solutions Ply Lid (Enosys) fo undertake
a review of the current state of ICT Systems to assess cumrent ICT Services group’s ability to support
SWSi's changing business funding mode! under the new Smart and Skifled’ funding mode! {the Review).
This Report contains the results of that Review, and is broken up into the foliowing sections:

» A Current State Review
¢« A Target State Definition
s A Gap Analysis

e A Detailed List of Recommendations; and

e A Prioritised Migration Plan.

Background

not only between the TAFE sector and private educatlonal mstltuttons and the universities, but between the
TAFE Institutes themselves, must drive a shift in culture {0 & more agile, responsive and proactive Institute.

In addition to these shared pressures, there é.r“é r"r'i::a'ny sﬁe’cif“ ic stresses unigue to SWSi. Examples of these
include the unique demographics of SWSi and the high preponderance of recent arrivals and non-native
English speakers. -

Business issues directly impac’éin’b SWSi stém Iarbely from the change in funding maode}, government focus
on jobs and costs, the growth in competition and:the need to become agile and responsive.

in short, the current manira, Sﬁiag and Skilled must translate directly into planning, outreach and the
redesign of the model in‘which SWSi delivers education.
Review Themes

Our research has surfaced four themes immediately impacting the TAFE's operating model and the
infrastructural changes requared by the brave new world of competition and commercialisation.

These four themes are

1. ICT Govemance

2. Risk Management
3. ICT Service Definition and Catalogue

4, Benefits Management and Value Realisation

! https://smartandskilled.nsw.gov.au/about
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Current Siate

The Review assesses that ICT Services is not capabie of supporting the naw operating mode!l under Smart
and Skifled, The current state of ICT Services is summarised as follows:

« SWSi business and ICT Services are not adequately aligned.
+ An T Strategy does not currently exist, with ICT services,

o Core application services delivered by ICT Services {such as Moodle, SW3i website,
SharePoint and CRM) are currently running out of one data centre only and pose an
inappropriate level of risk of impacting the SWSI business through extended outage.

« Additionally, if there is an outage to any of these core applications, infrastructure systems and
plans to not exist to restore service to those applications and minimise outage Business
Continuity and Disaster Recovery planning is incomplete. :

e ICT Services is highly focussed on technical operations, w;th a Iarge rehanse on IT semces
bsing delivered in-house,

e Visibility and understanding of the performance of IT services arz'd:project_s poor due to

inadequaie governance, processes and tools.

+ FEffectiveness of ICT Services is hampered by a number of staff in acting or temporary roles
and staff undertaking roles that so not maich theirskills, ;.

Target State Definition

the delivery of technology in the context of various palitical, economic, social and technological influences.
This service focus and a refocus on the governance of IT shall eémbrace the CobiT and ITIL? industry-
standard frameworks. In support of this,.an [T Steering ﬁroup shali be responsibie for the govemance of
ICT Services and ICT Services shall implement project portfolic management, service portfolio
management and IT Architecture functions in support of their management function.

An important part of the proposed target state is a publzshed catalogue of services provided by the ICT
Services group. Serv:ces in:this caﬁaiogue shall support requirements sighed-off by business users and
allow them fo increase and. decreage 1_hetr consumption of these services in-line with movements in student

enrolments. This will allow business users to better manage their IT costs to match fluctuating revenues
experienced under Smart and Skilled.

ORTANT PART OF THE iPROPOSED TARGET STATE IS A PUBLISHED CATALOBGUE OF SERVICES PROVIDED BY |

THEIR .’T COSTS TO MATCH FLUETUATING REVENUES EXPERIENCED UNDER SMART AND SHILLED,

This will make ICT Services operate more like a business in-support of the overall SWSi business.

2 TIL, formerly known as the Information Technology infrastructure Library, is a set of practices for IT
service management {ITSM) that focuses on aligning IT services with the needs of business.
hitns/iwww.axelos.com/best-practice-solutions/itil
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Gap Analysis

A Gap Analysis has been undertaken with an assessment of a subset of underlying ICT Governance sub-
process utilising the CobiT® Capability Model.

Recommendations

Over 24 recommendations are propesed to assist SWSI fransition to the Target State. These
recommendations have been grouped into the following categories:

s (Governance and Execution

= Aligning IT with the Business
« Financial Agility and Efficiency
s [T Resiliency

Al of these recommendations are intended to be appropriate for an organtsation the s;ze of SWsi~
achievable and consider the future operating model under Smart and Skilled. )

Prioritised Migration Plan

A detailed Improvement Plan has been proposed to address the current s’cate findings and risks identified.
It is based on two streams, each of which contains |mprove it pro;ects grouped into 6-month delivery
biocks: :

1. An ICT Services Stream that will mainly focus on shofter—‘term migration initiatives. These can
generally be handled by the ICT Services in isolation {as part of the Management function).

2. A Strategic Stream that tries to address longer-term remedies including initiatives to i improve
governance that require the attention and cooperation.of other SWSi groups outside of the ICT
Services team alone (as part of the Governance function).

An examination of the Prioritisedf!f_\/ltgration‘ Pian demo.ﬁjé‘t'rates that effective transition and strategic re-
afignment of ICT Services to. support the SWSi business adapt and succeed under Smart and Skilled is
achievable with ihe close sponsorship and direction of senior management.

+EFFECTIVE TRANSITION AND STRATEGIC RE-ALIGNMENT OF ICT SERVICES TO SUPPORT THE SWSI! BUSINESS

ADAPT AND SUCCEED UNDER SMART AND SKILLED 15 AGHIEVABLE ..,

Not Col;_?gred by the Review'

There are some theries that we have become aware of in relation to SWSi, but which do not fall within the
scope of this project. Areas that wouid benefit from additional consideration include Organisational Change
Managernent, Organisation Cuiture Development and, Organisationat Design.

* Control Objectives for Information and Related Technology {CobiT) v5. (http:/mww.isaca.org/Knowledge-
Center/cobit/Pages/FAQ.aspx )
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2 Current State Review

The Current State Review takes an analytical look at current organisations, processes, and challenges, but
does not delve into detailed findings or recommendations as these are covered in subsequent sections

; 2.1 Business Challenges

SWSi is currently experiencing varied external and intemal business challenges. In particuiar, these
include changes to Government funding models for the TAFE sector as well as internal organisational
challenges following the NSW Government reforms under the ‘Smart and Skilled” program,

Approximately one third of all Australiang live in NSW, and one in five of them: reside within:.the SWSi
catchment. Forty percent of settlers newly arrived in Sydney choose South West Sydney as their home,
and of these around two-fifths are from non-English speaking countries, and nearly half do.not speak
English at home. These changes in demographics introduce new challenges and opportumtres for SWSi.

Business issues direclly impacting SWSi include: the drive to mprove-ﬂcampletnon rates, removal of
duplicated effort and costs, achieving fruly strategic engagemant with industry and communities {i.e.
rmoving away from ‘pockets of engagement’), taking full account of prior leaming and experience, and
simplifying and clarifying the access routes and support mechanisms.avaflabl

Government concerns around educational outcomes jobs aﬁﬁ-costs dfive the urgent need to promote
SWSi's strategic intent at an executive ievel, into thé:administration sections/business units, and
classrooms across the TAFE. This document focusses specifically on driving that sirategic intent info the
ICT area.

The implications of ‘Smart and Skilled’, affect the overall ope g maodel, planning activities, focus of
outreach work, and potentially t_be@redeéigq of the entire educationai delivery model.

Through our research, discussiéns, and workshops we have identified four key areas of concem. These
have immediate consequences for the:operatingmodel, and those infrastructural changes required in the
new world of competition and commercialisation.

These four key areas are:

1. Governance

2. Risk Management' :
3. ACT Service Definition and Catalogue

4. Benefits Management and Value Realisation

At the highest level, Governance provides the framework and processes by which strategic intent and
delegated authority may be disseminated through the organisation and executed appropriately ai each
fevel. Our workshop respondents unanimously identified improved Governance as a priority for SWSi.

Following on from the Govemance domain we identified Risk Management as the second area in which
additional work is needed. Risk Management as a problematic theme was supported by all workshop
participants in two essential streams,

Firstly the need fo manage risk appropriately by ensuring that the risks were identified, their impact
assessed, and the appropriate treatment (mitigation, avoidance, contingency eic.} put in place. Much of the
strong feeling around this aspect stemmed from outages experienced in the recent past.

Enosys and SWSi Confidential Page 8 of 66
SWSI TAFE ICT SBervices Review FINAL

Volume 8 151




NSW ICAC EXHIBIT
E14/1727/067/0002

NSW TAFE 8WSi~ ICT Services Review - CONFIDENTIAL /2 2Nasys

Curiously, beyond the 'standard’ view of risk management as a preventative or protective practice, there
was also a general appreciation that risk is a business issue periaining to the businesses as a whole and
not merely an exclusively ICT issue.. Workshop participants expressed the view that the assessment and
management of risk should property take place within the business, This was paricularly well expressed
with regards {o the 'Smart and Skilled' initiative, and the pressing need for business to become more agile
and more responsive to change and to demand. '

The development of clear and detailed service definifions for all the main ICT services and bound fogether
in 3 Service Catalogue for use across the entire organisation was widely supported. The issues that raised
the demand for clear service definitions included:

« The need to identify who performs what function

o The need to identify who the owner of a service is technically

« The need to identify who the owner of a service is from a business pomt of wew

« The need to identify the technical components that make up the services.in questton.

Above all eise, however, was the urgent need fo define and manage serwce Ievels to an agreed“quaiety and
reliability, ; ) .

in summary, the definition of services in a catalogue would prowde a common map and language for
communication between ICT and business. : s

QOur fourth theme is Benefits Management and Value Reaizsation these canhe seen as two sides of the
same coin. These two approaches firstly enable the business and ICT/ dointly to align each significant
spending decision to the needs of the business (Benefits Marzagement} and then, as ICT projects develop
and are completed, {o evaluate the value returned to the business by the project (Value Realisation).

Beyond these four areas there lies a range of specific ICT challenges that were mentioned including:
network capacity planning, identity management, use of collabofation tools such as SharePoint, CRM
platforms Disaster Recovery and Busmess Contlnu:ty Piannsng) These further issues will be addressed as
part of the Recommendahons : :

model, Organisational Change Management to enable the necessary changes to be understood,
implemented and broadly adopted;.and, in terms of structure of SWS gverall, some reflection on
Organisational Design would be of vaiue

Current State-:;;Assgssment

Looking at SWSi from an external perspective and focusing initially top-down from a business strategy and
operating model pqi_r_faft- of view, there is a strong sense of an established institution, with well-developed and
perhaps 'fime honoured’ ways of doing things. There is also a sense that it has been part of the Institution’s
evolution, culturally and organisationally to fit well into what has been a 'relatively’ stable, slowly changing
environment, where the pressures are known, the required outcomes understood, and the future is to some
exient predictable even if not precisely known. In this respect, SWSi has been an organisation well fitted to
its environment and able o defiver to well understood requirements.

That said, looking beyond this initial assessment we can review some of the main structures that emerged
as areas experiencing some stress and requiring attention during our workshops / discussions,
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2.1.1 Business and ICT Strategy Alignment

It is a fruism that ICT strategy should align to business strategy, however, over extended periods of time it
is common for ICT fo develop its own programme of work, predicated upon internal upgrade and renewal
cycles that have less and less to do with the strategic aims of the business than with the internal needs of
IT. Establishing appropriate governance structures and processes will alleviate this natural tendency,
however occasional one-off recalibration exercises are often needed to kick-start radical change.

It is fikely that significant change in some areas of business strategy will be necessary to meet the changing
challenges of competition for enrolments, new funding models and the implications of ‘the Smart and
Skilled’ program. SWSi business strategy is currently being articulated at executive level within SWSi and
we aim to take account of the cutcomes of these deliberations in this review in due course.

At present, without the benefit of the detailed considerations embodied in the strategrc plan, we can
extrapolate some essential components of the required ICT strategy from the évidence we have at hand.

Firstly, competition drives sales and evalving marketing strategies, which in tum requires more ‘ﬂexit;ke and
responsive ICT processes. ICT systems typically impacted by compenﬂon include Customer Relatuonsmp
Management (CRM) systems, and strong online presence management, which in the case of the further
education sector may mean embracing or improving social media tools. Aside fnom ou’tward facing service,
client facing technologies such as reliable access o course specific software systems is vital. For instance,
an example raised during workshops was the on-line travel agency software, Galileo, which provides a
distinct competitive advantage when teaching travel and leisure classes. Galileo is subject to frequent
outages due 10 network issues. These outages undermme the: strategac ‘and competitive advantage of
having the online system in the first place. ~ ©

if it is SWSF's strategic intent fo innovate in the area of educattonaE or curriculum related software then
issues such as this will need fo receive priority.

Siow, and occasionally erratic, responses from ICT and from 1TD have been reported in workshop
feedback. This affects contro! at a strategic level as it impedes the implementation of the strategic intent of
the Institute. Regarding SWSi ICT support the feedback was generally favourable with regards to ‘attitude’,
the support staff were found to be engaged and willing to help. That said, feedback in terms of support
processes indicated a patchy, uneven, and unpredictable response with frequent procedural roadblocks
that give rise to ad hoc arrangements, ‘work-arounds,’ and networks of private relationships.

The new funding'model shifts payment criteria from the input cost end of the equation towards the outcome
or ouiput end. This is a fundamental shift in emphasis and will no doubt surface as changes in business
strategy in.due course. What we have learned from the outset is that issues such as completion rates, final
scores, and exce!lence in matchlng students to courses are critically impacted by two crucial student
requirements: -

1. Community and industry outreach support for students (notably language support)
2. Enabling.access via the accreditation of prior learning,

These are essential for the evolution of the Institute into 2 proactive, flexible, agile, and responsive
organisation, and are particularly important given the specific demographics of the SWSi catchment.

The ‘Smart and Skilled' initiative represents a sea-change in atiitudes to educational outcomes; to the
delivery of further education, and to the sorts of institution that government will support and fund going
forward. '

The full implications of ‘Smart and Skilied’ will require detailed consideration at the executive level, and an
understanding that there are clear implications in terms of organisational culture, design, delivery model,
and the governance/ risk / compliance stack.
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2.1.2 Operating Model

The Operating Model of an organisation can be described most simply as *how we do things here',
Underlying this somewhat informal definition there are formal structures, processes, and roles, as well as
informal practices (mentioned above) that may have emerged over time in areas where either there has
been no direct oversight, or where formal processes have broken down or have become unwigldy and
unresponsive.

The research undertaken by Enosys has revealed both formal and informal practices are in play at SWSi. In
the area of ICT support a range of alternatives solution paths have been woven together based upon
personal relationships, specific areas of expertise, and necessity. Traditional ICT operating models are sfill
very much evident and are still by and large effeciive. For instance, budgetary control over ICT expenditure
is evident at the core, with some sporadic informal processes arising in areas such as jocal wireless
deploymenis and other smailler purchasing decisions.

There are significant operating issues emerging between SWSi and ITD, particﬁlaﬁy in the areas of:

+ Medium to long-term planning, :
s Responsiveness within ITD to changes in SWSi's envaronment or bug Ness drwers
» The exact division of roles and responsibilities in various areas. between: ITD and SWSi.

Overarching these issues are the impending changes io the services offered by ITD over the next few years
and the expected difficulties that will be experienced in synchromsmg and defining any hand over process

and timeframe. It is not yet clear how, or to whom !TD will hand over 'esponsmmty for shared services.

The current operating model is not fully dowmented in the area’of ICT. Roles and responsibiliies between
ICT and the business and within ICT itself are not cieaﬂy elucidated, agreed upon or understood. A notable
example of a mismatch in the ICT operating modet has arisen between core ICT and the educational IT
development team, ITEL. In this case there is overtap in the: dehneatnon of roles and responsibilities, as well
as in development and lmplementatlon process and planning. “This is an ongoing challenge that should be
addressed by defining a formal framawork and process for interaction to which both parties commit.

A significant mismatch in the ICT operating mode! has emerged in the definiiion of roles and
responsibilities, development.and implementation process and planning, between core ICT and the
educational IT development team, ITEL: ‘

This is an ongoing;irritation that should be addressed by defining a formal framework and process for their
interaction to which both parties commit.

2.1.3: ﬁﬁ;‘gar‘:r’se?jan and Culture

From the‘point of view of Organisational Culture and Culture Change, it is evident that SWSi has strong
internal culturai ties, and that there is a distinct and tangible sense of belonging and commitment. At the
same fime therg’ may be pockets of reticence, confusion or even cynicism resulting from lack of
understanding of the changes to the broader environment, lack of clear communication, or a sense of
disappointment or hopelessness in some individuals. We encountered very occasional instances of what
might have been ‘learned heiplessness’ in some guariers. This sense of helplessness ofter arises in
relation to persistent technical issues. In our investigations clear evidence emerged that technical issues
were not being addressed, or delegated to the 'too hard’ basket. These are the areas where workarounds
and informal processes inevitably emerge. '

Since the current organisational culture did not evolve in an environment of rapid change it is predictable
that some cultural change will be necessary to meet the demands of agility, responsiveness and
commercially savvy competifion that the new environment will demand.
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The current organisational design has emerged over time in response to occasional major {e.g. infroduction
of Faculty of Foundation Skills), and more often minor, shifts in the environment. it is probabie that an
overall organisational redesign exercise would also be beneficial at some point.

In the shart term the design of the ICT organisation would probably benefit from more immediate attention.
Specifically areas such as roles and responsibilities, project teams, and support functions may need to be
refined or even redefined.

2.1.4 Governance

The area of Govermnance, and to some extent those of Risk and Compliance were examined in an Enosys
workshop. A corporate governance, as opposed fo ICT governance, framework is in'place and there are

some defined processes surrounding that framework, such as calendared events. It is not the purpose of
this review to examine corporate governance, except in order to understand the context in whlch to Iocate
ICT governance. 3 :

However, ICT govemance appears somewhat patchy with notable gaps. A'specific-area that em:arged
dunng the workshops was the issue of the integration between [TEL:and ICT. Pamczpants were of the
muiual understandmg of their roles and responsibilities via a Jomi plarming and approva!s process werg
seen as necessary to ensure their respective efficiency. Two areas that stand out as gaps in comparison to
best practice are:

1. The absence of a standing ICT Steering Grﬁup haviné:':-:'responéibility for resolving business issues
that may arise in ICT projects, and for constituting an underlying ICT Architecture Committee, and

2. The absence of an ICT Architecture Committes;.raporting to the ICT Steering Group, with
responsibility for approving the enterprise architecture and roadmap, and resolving technical and [T
architecture related issues.

There is currently no formal body. or process for Fésolving architectural questions, and there is consequently
a plethora of solutions and technologies emerging across the Institute that have never been formally
appraised from a software architecture perspective. This gap gives rise to ‘ad hoc-racy’ when it comes to

software selection and integration.

An example of how darﬁ:ag_ing this can be, and how important governance and specifically architectural
governance is o the Institute is the recent implantation of an onling application, 'EBS’, in the aducational
sphere that consumes large amounts of scarce network bandwidth to the detriment of other users. It is not
necessarily that the softwaré is not a good choice for the desired educational outcome, but is has
introduced a number of challenges for the network. It is essential that no new technology is deployed at
SWSi without proper oversight and evaluation from an enterprise architecture point of view,

2.1.5 R§s§ and bampﬁ:’ance

As a result of the existence of corporate governance structures such as the Capital Asset Strategy
Reference Group (CARG) and the active involvement of executives and senior managers, SWSi has in
place a risk management capability in the area of ICT. The involvement of corporate governance in ICT
issues tends to be cyclic and influenced by ICT crises or major investment decisions, At present ICT is
governed within the Capital Asset Strategy Reference Group and does not have its own reference group.
There is likely no great pressure within SWSI for the establishment of an ICT Reference Group and greater
value may be had by expanding the work of the Capital Asset Strategy Reference Group, perhaps by way
of a sub-commitiee, or additional ICT related meefings, to include a greater focus on ICT matters.

At a level below that of corporate govemance it is clear that more could be done to improve ICT
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governance, As mentioned, the area of Architecture and Pro;ect Management would benefit from more
explicit governance structures and processes.

Beyond architecture and projects, there is a general misunderstanding of roles and responsibilities at all
levels (sub corporate governance} and a general mismatch between business and ICT decision making.
This s evident, for example, in the lack of serious risk assessment around some innovations and purchases
and the absence of any application of the concept of risk appetite, i.e. a trade off in decision-making around
risk between the business and ICT, as weli as between rigk and reward.

it is understood that public sector institutions are, and should be, constrained by strong probity and
procurement rules, however it is also the case that those rules are applied differently in public corporations
in contrast fo government departiments, Enosys makes no suggestion that probity or purchasing rules
shoulid be diluted, but what is suggested is that those rules may need to be revisited as the TAFE system
moves into a more competitive environment. SWSi should ensure that Institute’s culture and practices are
kept in line with market pressures and that they comply with regulatory requirements. The important point
being managesment of the tension between competition pressure and the regulatory environment, An
important step is to begin by recognising the chalienges, and recognss:ng that such a tansson exxsts

in summary, risk management and comnpliance structures and processes must pen‘neate throughout the
organisation from fop to botiom. To oversimplify the current situation - an annual fundlng round at board
level, duly accompanied by governance, and risk and compliance act:wttes will not'be sufficient to govern
and manage ICT on a day to day basis in the evolving commercial environment.

2.1.6 Service Definition and Service Levef Managemeﬁ%

The ability for ICT and the business to plan from the same 'map’ and to speak the same language is crucial
for efficient and effective application of technology to the needs___cif the business. Al present the various
services provided by ICT are not comprehensively defined either in terms of a detalied definition of a
service nor in the cataloguing of all services. As a result# is extremely difficult to answer questions such as
‘What is the service level for this service?’ or even “Who owns this service?’

It would appear that not all services are catalogued, i.e. there is no comprehensive list of all ICT services.
This means that ICT cannot say,.and the business cannot know, exactly what ICT is doing, what senvices it
offers, what resources they ‘consume and so on. | also means that service levels cannot be set, metrics
cannot be defined or measured and overall performance cannot be monitored.

It is essential to begin with, that at least the top ten services that the Institute relies upon are document and
cataiogued'as socn as possible The remaining services should be defined and catalogued in due course

As the main services are catalogued gach definition will enable a conversation to be had between ICT and
the business to plan the future of that service, detemmine the appropriate metrics fo measure performance,
and the appropriate moniloring regime to monitor performance. This will, over time, lead to greater service
quality, stability, performance, and to greater business frust in 1ICT as wel! as improved user experience.
These things are essential to competing in a commercial environment.

2.1.7 Benefits Management and Value Realisation

Currently ICT investment decisions do net go through a formal Benefits Management process. This means
that the expected benefit of the investment is never fully defined or guantified, and 2 measures and
monitoring system are never put in place. Consequently the benefit of many ICT investments is understood
anecdotally rather than by a tangible measure.

Having made the investment, and implemented the ICT system, there is no formal Value Reaiisation
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process (predicated upon the earlier Benefits Management effort) by which the expected value can be
ascertained, monitored, and reported back to executive decision makers. These gaps make it difficult to
confirm the expected benefit of an investment and its fulfilment of business strategy or subsequently o
measure and monitor the value returned.

There are many ICT investments that can and do return vaiue, but which are in no way related to the
strategy of the business, these are often ICT or enthusiast led investments. One of the roles of Benefits
Management as a practice is to ensure that all investments are directly traceable back to strategic priorities.
That way investment funds are correctly targeted, and the benefits are of strategic value.

Likewise, there are many invesiments having clearly defined strategic benefits which are never measured
or monitored as they are implemented and rolled out, leaving the organisation w:thout any reliabie feedback
as io the true vaiue of the investment. :

Both Benefits Management and Vaiue Realisation practices are likely to be requlred by SWS: as the
environment evolves,

2.1.8 Summary of Current.State of ICT Services

1. Business and IT Strategy is not aligned.
2. An [T strategy currently does not exist.

3. A number of staff within ICT Services is if-an adting role: There is also a number of staff
currently working in roles that do not adequaiely match their skilis and competency,

4. With the exception of Marketing, there islittle formal alignment and consultation between the
SWSi business groups and ICT services, Thisis resuiting in a reliance on personal
relationships and hence 2 pnorttnsatlon of: znd:vudual requirements over overall business
requirements.

8. ICT Services is currently conso‘lidati"ﬁg‘fromfﬁine compuier rooms (data centres) down to three.
These three computerrooms shall'ibe at ‘Barkstown, Grarwille and Wetherill Park,

6. ICT Services have an appropriate infrastructure piatform at Granvilie and Bankstown but
madequate inter-data-centre connectivity is hampering ICT Services abalsty to fuily utiiise the
assets at Granwi!e in- pamcuiar as a secondary data centre.

7. Business COntsnuﬁy and Disaster Recovery planning is incomplete. If the Bankstown computer
room suffered an outage, ICT Services does not currently have a plan to address this,

Corem'systems delivered by ICT Services {Moadle, SWSi Website, SharePoint and CRM) are
not implemented for high-availabiiity. If the Bankstown data centre suffered a service outage,
~_these core services would be unavailable to the SWSi business.

9. Current provision of Internet services via NSW DEC ~ ITD is hampering SWSI users requiring
basic Internet services. This is due to a lack of throughput 1o the Infernet at the ITD data
centres and the constant requirement for (re)authentication from the ITD proxy servers.

16. ICT Services does not have a project management capability. This means that projecis are not
appropriately defined, do not have focus, suffer from lack or resourcing and do not have
appropriate management of budget, risks, issues and dependencies and deadiines.
Consequently, delivering important projects. including Moka5/Alfiris and Monitor is heavily
constrained.

11. [T procurement is focussed on purchasing components rather than ouicomes. Often
requiremernits are not formally documented nor developed with and signed-off by the SWSI
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business user groups.

12. Historically there has been little or no leveraging of specialist third-party ICT service providers
with a reliance on detivering IT-based services entirely in-house.

13. The Service Desk has a low level of maturity. This is characterised by ad hoc and informal
arrangements and work-arounds, a heavy use of the service desk for user-iraining related
issues, and an inability to accurately categorise and prioritise calls leading to poor management
of SLA’s, '
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3 Target State Definition

3.1 Business Strategy and Operating Model

When it comes to defining the desired target state for an organisafion as large and complex as SWSi, a
combination of patience and prudence are required. Enosys has taken an approach of prioritising areas that
we believe will deliver the largest retum on investment in the shortest timeframes.

By prioritising a few major themes we focus resources, including management time on those areas that
shiould be addressed first and foremost, leaving other areas, particularly those that hqy_e a dependency
upon the early changes to be addressed later.

We have setected four areas at the strategy and operatlng model level that we beheve are most lmportant

As there is a great deal of detail available in thIS area, we have placed sbme of the rnore detatied analysas
and ‘workings' into the appendices at the end of the document.

Below we will present and discuss each model in the context of SWS and adentlfy immediate and medium
term changes suggested by applying the modeis to SWSi's spemf ics.

3.1.1% External Envirornmental igsueé

The target state, or ‘where we want tobe’ is beset by various external influences, constraints and demands,
marty emerging from Government-priorities, with-some from social or technological changes and
innovations and others from developments in Australian and regional economies,

Figure 1~ “PEST" Mode!
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In order to summarise these externai influences we present below a so-called Political, Economic, Social
and Technological analysis (PEST) which helps to place our specific analysis of SWSI's target state wnthin
the broader context.

We will offer some commentary on each itemn identified in the PEST model.

Political

The overarching external environmental change impacting SWSi is the Smart & Skilled initiative. This will
drive much, but not all, of the evolution of SWSi as an organisation,

Smart and Skilled is one of many NSW govermnment initiatives, standards and strategies that will impact
SWSi and to which SWSi will need to respond,

Other NSW Government initiatives include the GovDC centralised data centre initiative which, even if SWSi
does not directly engage, wili very likely become a future home of some ITD serwces Othar emergmg
initiatives include:

« A NSW Government risk framework based on the 1SO 31000 standard®,

e Information management and taxonomic standards which will directly :mpact data fransfer and
reporting. 8 ‘ :

s The centralisation of government CIO [eadership and government :nltlahves such as the
Government Sector Employment Act the Government Employee Number ete.

¢ The NSW Government ICT Strategy”, mcludmg the ICT Investment Policy and Guidelines®
initiatives to encourage agencies to procure ‘as a service' module under the Procure IT Framework

s The NSW Government move towards using SFIA as the standard model for ICT skills.

ITD itself must change quickly if it is to remain relevant t&fiit;ompeﬁng TAFEs. There is a natural tension
between co-operating in shared services where there'is a mutual interest in so doing, and in competing in
areas where TAFE:“.s beheves they can gasn a campet:twe advantage. As educational software, particularty

years, the role of ITD and how [t manages its services and responds to TAFEs will be of some importance.
It is vital to SWSi that the future of ITD becomesransparent and planned such that SWSi and other TAFEs
can put in place appropriate and viableICT strategies. At present the role and future responsibilities of
TAFE NSW, particularl;?;iin'i'elation'to the services currently provided by ITD, are unclear and uncertain.
SWSi needs to know what the future holds for TAFE NSW.

Economic

The whole area of ecenomic:competition, the understanding and pursuit of areas of coopetition, and the
formation of new aliiances, will exercise the minds of the SWSi executive team. The area of competition is
probably the:best understood, and may therefore be the area that most TAFEs will instinctively focus upon.
Differentiation ‘and providing excellent service to your own community and catchment will become an

“ TPP12-03b Risk Management Toolkit for NSW Public Sector Agencies: Volume 1
(ntip:/www.ireasurv.nsw.gov.ay/  datafassets/pdf file/0019/22564/TRPP12-

(3B Risk Management Toolkit Voli-Agency Guide dnd.pdf}

* NSW Govemnment Digitai+ 2014-15 ICT Strategy Update

(http:iwww finance.nsw.gov.aulictresources/digital-2014-15-ict-sirategy-update }

® NSW Government, ICT investment Policy and Guidelines, February 2014

(http:/fwww. finance.nsw.gov.aufict/sites/default/fites/N SWS%201CT%20invesiment%20Policy%20and%20Gu
idelines 1.pdf)
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- increasing focus for management.

" However, forming an early undersfanding of areas of potential coopetition and afiiances may offer
opportunities to side step an excessive focus on differentiation and enable SWSi to leverage ITD services
more effectively, and to find new markets and new products/services sarlier.

ITD or its successor must continue to offer shared services to NSW TAFE and it must be the case that
these shared services, o the extent that they are shared, are potential areas of cooperation and cost
cutting. A ciear grasp of which services can and shouid be shared, and which offer potential for
differentiation will be important. SWSi wili not want to contribute towards the cost of a service that it does
not want or need {o use,

in regards to afiances, there are numerous private fraining organisations that offer commercial, reguiatory
or business qualifications that are not typically provided by the TAFE sector. If these private training
organisations are new competitors moving into areas traditionally occupied by TAFE, then it is only
reasonabie for SWSi to examine new markets and the potential of forming alliances: with regulators he
banking and finance sector, and so forth, in order to offer professionally accredited courses. In addition,
SWSi could review its provision of ‘overflow' or specialist educatlon for the condary schools sector, and
particularly for the HSC. s

In terms of dsffereni:atlon SWSi will no doubt examine new competsng products perhaps in the on-line, or
mobile markets, both with a view to understanding the competition, and to understanding the opportunity to
achieve differentiation by taking advantage of these new products and services for their own students.

Social

When attempting to differentiate services, itis essential to maintain a ready grasp of your market so as not
unintentionally lose the confidence of your core customer base. Any differentiation should iake into account
the unique demographics of South West Sydney and should attempt to offer improved, more compeliing,
and more valuable services 10 this group. {Note. It is vali | to differentiate into new markets as a conscious
strateqgy, but it is best to avoid acctdentaiiy sh:ftlng away from your current customer base,}

in this regard, the areas of Access, Support, Accreditation of Prior Learning, and Qutreach form the four
sides of a strategy aime:d not jus‘t at maximising the take up of SW3i services by the community, but also

employment.

There are three sectors or-gage"groups that particuiasly benefit from TAFE services. These are youth, given
the excessive and growing levels of youth unemployment, the middle years where employees return to gain
enhanced skills, and the more mature clients wishing to refresh or retrain in order to change their ife
trajectary at that point:

Finally there is a potential market in the growing area of retirement, triggered by the baby boomer bubble
which is prevalentacross Australia,

Technological

The most obvious, but not the most obviously useful, current technology trend is in 'Cloud’ computing. This
term, from a consumer's point of view, includes any online service whether its underlying server base is in
‘the cloud’ or not. Whether a service is or is not actually cloud based remains an important question in
terms of understanding service levels, availability and the robustness of the service being offered.

The most immediately accessible areas, where advantage can be gained from cloud services, are in data
storage and variable compute capacity. These areas offer improved disaster recovery and business
continuity planning. Cloud platforms also provide the funclionality to ‘burst’ or to be elastic in order to meet

Enosys and SWSi Confidential Page 18 of 68
SWESI TAFE 1CT Services Review FINAL

Volume 8 161




NSW ICAC EXHIBIT
: E14/1727/067/0002

NSW TAFE SWSi - ICT Services Review ~ CONFIDENTIAL £/ eNosys

the growing and shrinking demands placed on them.

For SWSi, we envisage ear}y review of cloud storage and re-piatformihg some applications to genuine,
Australian base, cloud service providers. We will recommend a planning workshop to review your top fen
ICT Services from a potential re-platforming point of view,

Bring your own device (BYOD) has become a mantra of modern IT departments, and if done well can
enhance user experience and significantly reduce costs. SWSi has made significant moves in this direction
and we envisage further extension and refinement of the BYOD offer to students and faculty in due course.
We will be making recommendations in this area,

There is an increasing prevalence in on-fine training, and much of it {or of the content at least) is free. This
is a significant environmental fact that cannot be ignored and must be deait with. The key four
differentiators for an educational establishment with regard to the availability of free oh!gne content are:

Quality of Education ~ It is essential to establish beyond all doubt that the quality of education at SWSi is of
the very highest international standard. Technological support for this aim can be pfow’ded by demonstrably
excelient networks, educational sofiware, (competitive) admissions, student managemeni software, support
for BYOD, access to streamed video and other online course conte ____-:at any isme student centred access,

linguistic and cuttural support in software and so on. lt is |mportant that ICT | increase and improves its
contribution in this area. We will be making recommendations as to how this can be done

Value of Accreditation — As content is often fres, it is essential to pl‘{)ject and protect the value of formal
accreditation. Obviously ICT can contribute to this by provudxng excellent support for content management
and website access to proof points that show the practical value of formal accreditation both in geﬂeral and
on a course-by-course basis.

Excelience of educational outcomes — Itis impodani to show tha{ accessmg content via a formal training
programme leads to improved, ideally excelient, educational outcomes. This can be shown in completion
rates, number and proportion of passes, and average final marks. The role of ICT in this is to support
faculty staff by providing excellent educational seﬁware ‘netwarks, BYQD, and by supporting the
informational and marketing actmtaes of the Institite in- promoting these values. We will be making
recommendations around these ‘matters.

Excelience of post educational outcomes ~ 1t is also important to track final outcomes, the ultimate purpose
for many people of the education they undertake — how did they get on? How socn did they find work, or
improve their position? ICT can support_:zhié aim by providing access to student alumni, post educational
access to course materials, and socia! media for current and past siudents to provide feedback and
commentary. This will encourage an ongoing refationship with the past and present student body and thus
track oufcomes more effectwely We will make some recommendations in support of ICT's contribution in
this area. : i

3.1.2 Governasice
The diagram below was workshopped with SWSi and found to be a useful approach to definirg the

retationships between the following desires:

1. Sirategy / Operational Modél ahd ihe appropriate ICT response and behaviours.
2. Governance Policy and the ICT governance mechanisms
3. Business performance goals and the retevant ICT metrics and accountabilities

The model also shows how desired Strategy and Operational Models determine desired governance policy
and how governance in furn determines performance goals.

This model should be filled out in future workshops with appropriate detail under each of the six segments.
This will iay the foundation for planned, integrated governance from the Capital Asset Strategy Reference
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Group, continuously down through to the ICT organisation and the sections and business units.

The target state should also have a duly convened Business Steering Group and Architecture Committee
comprised of administration, academics and ICT staff.

s The purpose of the Steering Group is to handle business related issues arising from time to time
from ICT projects.

s The purpose of the Architectural commitiee is to manage day-to-day ICT issues and enforce
architectural standards across the Institute.

e The commitfee refers issues as necessary to the Steering Group, which itself refers matters as
necessary to the Capital Asset Strategy Reference Group.

e This reference group may elect io convene a sub-committee to handle these tasks.

As is shown in the diagram, the target state will also include formal provision for projects in the form a
Projecthervice Portfolio Management applied as appropriate fo the needs of the Institut'e' There may nead
order both to manage the portfolio of projects, and also to deliver each mdrwdual ﬁi‘oyect Where ‘busmess
as usual (BAU) staff effort is required, this will need fo guantified and,agregzd ahead of time.

Draft Governance Framework

How to Harmeonise

d_e;)_lwaﬁle du.& A0 SR
N, of rrebaDrk: ang
Y lg%cba!r’ consutat i :
parties on strategy and im

What 1o Harmonise

Figure 2 — Draft Governance Framework

Governance is at the core of command and control; it is how executive intent is conveyed to managers and
ultimately the means by which risk is managed and compliance is ensured.

A fundamental principie of governance is the separation of governance and rﬁanagement functions and
processes. The diagram below calls highlights this principle.
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Governance of
ICT Services

Governance ensures that stskeholder nesds, conditions and opfions are evaluated
to determine balanced, agreed-on enterprise objectives to be achieved; setfing
direction through prioritisation and decision making; and monitoring performance
k and compliance against agreed-on direction and objectives.

g, " and fo g 174 o carl dany - 25 s Fhp e GapEeie dh
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H

ectfon set By Hie govemaites body 10 schisvn the

Management of ICT Services

" Boure:“COBT 5

Figure 3 — Governance vs Management'bgséii‘ﬁep CobiTs.

We recommend the application of the CobiT 5” model to IGT governance as sét out in the diagram below.
Our fater Gap Analysis section is based upon these concepts. The purpose of COBIT is to provide
management and business process owners with an .:E:_pformatioh'technolog"'y (IT) governance model that
helps in delivering value from IT and understanding and managing the risks associated with IT. CobiT helps
bridge the gaps amongst business requirements, control needs and technical issues. I is a control model to
meet the needs of IT governance and ensure the integrity of éafofrﬁaiion and information systems.

Bdéiness Strateqgy

4 - ™\
Governance of
ICT Services -
. J
4 ™
| Management of ICT Services )

Figure 4 — Governance and Management Key Areas based an CobiT 5

? Control Objectives for information and Related Technolagy {CobiT) v8. (hitp://iwww.isaca org/Knowledge-
Center/cobit/Pages/FAQ.aspx )
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Figure 5, below suggests a possible governancs and management framework for SWSi. The model will
need t0 be refined and developed in consultation with the SWSi executive in due course.

SWSi - Governance and Management of ICT Services

Director and
Associate Director
Sponsorship

R

Governance |
Function

- Ststegy &
Governane

_Steering . §
Group

Manugement |
Function

1CT Services
! Funcions

3

3 ICT Services -
| Service Delivery

Figure 5 = Potential SWSi Governance Struciure based on GobiT 5

Strategy Aiignment

During Enosys’ investigation it was found that good business to ICT alignment at the highest levels of
decision:making pa:‘tféuiaﬁy for the larger spending decisions occurred. At board and executive leva!,
processes are in place and working. However, the alignment between ICT spending and business strategy
at lower levéls of the organisation and for smaller spending decisions appears to become more and more
tenuous as the distance between the decision maker and Board increases.

There is a need for a simple technique by which tactical decisions can be checked and validated against
SWSi's business objectives and strategy. Our recommendation is fo use the ‘Objective/Strategy/Tactics’ or
OST approach to validating tactical decisions. This process is so simple that we hesitate to call it a 'model’,
it is more like a mnemonic, and it works like this: for itiustrative purposes we assume the following
statements represent SWSi's Business ohjectives and Strategy:

Objective — SWSi will thrivé and grow in the new world of Smarf and Skiffed.
Strategy — SWSi will achieve this goal by becoming increasingly agile and responsive to the market.

Tactic — In order to further these goals in, say, the cafeteria area, we will proactively seek the views of our
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customers as 1o the product and services we deliver and we will improve our menu in a manner which is
responsive and respectful fo our custemers’ needs.

This simple approach helps to align tactical decisions back fo the main goals of the organisation and
reveals if a decision is off track.

3.1.3 Risk Management and Compliance

The international Standards Organisation (1S0) recently adopted the previous Australian Risk Management
standard as 130 31000. This standard can be applied as rigorously or as lightly as necessary.

The three sections below set out the main points of the standard in a set of principies for a risk framework
and a risk management process. We will address each of these in turn.
Risk Management Principles

The ISO 31000 standard defines the foliowing eleven (11) prznc:ples wh[ch mform and determme how ICT
Risk Management may be applied at SWSI,

These principles are:

Create and protect value

Based upon the best available information

Forms an integral part of the organisation’s processes,
Is tailored o the organisation’s needs

Is an intrinsic part of decision making
Takes human and cultural factors into account
Explicitty addresses uncertainty

Is transparent and inclusive

9. s Systemat:c structured and tlme]y

N, R W

11. Facilitates contmual improvemg_mt of the organisation

All the principles set out:above are important, however in terms of the desired state the focus should be on:

+ Ensuringthe framework and process form an integral part of SWSi's processes;
e Tailoring the framework and process to the specifics of SWSI;, and
o Ensuring that riskxmanagement is an intrinsic part of decision making at all levels.

Having said that, aii the other principles should be adhered to and will be reviewed in due course,

Our recommendations will-focus on building Risk Management compliant with the IS0 31000 standard into
SWS5i's process for !CT. We do not recommend seeking formal 1SO 31000 certification at this point.

Risk Management Framework

The 1S031000 risk management framework defines the following key steps:

1. Obtain 2 mandate and commitment from the organisation to drive risk management into the
specified area.
a. For the target state we will seek a formal mandate to implement the ICT Steering Group
and the ICT Architecture committee mentioned elsewhere in this document.
b. We will recommend the formal review and management of ICT risks between these fwo
iayers of decision making, always allowing for specific issues o be raised fo the Capital
Finance Strategy Reference Group or even the SWSi board if required.
2. Design the framework for managing risk in line with the principles but taking into account the
specifics of SWSi's organisation and risk profile.
3. Iimplementing the risk management framework will require:
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a. Establishment of the appropriate bodies (see 1.a above)
b.. Workshopping the Risk Framework
¢, Obtaining signoff for the risk framework
d. Training staff in the application of the risk framework
4. Monitoring and review of the risk framework
a. We will recommend formal quarierly review of the ICT Steenng Group's risk work by the
Capital Finance Strategy Reference Group, and monthly of the ICT Architecture committee
by the ICT Steering group.
5. On an annual basis we will recommend a continual improvement review of risk management.

We recommend that the principles set out above be embodied in the governance framework. Each
component of the framework needs to be workshopped and docurnented prior to implementation,
implementing the framework and processes is where the rubber hits the road. This is a detailed
organisational effort to build the correct structure and processes directly into the normal everyday
funetioning of the organisation. -

At the same fime as the risk management framework is defined and impiemented ’the assoclated risk
management process must also be defined and implemented.

The framework defines the structural elements required to manage nsk whereas the process ‘defines how
that structure will be put to work. The risk process itseff is descnbed below b

1. Establish the risk context, is an annual activity which mctudes deﬁnmg and understaad:ng SWSi's
risk appetite and how decision rights will be delegated from the Board:down through the
organisational structures set out in the frameworkﬁ?; stablishing the context also includes compiling
a high level categorisation of the types of risk and areas of uncertainty impacting the TAFE.

2. The next step in the process is to carry out the risk assessment itself. This is an iterative process
which-ocours more often that establishing the context, typacaily moninly at the ICT Architecture
Committee level.

3. Within the risk assessment there are three sﬂb—steps;-.

o Risk identification in which potential risks are surfaced and documented. This process can
often throw up anumber of minor;risks:that do not warrant formal management. These
minor risks will be discarﬁed"thral.t'"gh the application of the process.

« Risk analysis is where each riski is assessed in terms of its likelihood, potential impact and,
where rglevant {e.g. in poteniial sociai media risks), its likely speed of development. [Note.
Social média risks are rictorious for arising suddenly and unexpectedly, growing
-exponentially quickly, and spreading very widely, ieading to disproportionate reputational

... and other risks.]

« Risk evaluation is where risks analysis moves into the formal determination of a treatment
regime. Miner risks idenfified as such at this point will be noted but removed from the
actively managed risk register. During evaiuation the risk is given: a formal position in the
risk matrix.

« The next step is to formally apply the appropriate treatment such as - Avoidance,
Insurance, Mitigation and Contingency efc.

s A continuing monitoring function is carried out at risk meeting on, say, a quarterly basis to
ensure that the process is running well and is delivering the reduced risk and management
of uncertainty the SWSI requires.

« in addition to the monitoring function there is a constant process of communication and
consultation with the business and with the ICT Steering Group as required.

We recommend the implementation of an appropriate risk process such as that set out above fo work in line
with the principles and framework already discussed.

This is a summary of the basic risk management principle, framework and process.

We recommend that risk management consistent with (SO 31000, be implemented across the ICT function.
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1t wiff need to be refined and made directly applicable to the specifics of SWSi. There is a significant
organisational change management aspect io this efforf — it is nof just a fechnical exercise for risk
professionals.

3.1.4 ICT Service Definition and Catalogue

In the target state SWSi will have a defined service catalogue and for each service, a defined service
description.

The catalogue will be structured into general categories such as:

« Business Services

« Personal computing Services
i e Central IT Services
I = Communications Services, and
{

¢ Professional Services

Each of these categories will then be broken down into undertying component :servicesi"such as:

Business Services

s Emall

e Office automation applications -
« WEB Services _ ' L
e SAP Services S
+ Finance Applications
o HR Applications

+ Business Processes

In this way an overall catalogue of services will be compiled which can form the basis of conversations
within ICT, and between ICT and the business and external vendors.

as menu of choices. _ _
We recornmend the development and ‘fmpféh?entatfon of a Service Catalogue

Service Definition
Underlying each component service there will be a detailed service description known as a service
definition. ' :

The Service definition is more technical and detailed than the catalogue but is still 2 very useful business
document. Ofien there will be a business section and a technical section to aliow for the specific
requirements of both communities.

The service definition will address guestions such as:

Question 1. What is it, and how do | get it? {Service Description)
Service summary

« Feaiures & Functions
« Service Request Process
s Availability, Metrics & Statistics
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Question 2: How do | get help? How do | use the service? {Help and Self-Service)

e (Getting Help
+« Self-Service Support

Question 3: What Does It Cost? (Service Cost and Pricing)

s Actual costs of services identified by Business Services

Question 4: How does ITS support this service? (Service Support)

Eligibility for service

Chents and services affected by changes {o this service
Escalation process

Documentation and Training for Support

Question 5: How does ITC provide this service? (Service Delivery)

Technical Specifications

Technical Service Delivery Documentation
Service Level Agreement (SLA)

Operating Level Agreement (OLA)
Production Support/ Operational Processes
Capacily Management

2 & & & & B

We recommend the development and implementation.of detailed service definitions for the top ten or so
SWSI ICT Services. ‘ :

3.1.5 Benefits Management and Value Rea}{fsai‘ion

Applying the benefits manageméﬁ}t model wi require-%bme training for both ICT and business staff, This is
not necessarily an onerous process to apply however it does require the active participation of the business
and tCT. S L

Set out befow are the basic steps Used in benefits management:

The process is cyclic, choos'ﬁing a éEarﬁhg point is therefore somewhat arbitrary. For the purposes of this
discussion we will start with the step of identifying and structuring benefits.

1. . Identifying and structuring benefits. This begins the formal process of understanding what the
“ potential benefits of the project are, and in aligning those benefits with the strategy of the
'onganisation.There is a detailed formal process by which the analysis is done and the linkage
between the specified change, the expected benefits, and the strategy of the business is
documented and formalised. Benefits which do noet link to strategic requirerments are noted but do
not form part of the justification or ongoing monitoring for the purposes of benefits management.
Non-strategic benefits may be monitored and measured for other purposes.

2. The next step is planning the realisation of the identified strategic benefits. How these benefits be
reaiised? Specifically what must happen fo snsure that these benefits fliow?

3. Execute the benefits plan. This is a process of putling in place the measurement and monitoring
features needed to manage the specified benefits. This is different from implementing the project,
which is chviously essential but which is an enabler of benefits management since it is the project
that delivers the product or service from which SWSi wilt detive benefit.

4. Reviewing the benefits management process and gvaluating resulis has two parts to it. First is the
process of improving benefits management, and second is the process of sesking improvements o
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the existing benefits, i.e. driving a greater return from the project.
5. Finally, a review of new benefits and evaluation of the potential for detiving further benefits from the
project.

We recommend the implementation of a formal benefits management process as part of every new project
over & threshold value. The threshold value, as well as the application of benefits management fo SWSJ,
will have to be workshopped. In addition there will be a requirement for staff training and for leadership in
the use of the technigue to begin with.

3.1.6 Value Realisation

Value realisation is the 'flip side’ of benefits management. Whereas benefits m.gnageméfit--is focussed at
the outset of the project, value realisation starts once the project is delivered. Similar fo that of benefits
management, value realisation is also planned up front prior to praject kick-off. It is often positioned as part
of the Organisational Change Management (OCM)} of the business change, and cénse’qﬂérttfiCT project.

This is because vaiue realisation requires adoption and productive use:of the business change. For
example in order to realise value from a new social media platform, pedpie would have to use it. OCM is
often the approach taken to ensure that people understand the change, are not resistant fo it, are willing to
participate in the change and therefore, that value is realised from it

We recommend & workshop on value realisation fo!!owed by th_q_rmpiem ntation of value reafisation as a
practice within SWSi.

3.2 ICT Services Future-State Characteristics

SWSI ICT Services as a Service Provider

SWSi should become a true"se_r_:}g}_ce provider. Execute on the Management Function

3.2.1 More Elastic Delivery of iICT Services and Management of Costs

One of the key Target State objéﬁiives of this report is for SWSi to best position itself io be able to
elastically respond to changes in student enrolments and revenues and to be abie to better manage their
ICT oosts in the faceiof a changing, more competitive environment under Smart and Skilled. '

Up until now SWSi's funding or revenue model! as well as its ICT cost profile has been largely linear, with
marginal | lncreases year-on-year to aliow for growth and increase costs in delivering education,

Under Smart and Skilled, ICT Services will need to be able to cater for a more volatile enrolment (and
therefore revenue) profile by being able to scale-up and scale back the deiivery of IT Services (and
therefore costs). This is illustrated below in Figure 6 — Target vs Current State Profile of IT Costs.
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Figure 6 — Target vs Current State Profile of IT Costs

Currently, a large proportion of iCT costs are classed as fixed costs with an overhead charged-back fo the
Faculties and varipus SWSi business units. SWSi will need to review all fixed costs and reclassify tham as

what ICT costs are currently charged back to them as fixed overheads.

Additionally, once key ICT services {(such as Moodle, SharePoint, desktop and other basic IT services)
have been documented and __signédroﬁ"és:deﬁned, costed service catalogue items, SWSi business units will
consequently be in a better posifion to reassess the consumption of these services against their
requirements and be abie to-scale-uip and scale-back their consumption of these services in the face of
their changing demands under Smarf and Skilled.

3.2.2 Focus ori Stratégic IT Services

ICT Services should focus its limited resources on those IT services that deliver educational outcomes and
assist the SWSibusiness compete in the market for higher education services.

Currently ICT Services is suffering under the strain of internal delivery of many of the services it provides to
the SWSi business. This includes the delivery of non-core services that do not differentiate SWSi from its
competitors or of commoditised IT services that could be more efficiently defivered by third-party service
providers.

ICT Services should propose to the iT Steering group a list of services that is considered core or sirategic
to the SWSi business and will differentiate it from its competitors. For these services, the IT Steering Group
neads to develop a strategic plan within its IT Strategy. For all other services, ICT Services should
consider a range of options for the most efficient delivery of those services in-keeping with & proposed
frarnework around benefits management and value realisation.
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Consideration of Alternative Methods of Service Delivery

This may include internal delivery, delfivery from specialist third party service providers, or a combination of
both. At the moment ICT Services is being reactive in its delivery of IT services and an important factor
contributing to this is the complste reliance on internal delivery for all IT services irrespective of its strategic
value to the business

It must be noted that there will likely be resistance from some SWSi users where provision of commodity IT
services is transferred to more efficient third-party service providers. This is entirely understandable where
users have been used fo a certain status quo for a long period of time.. The IT Steering Group needs fo
ensure that its focus remains on its 1T Strategy and supporting the SWSi business under the fransition to
Smart and Skilfed.

3.2.3 Service Delivery Focus

that service to the IT Steering Group. In many instances where thlrd-party services are. procured they will
be a component or subset of other turnkey services. In this environment, ICT Services shifts from its
current operational-level focus of components, inputs and the day-fo-day activities associated with “keeping
the lights on” to one where it proposes, defines, constructs, manages and ‘enhances iT services in-line with
the direction set by the IT Steering Group. This is iﬂustrated below;

The transformation of ICT Services from its current Operatlonal focus to a Semce focus shall have several
key elements:

* Transformation to a Service Focusis a s'traiegic initiative at the SWSi business level - not a
tactical initiative within ICT Service anne

« Migration to a Service Focus is a Journey ~not a“bag bang”.

= This journay mvolves people process, and Technoiogy underpinned by a governance
framework. .

e The Joumey shaH addresses existingpain points and areas for longer term transformation
] Embraces heterogenelty - leveraging exisiing “investrents” rather than “rip and replace”.

»  Shall require.a coﬂaboratwe approach with business users, stakeholder groups such as TAFE
NSW and delivery pariners such as DEC-ITD.
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«Qperational Focus | Service Focus

Business Qureomes

Figure 7 — Journey from an Operational Focus ie a Service Focus

Whilst this is achievable, it will require a.considerable level of transition and change from the current state
and is addressed in a number of the proposed Recommendations and Prioritised Migration Plan.

Formalise internal apd -E_xternal__Belzéticynships'

and external bodies, whether with TAFE NSW, ITD, vendors or commercial partners. The expiicit definition
and management of relationships will be of increasing importance / commercial value in the years ahead.

The Management of Relationships relates also 1o the support function, dealing between faculty and ICT,
and deafing between appiication developers and infrastructure managers. There is a cuitural and change
managément issue implicit in the current ad hoc arrangements and use of personal relationships io
circumvent the ICT support process or simply to make it work. Formal responsibiiity matrices and
pracesses need to be developed or reiterated. In addition there is a conversation to be had with ITD
regarding support now and the evolution of services in the future and the provision of services in a
competitive, agile and responsive world — less than a year away.
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4 Gap Analysis

4.1 Gap Analysis of SWSi ICT Governance Capability

The gap analysis outiined below will focus in greatest detail on ICT govermnance and the alignment of ICT
strategy to business strategy. We undertake a Gap Analysis for each of the underlying ICT Governance
sub-process utilising the CobiT Capability Model.

At the end of this section a summary heat map presenting Enosys’ analysis of the capability of the areas we
have discussed is presented.

SWSi Governance and Strategy Alignment

in this section we examine gaps in SWSi's process capabllity across various domains. For the pti poses of
this report we will not cover off all areas in detail but focus instead on the areas we see as belng most
imporiant to SWSI at this juncture. Later in this section we review spe(:iﬁc techﬁacal gaps for exampie in
network or other infrastructure.

We have applied the CobiT 5 governance and strategy modet as our framework in a2 general sense across
this documents. We use CobiT because it is an estabiished {currently V5) and comprehensive model and
framework widely used throughout the industry. This means that it is refiable and understood, training
courses are easily available to staff and market resources will be avaitable for hire in future.

Section Organisation

The discussion in this section is organised hierarchically, starting with:

1. The key business painpoints and business needs that we have
identified. .

Mapping pain points and needs to the'CobiT 3 Enterprise Goals.
Aligning the CobiT 51T Goals to the selected Enterprise Goals.

Then mappmg the relevant IT gcxats to specific CobiT 5 IT Process.
And finalty evaiuatmg those.processes using the CobiT 5 Capability
kodel.

A

In this way SWST's is able to align the specific IT remediation tasks Enosys
recommends directlyback to'the T processes they relate to, the [T goals that we
wish to achieva, and the Enterprise Goals and pain points that drove our selection in
the first plaCe

This makes our results transparent and open fo validation.

4.2 SWSi Business Needs and Pain Points

Throughout our meetings, workshops and focus sessions that were carried out during this engagement
Enosys has identified a number of business needs and pain points, this next section works {o express the
business needs and pain points we have identified as questions in need of an answer. The items are
prioritised as follows:

1. How does SWSi improve business agility in response to Smarf and Skilled through a more flexibie
IT environment?
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2. Do IT projects fail to deliver what they promised — and if so, why?
a. Is IT standing in the way of executing the business strategy?
b. s the SWSI business providing adeguate direction to ICT
Services?

3. How critical is IT to sustaining the enterprise? What does SWSi do if it's not
avaiiable?

4, What concrete vital primary business processes are dependent upon IT?

5. How much of the IT effort goes to fighting fires' rather than enabling
business improvements?

6. Are sufficient IT resources and infrastructure available to meet the required
enterprise strategic objectives?

7. How does SWSi get value from the use of IT? Are end users satisfied with
the quality of the IT service?

8. How should SWS&i manage the performance of IT?

9. How does SWSi best buiid and structure the IT department?

10. Does SWSi address all IT related risks?

11, Does SWSi run an efficient and resilient 1T operation?

12. How can SWSi control the cost of IT? How can IT resources be used in the
most efficient and effective manner? What are the most effi cient and effective sourcmg options?

13. Does SWSi have enough people for IT? How shouid people s skills be developed and maintained,
and how should their performance be managed? ;

14, How dependent is SWSi on external providers? How: well are outsourcung agreements being
managed? How does SWSi maintain asstirance and governance over external providers?

4.3 SWSi Enterprise Goals *

We have mapped these needs and pain points across the seventeen CobiT 5
standardised Enterprise Goais. The enterprise goais are presented in what we
believe is the appropriate praonty order below. We envisage that the top five
enterpnse goals w:l! be the fo::us of effort in the short to medium term as
goals in due course. The remalnlng enterprise goais will need 1o be addressed in
due course accordtng to the:r priorify.going forward.

Enterprrse Goals:

1. Agile responses to changmg business environment
Business service @vailability and continuity

Skilled and motivated people

Opt]m[sat:on of service delivery costs

Operational and staff productivity

Product and business innovation culture

Customer oriented culture

The need for a portfolio of competitive products and services
8. Optimisation of business process costs

10. Managed Business change programmes

11. Achieving stakeholder value for business investments
12. Optimisation of business process functionality

13. Managed business risk and safeguarding of assets

14. Information based strategic decision making

15. Compliance with internal policies

O NO ek LN
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16. Compliance with external laws and regulations
17. Financial Transparency

These five fop enterprise goals map back to a balanced score card approach as foliows;

Customer Dimeansion

e Agile responses to business change
e Business service continuity and avaitability
« Opfimisation of service delivery costs

Internal Dimension

s Operational and staff productivity
e lLearning and Growth Dimension

Financial Dimension

e The financial dimension is not a focus at this time

Learning & Growth Dimension

« Skilled and motivated peopie

4.4 Mapping Enterprise Goals to.:;lT Goals

In the section below we will map our Selected Enterprise”Goais to the relevant IT
goals. This will enable us then to identify the specific IT processes that impact the
IT goal, and thus to evaluate IT s capablmy fo meet the precnse iT goals which most
impact the enterprise goals,

We apply CobiT 5 coding to umqueiy |dent|fy each element and altow traceability
back to the CobiT 5 mcdei}

in the paragraphs that foliow We have used {P) and (S} to identify Primary and
Secondary goals.‘Primary goals mustbg attended to as a matter of priority, but
secondary goals can be' viewed as a lower priority in the short term.

The mapping of Enterpnse Goals to IT Goals is a step towards identifying specific
business processes that dnve success or failure of the overall Business Strategy

and provides validation:and traceabmty at each step back to the pain points and
needs of the enterprise,

EGOB - Agile responses to business change

This enterprise goal maps to the following primary CobiT 51T Goals:

e ITG01 - Alignment of IT and Business Strategy — Primary Goal (P)

e ITGO3 — Commitment of executive management to making IT related decisions - Secondary Goal
(s)

o [TGO4 — Managed |T-related business risk (8)

s {TGOS — Realised benefits form [T-enabled investments and services porifolio (3)

e ITGO7 — Delivery of {T Services in line with business requirements (P)

a  [TGOY - IT Agility (P)
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L]

L

ITG11 -~ Optimisation of IT assets, resources and capabiiities (8)

ITG12 ~ Enablement and support of business processes by integrating applications and technology
into business processes (S) _

ITG16 — Competent and motivated business and iT personnel (3)

ITG17 — Knowledge, expertise and inifiatives for business innovation (P)

EGO07 - Business service confinuity and availability

This enterprise goal maps to the following CobiT 5 IT Goals:

iTGO1 — Alignment of IT and Business Sirategy - Primary Goal (S)
ITGO4 — Managed IT-related business risk {(P)

ITGO7 ~ Delivery of [T Services in line with business requirements (S)
ITGO8 - Adequate use of applications, information and technology soiutions (S)*
ITG10 ~ Security of infarmation, processing infrastructure and applications (P)
ITG14 ~ Availability of reliable and useful information for decision-making (P)

EG 10 - Optimisation of service delivery costs s

This enterprise goal maps to the following CobiT & IT Goals:

ITGO1 — Alignment of IT and Business Strategy -~ Prima
ITGO4 — Managed IT-related business risk {P) ks
TGOS — Realised benefits form {T-enabled mvestmants and services portfolio {8}
ITGO8 ~ Transparency of IT costs, benefits and rfsk Py

iTG08 — Adequate use of applications, mformatnon and technoiogy solutions {3)

ITG12 — Enablement and support of busmess processes by integrating applications and technology
into business processes{S) . ; ;

ITG13 —~ Delivery of programme delwering “Danef ts, on time, on budget, and meeting requirements
and quality standards {S) i

This enterprise goal maps to'the foElownng CobiT 51T Goals:

ITG05 ~ Realised benefits form IT-enabled investments and services portfolio (S)
ITGO8 — Adequate use of applications, information and technology solutions ()
TGO — IT Agility sy

TG 16 — Competent and motivated business and IT personnel {P)

TG

—-?“Kndiwedge, experfise and initiatives for business innovation {($)

EG16 - Skilled and motivated people

This enterprise goal maps to the following CobiT 5 IT Goals:

{TGO1 ~ Alignment of IT and Business Strategy — Primary Goal (S)

ITGO3 ~ Commitment of executive management to making 1T related decisions (S)
ITGO4 ~ Managed [T-related business risk (5}

ITGO7 — Delivery of IT Services in line with business requirements (S)

ITGO8 — Adequate use of appiications, information and technology solutions (S)
ITGOY - IT Agility (S) '

ITG16 — Competent and motivated business and IT persennel (P}
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e [TG17 - Knowledge, expertise and initiatives for business innovation (S)

Having identified the IT related goals relevant to achieving overall enterprise goals, we can now map the
individual IT processes to those IT goals, and assess the capability of IT to deliver those processes and

thus highiight any shortialls or gaps in capability.

4.5 Mapping IT Goals to IT Processes

Int the following section we will map the selected Primary IT goals to the specific
‘govemance, managementi and monitoring processes that enable them. From that
we can then assess {T's capability across the relevant process and suggest
improvements and training. At this point we will not address secondary IT goals.

The section below shows which governance, management and monitoring
processes pertain to which T goals.

TG0 ~ Aiignment of IT and Business Strategy - Primary Goal (P} .
Governance Processes:

s EDMO1 ~ Ensdre Governance Framework Sefting and Maintenance
s EDMOZ - Ensure Benefits Deiivery

Management Processes:

= APOO1 - Manage the IT Framework

o APOO2 - Manage IT Strategy .

» APOO3 - Manage Enterprise Architecture
¢ APOOS - Manage the Ser\nges Porifolic
e APOO7 - Manage Human Resburces.

s  APOOS - Manage Reta‘aonshlps‘

ITG04 — Managed: IT-reEated '.busmess risk {P)
Governance Processes '
« EDMO3 - Ensure Rask Optimisation
Management Processes:

" e APO10 - Manage Suppliers
+  APO12 — Manage Risk
s  APQO13 — Manage Security
e« BAIO1 - Manage Programmes and Projacts
« BAIO6 -~ Manage Changes
+ DS501 - Manage Operations
o D3502 - Manage Service Requests and Incidents
¢ DS803 - Manage Problems
« [D8504 - Manage Continuity
e DSS05 ~ Manage Security Services
« DS850€ —~Manage Business Process Controls
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Monitoring Processes:
« MEAQ1 - Monitor Evaiuate and Assess Performance and Conformance
« MEAGZ2 — Monitor Evaluate and Assess the system of intemal control
¢ MEAGS ~ Monitor Evaluate and Assess Compliance with External Requirements
ITGO6 — Transparency of IT costs, benefits and risk (P)
Governance Processes:
s EDMO2 - Ensure Benefits Delivery
=« EDMO3 - Ensure Risk Optimisation
« EDMO5 — Ensure Stakehoider Transparency
Management Processes:
o  APQO0E - Manage Budget and Costs
« APOt12-ManageRisk a0 o F
e APO13 - Manage Security
.« BAI0O ~ Manage Assets
ITGO7 -~ Delivery of iT Services in line with business reéix_;f;remehﬁ; {P)
Governance Processes: .
« EDMO1 - Ensure Governance Framework Setting and Maintenance
» EDMO2 - Ensure Benefits Delivery
e EDMOS — Ensure Stakeholder Transpareppy
Management Processes: :
o APOO2 - Manage IT Strategy =
e APOGS8 - Manage Relationships "
v APQODY - Manage Sehficgfﬁgreements
¢« APQ10 - Manage Suppﬁeré: ,
s APQO11 -~ Managj?é"Quéliby
« BAIGZ - Manage Requirements Definition
« BAI03 - Manage Solutions Identification and Build
¢ BAID4 - Manage Avaitability and Capacity
_» BAI08= Manage Changes
‘e DSS01- Manage Operations
s DSS02 ~ Manage Service Requests and Incidents
» DSS03 = Manage Problems
« DSS04 — Manage Continuity
= DS506 - Manage Business Process Controls
Monitoring Processes:
e MEAO1 — Monitor Evaluate and Assess Performance and Conformance
ITGO8 — Adequate use of applications, information and technology soiutions (P)
Management Processes:
s APOO4 - Manage Innovation
« BAI0S - Manage Qrganisational Change Enablement
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s BAIO7 - Manage Change Acceptance and Transitioning

{TGOY9 — [T Agility (P)
Governance Processes:
¢ EDMO4 — Ensure Resource Optimisation

Management Processes:

e APO01 - Manage the IT Framework

s« APOD3 - Manage Enierprise Architecture
s APOO4 - Manage Innovation

o APO10 -~ Manage Suppliers

e BAIO8 — Manage Knowledge

ITG10 ~ Security of information, processing infrastructure and appiications:(P}, -

Governance Processes:

e EDMO3 ~ Ensure Risk Optimisation

Management Processes: : =

e APO12 - Manage Risk

« APO13 - Manage Security

e BAIOS - Manage Changes

+ DSS05 - Manage Security Services

ITG11 ~ Optimisation of IT assefg, resources and capabilities {P)
Governance Processes:
= EDMO3 - Ensure Resource Optimisation
Management Processes: o

o APQOU1 - Manage the IT Framework

e APOO03 - Manage Enterprise Architecture
e... APOD4 - Manage Innovation

« APOQ7 - Manage Human Resources

o BAIDA -“Manage Availability and Capacity
o BAIOS - Manage Assets

» BAIMO-Manage Configuration

« DSS01—Manage Operations

s [DSS03 — Manage Problems

Monitoring Processes:

s MEADT — Monitor Evaluate and Assess Performance and Conformance

ITG14 ~ Availability of reliable and useful information for decision-making (P}
Management Processes:

» APO0S ~ Manage Service Agreements
¢ APO13 — Manage Security
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» BAIJ4 - Manage Availability and Capacity
= BAI10 ~ Manage Configurafion

« DSS03 -~ Manage Problems

s DSS04 — Manage Continuity

ITG16 ~ Competent and motivated business and iT personnel {P)
Governance Processes:
s EDMO3 — Ensure Resource Optimisation
Management Processes:

¢ APQO1 - Manage the IT Framework
« APOD7Y - Manage Human Resources

ITG17 ~ Knowledge, expertise and initiatives for business mnovatmn (P)

Governance Processes:

¢ EDMO2 - Ensure Benefits Delivery

Management Processes:

s APOO1 - Manage the IT Framework
¢ APOO2 - Manage IT Strategy {
s  APO04 - Manage Innovation

o APQOQ7 - Manage Human Resources
« APQO0S - Manage Relationships

o BAIO5 - Manage Organisational Change Enabiement
¢+ BAIOB ~ Manage Knawiedge

4.6.1 Consolidated Business Processes:

Below is the consolidated list of Business Processes idenified by the CobiT 5
process to this point.

Governance Processes

« EDMO01 —Ensure Governance Framework Setting and Maintenance
o EDMO2- Ensure Benefits Delivery

s EDMO3 ~ Ensure Risk Optimisation

» EDMO4 — Ensure Resource Optimisation

¢ EDMOS5 — Ensure Stakeholder Transparency

Management Processes

e« APOQ1 - Manage the IT Framework

= APOOZ - Manage IT Strategy

s APQOO3 - Manage Enterprise Architecture
s APQOO4 - Manage innovation

« APOQS - Manage the Services FPortfolio
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s APODB - Manage Budget and Costs
. » APOO7 - Manage Human Resources
e APOO0S - Manage Relationships
«  APQD9 — Manage Service Agreements
» APC10 - Manage Suppiiers
» APQO11 - Manage Quality
¢  APO12 — Manage Risk
e  APO13 - Manage Security
« BAIJ1 - Manage Programimes and Projects
» BAI0Z - Manage Requirements Definition
e BAIO3 - Manage Solutions identification and Build
s BAID4 - Manage Availability and Capacity
« BAIOS - Manage Organisational Change Enablement
« BAI06 ~ Manage Changes
e BAI07 - Manage Change Acceptance and Transfiioning
« BAIDS — Manage Knowledge
« BAI09 ~ Manage Assets
o BAINOD - Manage Configuration
.« D8S01 —Manage Operations
« [3502 —~ Manage Service Requests and Incidents
« [)8303 — Manage Problems
« DSS504 - Manage Continuity _
« DSS05 - Manage Security Services
e [DISS06 —Manage Business Process Controls

Monitoring Processes

¢ MEAOT ~ Monitor Evaluate and Assess Performance and Conformance
¢ MEAO2 — Monitor Evaluate and Assess the system of internal control
« MEAO3 - Monitor Evaluate and Assess Compliance with External Requirements

In principle, all of these processes should be assessed to understand the levet of capability with which

SWSi delivers each process. .However, given that this may be the first time that a CobiT 5 based
assessment has.been carried out at SWSi, we recommend that the range of possible issues identified be
seen as a simple baseline from which further work can be launched, and that the immediate focus shauld
be on a prioritised list of business processes.

We further recommend that in the short termn we focus on the management processes rather than the
corporate governance and monitoring processes as itis likely that the management area will return greatest
immediate value.

£.6.2 Prioritised Subset of Processes for Assessment of SWSI

We have prioritised the below subset of CobiT business processes for capability review as follows:
Assign, Plan and Organise

e APGO1 - Manage the IT Framework

s« APOO02 - Manage IT Strategy

» APOG3 - Manage Enterprise Architecture
« APOOS5 - Manage the Services Portfolio

e APO12 - Manage Risk
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Build, Acquire and Implement
= BAIO1 — Manage Programmes and Projects
« BAI04 - Manage Avaiiability and Capacity

We have prioritised seven business processes. Of these, five are in the Assign, Plan and Organise phase,
where strategy and direction are set down, while the remaining two are in the Buitd, Acquire and Implement
phase where |T systems are established and rolled out. initially we have re-prioritised the Deliver, Service
and Support phase where ongoing operations are managed and user support delivered as improvements in
this area are somewhat predicated upon improvements in earlier phases.

We see greater potential refurn in establishing basic direction and frameworks in preparation for further
work, while ensuring that IT project management and availability and capacity receive some management
focus.

4.8.3 CobiT 5 Capability Levels

In this section we will assess each process against the CobiT 5 Process Capatnhty mode! The levels of
capability defined in this modef are:

0 Incomplete Process — The process has not been implemenied or fails to achieve its purpose
Performed Process — The implemented process achisves if5 PUrposg

Managed Process — The process is planned, monitored dnd djusted and its outputs coniroflied
Established Process — The process jisélfis fmpfemen!ﬂo using a defined process

Predictabie Process — The process operates wilhin defined limils lo achieve its purpose
Optimising Process ~ The process confinually improves 16 mest current and projacted goals

OF A L by

The optimum level of capability required of a process is highiﬁd-ependent upon the needs of the
organisation, for instance a business process which is of no strategic value cannot justify the expenditure
necessary to develop it to the ‘Optimising’ level. Likewise a process upon which the whole success of the
enterprise depends must be developed to a high levet of capability.

4.6.4 APOOT - Manage :%hé IT Framework

The purpose of this process is to provide a consistent management approach to enable enterprise
govermnance directions to be set¥or management processes as a whole, organisational structures, roles and
responsibifities, reliable and repeatable activities, and skills and competencies.

Underlying each process is a number of key management practices by which the process operates.
Key Management Prgétices:

APOD01.01 Define’the Organisational Structure.

APQO01.02 Establish Roles and Responsibilities,

APO01.03 Maintain fhe Management Systern.

APQ01.04 Communicate Management Objectives and Direction,

APO01 .05 Optimise the placement of the IT function.

APQD1.06 Define information (data) and system ownership.

APQ01.07 Manage the continual improvement of processes.

APQ01.08 Maintain compliance with policies and procedures.
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We assess the capability of this process as Level 1~ Performed, The process exists but is not strongly
managed, planned, monitored or adjusted. Once the parameters of the process are set they are not
addressed again until some pressing need arises to bring the process to management attention.

We recommend that over the next vear SWSi develop the process at least to levet 2 ‘Managed’ and that,
based upon curent priorities, SWSi should aim to develop the process to level 3 - 'Established’ within two

years.
g v "y " ™
0 1 3 4 5
incomplete Pesformed Managed Established | Predictable Optiraising
Process Process Protess Prozess Progess Process

APﬁﬁi .‘Maﬁ'a'ge th e
Management Framewark )

Corrent Capabitity level @

4.6.5 APOO0Z - Manage IT Strategy

The purpose of this process is 1o align strategic IT plans with business objectives. Cléaﬂy communicate the
objectives and associated accountabilities so they are understood by ali, with i'he IT strategic options
identified, structured and integrated with the busmess plans..

Key Management Practices:

APO02.01 Understand enterprise direction

APQ02.02 Assess the current enwronment capabllliles and performance

We assess the capability of this process as Level 0~ Incomplete. Parts of the process exist but it is not
fully implemented, and there is;iiﬂ'ﬁe evidence of any systematic IT strategy. IT projects are not always
closely aligned to Business Strategy or needs.

We recommend that over the next year SWSI de\}félop the process at least (o level 2 ‘Managed’ and that,
based upon current priar‘é_t_ies as understood now, SWSi should aim to develop the process to level 3 —
‘Established” within two years.

{ I Y " n'd aY
0 1 2 3 4 3
incomplese Perfonmed Wanaged Established Fredictable Oplimising
Process Process " Process Process Process Mrocess

apatility Level &

£.6.6 APUO3 - Manage Enterprise Architecture

The purpose of this process is to represent the different building biocks that make up the enterprise and fo
identify their inter-relationships as well as the principles guiding their design and evolution over fime,
enabling a standard, responsive and efficient delivery of operational and sirategic objectives.

Key Management Practices:

APOC03.01 Develop the Enterprise Architecture Vision
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AP003.02 Define the reference _architecmre

We assess the capability of this process as Level 0 - Incompfete. Some architectural components exist
but there is no unified Architectural Vision and there is no defined Reference Architecture.

We recommend that over the next year SWSi develop the process at least to level 2 ‘Managed’ and that,
based upon current priorities, SWSi should aim to develop the process to level 3 — ‘Established’ within two
years.

Predictable 3
Process

ncomplete Performed Estabfished

Process

Optimising
Process

A EUB -Manage

4.6.7 APOUS - Manage the Programme and Services Posszoiioﬁf .

The purpose of this process is to optimise the perfon"nance of the overall porifo[m of programmes and

services in response to changing enterprise pnoﬂtles and dermands.

Key Management Practices:

APO05.01 Establish the target investment mix...

APQO05.02 Determine the availability and sources of: funds _

APCO5.03 Evaluate and select programmes and projects to fund

APO05.04 Monitor, optimise and report eninvestment p__ertfoiio performance
APO05.05 Maintain portfolios :

APO05.06 Manage Benef ts Ach;evement

We assess the capabxitty af this process asiLevel G — Incomplete. Some portfolic artefacts exist and some
programme and project management processes exist, but there is no portfalio committee, framework or
process.

We recommend that over the next year SWSi develop the process at feast to level 2 ‘Managed' and that,
based upon current priorities as understood now, SWSi shouid aim to develop the process to level 3 —
"Established' within two years.

o 1 2 3 4 [ 5
incompiets Performed ltanaged Established | Predictable Optimising

Process Process Process | Process Process Process
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£.6.8 APO12 - Manage Risk

The purpose of this process is to integrate the management of IT-relaied enterprise risk with overall
Enterprise Risk Management (ERM), and balance the costs and benefits of managing [T-related enterprise
risk. '

Key Management Practices:

APQ12.01 Collect Risk data

AP0O12.02 Analyse Risk

APQO12.03 Maintain a risk profile

APO12.04 Articulate risk

APO12.05 Define a Risk Management action portfolio
APQ12.06 Respond to risk

We assess the capability of this process as Level 2 ~ Managed. The process is plq_gngd, mnnifored, and

input from IT. Itis important to distribute the Risk Managemam process throughout the organisafion, across
IT and all other business units so that centralised Risk Management becomes enterpnse Risk
Management, :

We recommend that over the next year SWSi devélop the process at least to levet 3 ‘Established’ and that,
based upon current priorities as understood now, SWSi should aim 1o develop the process o level 4 —
‘Predictable’ within three years. = ‘

~ - st ~ —~ ~
[ 3 1 27 3 3 5
Incomplete . Performed Managed Established | Predictable Opimising
Pracess Process Process Protess Process

4.6.9 :'IISA!C?T - Manage ngmmmes and Projecis

The purpose of this process is to realise business benefits and reduce the risk of unexpecied delays, costs
and value erosion by improving carmmmunications fo and involvement of businesses and end users, ensuring
the value and quality of project deliverables and maximising their contribution {o the investment and
services portfolio,

Key Management Practices:

BAI01.01 Maintain a standard approach for programme and project management
BAID1.02 initiate a programme

BAI01.03 Manage a stakeholder engagement

BAIO1.04 Develop and maintain the programme plan

BAIO1.05 Launch and execute the programme
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BAI(1.06 Monitor, control and report on the programme outcomes
BAI01.07 Start up and initiate projects within a programme
BAI01.08 Plan projects

BAI01.08 Manage programme and project quality

BAI01.10 Manage programme and project risk

BAIC1.11 Monitor and control projects

BAIC1.12 Manage project resources and work packages
BAI01.13 Close a project or iteration

Al01.14 Close a programme

We assess the capability of this process as Level 0 — incomplete. Some programme and:project
management concepts are in use and some internal IT projects are initiated howeverthe ménaggment,
methodology and execution of projects do not consfitute an achieved process according to the metric that
CobiT 5 applies. A ; - '

We recommend that over the next year SWSi develop the process at least to level 2 "M'anaged‘ and that,

based upon current priorities, SWSi should aim to develop the process to tevel 3 — ‘Established’ within two
years,

-
Established Predictable
Process

o
Incomplete
Process

5
Optimising
Process

4.6.10 BAIOA - Manage Avaitability and Capacity

The purpose of this bmce;_és is to maintain service availability, efficient management of resources, and
optimisation of system performance through prediction of future performance and capacity requirements.

Key Management Practices:

BAI104.01 Assess éarrent_ffa"véiiabiiity, performance and capacity and create a baseline.

BAI04.02 Assess business impact
BAI04.03 Plan for new or changed service requirements
BA4.04 Monitor and review availability and capacity

BAID4.05 Investigate and address availability, performance and capacity issues.

We assess the capabiiity of this process as Level 0 — Incomplete. The process exists bui is not strongly
managed, planned, monitored or adjusted. Reported outages in key systems over recent months suggest
that the process is not functioning well,

We recommend that over the next year SWSi develop the process af least to level 2 'Managed' and that,
based upon curent pricrities, SWSIi should aim to develop the process to level 4 ~ ‘Predictable’ within two
years.

Enosys ant BWSi Confidential Page 44 of 68
SWSITAFE ICT Services Review FINAL

Volume 8 . 187




NSW ICAG EXHIBIT.

HSW TAFE SWSi - ICT Services Review — CONFIDENTIAL

E14/1727/067/0002

o/ enosys

0 1 3
Incamplete Performed Established
Process Process

4
Predictable
Process

Encsys and SWSi Confidentia
SWSI TAFE ICT Services Review FINAL

Volume 8

Page 45 of 69

188




NSW ICAC EXHIBIT
E14/1727/067/0002

NSW TAFE SWSi~ ICT Services Review ~ CONFIDENTIAL K/ enosys

4.7 Summary Heat Map

The heat map below is a guide to our assessment of the capability ievel of each ICT process area, These
process have been selected because they have been identified and prioritised as those requiring the most
urgent attention. We recommend workshopping this data with the ICT Services team to develop a more
detailed and agreed upon assessment.

Subset of CobiT Processes: Brvad Poiicies Technology  Skils? Responsibilty  Soals

- . . Anarsngss? o »
Procésses Assessed  Compleie? TR inplEce? i place? friderstiod?  Algneg?

Assign, Plan &
Organise

APQQO1 - Manage the
{T Framework

APQQ2 - Manage IT
Strategy

APOGS - Manage
Enterprise Architecture

APOQS - Manage the
Services Portfolio

AP(12 ~ Manage Risk

Build, Acquire and
implement

BAiQ1 — Manage
Programmes and -
Projects

BAIO4 - Manage
Avaitabifity and
Capacity

Volume 8

Colour Kégf: :
RED ~indicates an area requiring considerabie urgent attention

7% ~ Indicates an area requiring serious attention but iess urgently than RED items

o = Yellow is nearer to GREEN and indicates an area requiring some attention soon
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5 Recommendations

Based on the proposed Target State and the Gap Analysis, a series of recommendation have been
developed to assist SWSI {fransition to the Target State. These recommendations have been grouped into
the following categories:

¢ Governance and Execution
e Aligning IT with the Business
= Financial Agility and Efficiency

¢ [T Resiliency

5.1 Recommendation Principles
All Recommendations are intended tc be:
= Appropriate/Proportional.

o Recommendations should not segk o pEace unnecessary admlmstratwe burden on
SWSI. : i

= Achievable.

+ Consider the future operating model under. Smart and .Skiiled
o Match costs to revenues | T
o Appetiie for Opex rather than Capex

o Var;ableiscalable dependmg on errolments.
s Place a priority on agil%ty-and execttion

« Allow SWSi speed-td—mafi:{et o capture emerging market opportunities with expediency.

5.2 Governance and Execution

Recommendation 1 - implement an IT Governance Framework based on CobiT 5

Ensuring a Governance Framework is in place at SWSi and that the correct settings have been
determined and-are’ bemg maintained are crucial first steps in ensuring that govemance permeates down
from the Board and executive levels throughout the organisation.

Putting in place good governance within the ICT area is an essential first step to ensuring that ICT delivers
the expected benefits. Strategic benefits can only be delivered if the proposed investment aligns to
strategic business goals, it must be clear how achievernent of these goals will be supported or enhanced,
and it must be clear what other enabling investments are required, specifically how this system or
application will deitver on the organisation’s goals, and over what timeframe, and in what form the expected
benefits will accrue — how will they be monitored and measured etc.

SWSi does not have an ICT Management Framework in itself, That's not to say that ICT is unmanaged
but rather that there is no documented framework for how this is done, who does what, or what the
organisation expecis from ICT. These matters are communicated to ICT, and the ICT manager is broadiy
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aware of his responsibilities. However Enosys recommends a more formal vet streamlined, framework be
applied in addition to the Govermnance Framework,

« SWGi should form a business oriented ICT Steering Committee empowered by the Board
s SWSI should form an Enterprise Archifecture Group that is likewise empowered by the Board.
¢ SWSi shouid form establish mechanisms fo ensure Benefits Delivery of ICT Investment.

s SWS5should communicate Management Aims and Direction through monthly meeting between
the {Acting) Associate Director, the (Acting} ICT Services Manager and Team Coordinators,

Expected Benefits

s T services are aligned and deliver business outcomes.

e  SWS3I business has greater executive control over IT investriient.

Migration Initiatives or Projects
e Impiement IT Govemance Committee via the proposed IT Stéering Graiup.

o Define Governance Charter.

o Implement Governance Framework Settihg & Maintenance.
o Appoint Enterprise Architecture Sub-Committee, ::

o Execute IT Govemance.

Recommendation Z - Implement Benefits Management and Value Realisation at the
T Steering Group

While both Benefits Méhagement and Value Realisation are ultimately necessary, in SWSi's context the
most immediate need is tb_ focus on Benefits Management and to ensure that good decisions are made in
the first piace. t will be necessary to address Value Realisation framework and processes in including
developing appropriate framewdrks and processes and embedding these in the purchasing decision
process,and in-ongoing govemance reporting.

Migration Initiatives or F?;w:bjécts

= - BWSi should establish mechanisms to ensure Benefits Delivery of ICT nvestment.

Recommendation 3 - Define a Strategic IT Plan

Enosys has not seen a specific ICT Strategic Plan. That said, Enosys is aware that SWSt is cumrentiy
developing last year's strategic plan, however this will likely be out of date at the time of release It wili be
necessary for SWSi to develop an ICT strategy and plan over the next few months in order {o be prepared
for the Smart and Skilled changes amiving next year.

Whilst the IT Strategic Plan cannot be completed until SWSi Business Strategy is available to guide it, the
general shape of the sirategy can be drawn out ahead of ime as to expedite the overall process.

Enesys and SWSi Confidential Page 48 of 68
SWSITAFE ICT Services Review FINAL

Volume 8

E14/1727/067/0002

191




NSW ICAC EXHIBIT
E14/1727/067/0002

HSW TAFE SWSi~ 10T Services Review - CONFIDENTIAL Q‘enosys

Expected Benefits
= T Sirategy will be able to closely follow SWSi Business Strategy
« [T goals will match Enterprise goals

e =required level

Migration Initiatives or Projects

e Define IT Strategic Plan to 2018

Recommendation 4 - Implement an IT Enterprise Architecture Sub Commitiee

As part of developing a strategic/governance approach it will be necessary to Manage éﬁterprise
Architecture. At present there is no formal, planned Enterprise Architecture at SWSi. The architecture that
has grown organically within or perhaps bensath, the organisation,has emerged of its own volition tather
than having been planned. Parts have been planned of course, but the archltecture of the enterprise as a
whole is largely coincidental.

; &

There is an urgent need to document and diagram the current enterprtse archltecture at a physical and
a logical level. This is a technical architecture task and reguires the___;;emces of an experienced enterprise
architect to guide, advise, and underiake the bulk of the doéﬁmenté:%icn and diagrammatic work. This is
something that can be deliverad once, and then updéied pér‘rodicaliy shou1d the need arise.

The second aspect of the task is Architecturat Govg;_'nance and this is an ongoing responsibility of ICT
which will require those skills to be available as a matter of course within the ICT community. SWSi needs
an Architecture Council or similar Commettee that meets reguiarfy and often o handle day-to-day issues

that arise. -
impiementing the Risk Management framework
Expected Benefits

« The Architecture Committee will standardtse IT across SWSi leading to lower costs, increased
efficiency “and higher availability

« The Arcbitec___guz‘:é:‘Committee will evaluate and oversee any new technology additions to the ICT
environment so that any new additions work well with the current environment and are of
strategic value to SWSi.

Migrati&n Initiatives or Projécts
+ _impiement IT Architecture Sub-Committee

« Develop a Technology Road Map

Recommendation 5 - Implement Risk Management compliant with the 150 37000
standard

Risk Management is addressed comprehensively at the Board and executive levels of SWSi, however we
see a gap in driving Risk Management down into the ICT area. We recommend the development, based on
the ISO 31000 standard, of an ICT focussed Risk Management framework and processes to hook into the
already effective corporate Risk Management process. Enosys also sees gaps in ICT Disaster Recovery,
Business Continuity Planning and potentially in ICT Crisis Management.
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We recommend that Risk Management consistent with 1SO 31000, be implemented across the ICT
function. it will need to be refined and made directly applicable to the specifics of SWSi. There is a
significant organisational change management aspect to this effort — it is not just a technical exercise for
risk professionals.

Implementing the Risk Management framework will need to ensure that it does not create a complex and
unnecessary burden on SWSi and ICT services in parficular,

One option that could be explored Is that the corporate risk team be involved with risks identified by
management and addressed as part of the ICT Steering Group.

Expected Benefits

e Al significant enterprise risk are managed

¢ SWSj undertakes the appropriate level of risk, matching its risk appetite and ensunng that

uncertainty is constantly reviewed and planned for.

Migration Initiatives or Projects

e SWSishould Implement the Risk Management Framework -
e SWSishould carry out baseline ICT risk review to setthe basas for ongoing risk review cycles.

+ SWSi should address the gaps identified in the GAP Analys:s usrng CobiT 5, that constitute

risks to the business and need to be managed as’ such

° SWS; should embed Risk Management in bussness and ICT processes and culture.

Recommendation & - Ap}minf an iCT Services Manager

Currently the ICT Semceg Manager i is in an actlng roie with limited scope and empowerment to restructure

ICT Services to transition.fo one that is more ciosely aligned with the future SWSi business model. It is
strongly recommended that SWSi appomts an IT Services Manager that can:

e Support the proposed Gmrernance Function by sitting on the proposed IT Steering Group to
+ assist with the shaping, defining and approval of IT initiatives and investments, including their
benefits realisation; and

+ Lead Mar:;'age“r;hent function by delivering ICT services consistently and reliably and improve
~ SWSis ability to seize market opportunities in innovative educational initiatives that wili drive
increased revenue under Smart and Skilled.

As such this is seen a senior role within SWSi and will require the current acting ICT Services Manager to
be given increasing scope and capabilities, as well as receive additional training and support.

Migration Initiatives or Projects

e Appoint ICT Services Manager

Recommendation 7 - Address Skilis and Capability across ICT Services

SWSi has not completed a formal Skitls and Capability Assessment for ICT staff. We propose that SWSH
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carries out a self-assessment program for ICT, based upon the Skilts Framework for the Information Age
{SFIA) framework as adapted by the NSW Public Service Commission. This will enable the ICT manager
and SWSi more generally, to gain a formal view of the skills and capabiiities of the ICT team which will
enable some planning and staff development in relation to any gap that may be revealed between the skills
of the current team and the skills that will be regquired under ‘Smart and Skilied'. This approach will establish
a baseline which could then be further formalised with the services of an accredited SFIA consulting firm.
We would be happy to introduce such a pariner should the need arise.

We recommend that SWSi addresses skills and capability in the following steps:
» Step 1 - Underiake an Audit of Current Skills within ICT Services against current roles.
¢ Step 2 - Set aside some funding for a short-term skills improvement initiafive in 2015.

¢ Step 3 -Undertake a Skills ang Competency Gap Analysis against 2 fuiure 1CT Serwces
organisational structure that will deliver to the [T Strategy. :

s . Step 4 — Transform ICT Services to Target State Structure.

Step 1 —ICT Services Skills Audit

Whilst it is more common to move to undertake a skills gap analysis against a future ICT Services
organisation structure in the short term, this is not currently possible given both the SWSi Business
Strategy is stil being formed and there are also structural changes expected atithe TAFE NW level,

tnitially, SWSi should undertake and complete an ICT Skilis Audit agamst the current structure and
operation. The puipose of the audit is to highlight the following:

s To what extent ICT Services staff has. the skills and expenence {o be able to underiake their
current roles. : i

«  Where ICT Servlces staff are currently workmg in roles that do not match their competency
(skilts and cerﬂﬁcattons)

» Some immediate skills development and tramlng initiatives that WIEE lead to improved provision
of services for some. of these roles.

. Prowde a baseiane for a future #Gap Analysis”.

Step 2 - Fund Short—Term Sk:iis Improvement in 2015

Once the Skills Audit has been compieted ICT Services should took to improve the skills and certifications
for staff. wi'zo are in a.role where undertaking some training will lead to an immediate or short-term
improvement in the de[we_ry of services. Pending the completion of SWSi [T Strategy, any spending should
be directed to areas or functions where it is expected that those roles will remain important to SWSi and
where the individualsiin those roles are suited to them.

Importantly, a proportion of this investment should be directed towards frameworks and methodologies for
IT Service Management and IT Governance (specifically ITILv3 and CobiT5) and may potentially be fast-
tracked for ICT Services Managers and Coordinators.

Step 3 — Undertake a Future State Skills Gap Analysis

Once the proposed SWSi IT Strategy has been completed ICT Services will need to migrate to an
organisational structure that will be able {o execute and deliver the strategy. A Skills Gap Analysis wili need
to be undertaken that maps current staff, roles and competencies against those of a future state. This Gap
Analysis will then highlight where skills require further development and ancther development pian shalt be
required.,
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Step 4 — Transform ICT Services to Target State Structure

Step 4 is the final step that actually transforms ICT Services from its current operational focus to an
organisation structure that will support the proposed Target State through a focus on service delivery (as
per Section 3,2.3 Service Delivery Focus).

Once the Future-State Skilis Gap Analysis has been completed, the IT Steering Group shall be able to

= Finalise a Target State Organisational Structure (See also Figure § - Potential SWSi
Governanee Structure based on CobiT 5 for a draft potential structure that implements some of
the key governance and management functions.

s Putinto place a roadmap to transition from the current org-structure to the target one.

Expected Benefits

¢ Wil provides SWSi the starting point {0 move away from a temporar
temporary positions to one that is in-line with future operatmg model:

mc_tur;with staff fffing

= Will assist SWSi realise immediate benefits and smprovements ir semce dehvery across all
proposed recommendations, 2T

Whilst benefits will accrue from each of these proposed steps, much of the expecte& benefits, including
those of many of the other recommendations of the report will not- be reai:sed until SWSi has completed
Step 4.

Migration Initiatives or Projects
o ICT Services Skills Audit.
» Skills and Certification Improvement Prbgram 2015 (Dependency: ICT Services Skills Audit)
e |CT Services Staff Sk_iils Gap Analysis (Deﬁandency: SWSi IT Strategy).

¢« Transform to Target State Orgamsatlan Structure.

Graup

Al future ICT spending should be signed-off by {T Governance Commitiee or its delegate in-line with the IT
Strategy;‘the Project Portfolic Management and the Service Delivery Management functions. This will
ensure that those who are accountable for SWSi's business outcomes are the decision makers with respect
to the procurement of IT Seérvice Catalogue Hems, or components within proposed Service Catalogue
ltems.

Even if forecast-.fundihg remains unpredictable, where funding does become available and needs o be
spent at short nofice, it can be against & pre-agreed set of spending pricrities enumerated by the iT
Steering Group, rather than ICT Services attempting to predict what the Business’ future ICT requirements
may be as in the case at present.

Expected Beneafits

= Al procurement and expenditure on ICT services will be aligned to business/learning' initiatives,
projects or services defined by ICT services and signed-off by the IT Governance commitise.

s« AT Procurement is tied to a known, stated objective or outcome with benefits realised.

Migration Initiatives or Projects
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&

Implement IT Steering Group
¢ Impiement Architecture Sub-Committee
e Implement Project Portfolio Management

¢ Implement Service Portfolio Management

Recommendation 8 - Document a Reguirements Definition for [T-Delivered
Learning for the next three years.

For each faculty or course provided by SWSi, the proposed Definition Document should plot on a spectrum
from Q% IT-delivered leaming to 100% iT-delivered learning over the next three years. An example of this
is shown below,

Rovenue /
Emrolment
Weighting

w58 TRIEE N
Figure 8 Summary Matrix.of iTQDefivered Learning Requirements

This needs to include some tevel of detail from the fé:éulties regarding how their reliance on [T-delivery of
learning services will change, giving the IT Steering Group Commitiee a de-facto list of candidate projects
for consideration for additional investmentand importantly, divestment,

If the relative importance of a particular course:in terms of anficipated enrolments is also added o the

Requirements Definition, then the IT GovernanceCommittee will have a view towards prioriising candidate

initiafives against the Prgject Portiolio NManagement function,

importantly, this initiative needs to'he owned by the SWSi business groups and faculties and delivered to
the IT Steering Group to provide guidance and prioritisation in approving and managing investments in ICT
Services. '

Expected Benefits

e Will provides ICT Services and the [T Steering Group & mechanism for prioritising 1T
investment {and divestment) over the coming years, ensuring that IT investment is aligned to
educational imperatives and Business Strategy.

s Wil provides significant input for the development of the IT Strategy

Migration initiatives or Projects

+ Requirements Definition for IT-Delivered Learning (2018-2018)

Recommendation 10 - Agree what IT Services are Strategic vs Tactical

ICT Services is not large enough for it to sustainably provide all IT Services at an acceptable standard
through internally-deliversd means. Indeed, SWSI's use of third-party service providers for mature or
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commpoditised IT Services is beiow the industry average for similar organisations.

SWSi needs tfo look at the services provided by ICT services, decide on which ones provide a competifive
advantage in the market and then, for the ones that are non-strategic consider aiternative service delivery
models that deliver the best service as an on-demand model at a competitive price.

Expected Benefits

+  Will provide ICT Services a clear picture of what services it will continue to deveiop and deiiver
internally and which services, or compoenents of services it will manage into the SW$i business
through mature third-party offerings.

* Wil provide input and guidance into the T Strategy.

+ Wil provide input and guidance into the Technology Road Map

Migration Initiatives or Prejects

¢« Enosys recommends a Service Portfolic Management meeting chaii'ed by a portfolio
manager on a monthly basis to manage the portfolio of ACT services. A formal portfolio of ICT
services must be drawn up and agreed Attendees at ’the meetmg will mclude executive

meassmqa! ﬁ?evek}pment

ICT Services to transition from' the cumment :op lratlonal focus to one that is service focussed.
As part of this recommendation roles and respons:bnht:es
¢ Appoint & Senior ICT-' -Serwce's Manager
o Siton -Goﬁérna-ﬁée:-gboard
0 Chair the Architecture group
o Own Project Portoiio

o Own ge.r‘vice Portfolic

ppoint a:Customer Services Manager to Manage Service Desk and major ITI. processes
{Cha_nge, Problem, incident, Capacity, Asset Lifecycie)

o  Embrace [TIL and CobiT
o Training in ITIL and CobiT.

= Pariicipate in industry networking groups inciuding NSW Government groups and forums for
information exchange around service management and service delivery. This shall prove vital
for ICT Services leaders in being able to execute on the proposed transition by sharing
experiences with other professionals who have or are undertaking 2 similar journey,

Migration Initiatives or Projects

» Appoint ICT Services Manager
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®  Appoint an experienced Customer Service Manager.
+ Implement Architeciure Sub-Committee

+ implement Project Portfolic Management

* Implement Service Portfolio Management

s Skills and Certification Improvement Program 2015

Recommendation 12 - Improve Service Delivery from the Service Desk

Enosys recommends that an experienced Service Desk manager be appointed.

Implement of of FAQ's document and user ‘self-help’ tools. Such implementations can lead to an immediate
benefit and assist with cross-team collaboration and thus start enacting on basig: processes such as
SLA reporting, Change, Problem and Incident Management. -

Migration Initiatives or Projects
+ Appoint an experienced Customer Service Manager.

s Provide a Service Desk Activity Analysis report after 3 months fo highiigh{ the volume and
profite of calls coming into the Service Desk

o Map call volumes against key JCT Services.

o Call volumes by top SWSI Users

o The percentage of i mcommg cails related to user fraining vs actual faults, problems or
incidents.

o SWSi Users' tise of self-help/FAQ information (eg SharePoint).
o ICT Services' response to faults and incidents.

o SLA perfonnance:_f.and possible recommendations {including reviewing SLA's)
5.4 Financial‘Agility and Efficiency

Recommendation 13 - Review and recltassify IT Costs as variable where possible

One of the key Target State objectives of this report is for SWSi to be able to better manage ICT costs in
the face of a chang;ng more competitive environment under Smarf and Skilled. As part of the user focus
groups, it wasifound that a large proportion of ICT costs are grouped into a single overhead which is then
charged back 10 the faculties. Under Smart and Skilled, this practice is unsustainable. Faculfies ang
business groups need to have complete transparency into what IT services are being provided to them and
how ruch they are costing them. Additionally, IT services need to be catalogued and offered on-demand
on a per-unit basis allowing business groups and faculties to increase and decrease their consumption of
services in-line with increasing and decreasing student enrolments. {See Figure 6 — Target vs Current
State Proflle of IT Costs).

In order to facilitate the effective building, implementation and management of a user-centric, on-demand
service cataiogue for ICT Services, al ICT costs need to be broken-out from the current “overhead” and into
components against the various service catalogue items or projects,

This would commence with a complete review of all [T costs with a view to shifting these from overheads to
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variable costs that can be recoverad against cost centres through defined, costed Service Catalogue items
that are knowingly consumed by business users such as the faculties, marketing etc.

Expected Benefits
+ SWSi will have greater fransparency and undsrstanding of the costs and overheads.

» Faculiies will have a better understanding of what ICT costs are currently charged back {o them
as fixed overheads. They will consequently be in a better position to reassess a lot of these
costs against their requirements.

s Wil provide a significant opportunity for SWSi business units to reduce their spend on some IT
services that they may not need and increase spend in those services that they do require.

e ICT Services will have comparisons or exampies to become more commercial or outcome-
focussed in the positioning of internally-delivered services. -

+ Improve the effectiveness of Service Porifolio management and PmJect Portfoho Management

supported and funded by the IT Steering Group .

iigration Initiatives or Projects

s Review of ICT Costs

Recommendation 14 -~ implament Tfmesﬁeefs'for ICT Services staff

SWSi must evaluate how costs for all ICT Serwces human Tesources can be tied back to funded Service
Catalogue itemss or projects funded by the IT Steering Group As such a timesheeting system should be
implemented in arder to eﬁectlvely ‘account for the. tsme and cost of ICT Services against each of the
initiatives funded - -

All aspects of ICT services should be included in this initiative, examples inciude staff working full-time
against a SWSi Website project:in this respect, timesheeting is useful as the cost assodiated with time to
undertake systems administration activities-needs to be separated from time against project-related
activities which are funded separately,

Initiatives required to achieve this:
i 'Under.take a cdrh’piete review of all [T assets and expenses including
e} éuiiding and facilities costs atiributable to ICT Sarvices
o T assets including hardware and software
o Ali 3" party procurement

s Separate unit-based items currently classed as overheads (such as phones and desktop
computers).

s Document, sign-off and implement Telephony Services as a unit-based Service Catalogue
item.

s  Document, sign-off and impiement Deskiap Services as a unit-based Service Catalogue item.
o Base offering.

¢ Enhanced offering with additional charge for onsite ITSO support.
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Expected Benefits

= Provides ICT Services manager and IT Steering Group improved visibility into the investment in
human resources which meke up a significant portion of overall cost base for ICT Services.

e Increased accountability of each member of ICT Services team into the work they are
undertaking on a daily basis.

« Faclilitates allocating cost associated with time spent on certain projects or service
administration to those initiatives that are funded by the IT Steering Group.

« improved metrics for value realisation.

e Classify all ICT Services Human resources costs against Key ICT Services and Service
Catalogue items

Migration initlatives or Projects

+ Implement a timesheetfing solution for ICT Services staff.

Recommendation 15 - Benchmark ICT investmen{s against a range to alternatives
to determine Industry Best Practice

SWSi requires & framework to manage ICT-enabled investment programmes The framework should
- encompass cost, benefits, prioritisation within budget a formal ‘budgeting process and management against
the budget. Stakeholders must be consulted to identify and control the total costs and benefits within the
context of the ICT sirategic and tactical plans,-and mmate corrective action where needed. This process
fosters partnership between ICT and busmess stakehoiders enables the effective and efficient use of ICT
resources; and provides fransparency.and accountabllaty into the total cost of ownership, the realisafion of
business benefits and the return on investment of ICT-enabled investments.

Where possible, SWSi should benchmark all iICT spend and service delivery options to determine the best
method of delivering {T services at'the best price;.a common misunderstanding of this process is fo simply
acquire a number of quotes prior.to purchasing, this is not the correct methad, Enocsys believes that the
correct process 10 determme the best method of delivering IT services at the best price means that where

there is & requirement for a new IT Service or a review of an existing one, that the SWSi IT Steering Group
dispassionately assesses several alternatives for the delivery of that service including:;

°. }nfémaliy by ICT Services;

¢ Externally by oft_flér NSW DEC agencies (ITD, TAFE NSW);
"o; Externally by of;wer third-party providers; or

+ A'mix ofthe above.

The appropriate option can then be selected according o such factors as functional fit, technology risk,
implementation risk, operational risk, commerciat flexibility as well as price.

Expected Benefits

e Delivery options for ICT Services can be assessed by the [T Steering Group against a range of
opfions to determine best-practice alternative(s).

¢ ICT Services will have comparisons or examples to become more commercial or outcome-
focussed in the positioning of intemaliy-delivered services.

Enosys and SWSi Confidential Page 57 of 69
SWBITAFE ICT Services Review FINAL

Volume 8 200




NSW ICAC EXHIBIT

HSW TAFE SWSE - 10T Services Review —~ CONFIDENTIAL /,’:’ eNOsYs

Migration initiatives or Projects
« Implement IT Steering Group

e Implement Architecture Sub-Committee

¢ Develop Technology Road Map
¢« Document Service Catalogue
+ Implement Project Portfolio Management

s |mplement Service Porifolic Management

5.5 ICT Service Definition and Service Catalogue

The management of programmes of work and Iindividual projects via project portfolio management is
severely hampered by a lack of a formal ‘Projects’ group, or even a list of people earmarked to work on
projects rather than exclusively BAU tasks. There is an 6pportunity to.augment.any such group with
external consultant, contractors and specialists, but thére needs o be é{;ore capability within JCT that is not
focussed exclusively on 'keeping the light on’, but'can (has the capabilities required to) deliver projects. We

We propose that SWSi develop a simple:but explicii-maﬁégeme__an’{ framework for ICT incorporating roles

and responsibility (RACI) matrices. This will establish who is responsible and accountabie for what, who is
consulted, and who is informed concemin ementof the Project Portfolio.

Expected Benefits

s More effeciive project governance and execution including the meeting deadlines, managing
changes and:iproject financial.management.

s  Improved vaiue realisation from SWSi investments in IT.

Migratiop‘ initiﬁtives or ﬁéi‘ojects .
= Develop RACI matrix for Project Portfolio Management
o Impiemeﬁt Pro}et:t Portfolio Management function

Transition existing projects into Project Portfolic

Recommendation 17 - Implement Service Portfolio Management and Document
Service Catalogue for Key ICT services

in addition to managing refationships, both intemally within SWSi and between SWSi and external bodies
such as ITD and potentially TAFE NSW, i is becoming essential to improve the documentation and
management of Service Agreements. Current levels of support, responsiveness to queries and change
reguests, and even the services provided are not adequate to satisfy SWSi ICT users {faculty and
students). Given current user experiance, in the absence of any initiatives on the part SWSI ICT and its
partners, it is unlikely that current services and sarvice levels will be adequate in a more competitive, agile
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market.

We recommend that SWSi implement Service Portfolio Management function within the TAFE. The
Service Portfolio would be owned by the ICT Services Manager, but with Service Owners for each of the
key ICT services (ag Moadle) appointed from within the current operations teams.

Service Definition

= initially, a Service Definition Brief for each of the key ICT services shall be documented,
reviewad and approved by the IT Steering Group (who may delegate review and approval to
specific SWSi business groups — eg Marketing for SWSi Website).

¢ The scope of these Inifial Service Definitions is fo be concise with a focus on functional
requirements and required service levels.

Service Catalogue

= Once the Serwc:e Definition brief has been documented and appmved a, Serwce Cataiogue

o Impact on Technology Road Map by the Archltecture Sub—Commiﬁee

© Breakdown of costs and pricing of the Service
of ICT costs in conjunction wg_t_h SWSi Fma_xgce.

alogue item as part of the Review

o Service Scope and Deliverables of the relevant operations team by the appointed
Service Owner wnth:n tCT Servzces (:e what ICT Services Is delivering against the
Service Definition), -

¢ Skills and Capability Assessmentm—iine with the proposed ICT Services Skills Audit
with any gaps highlighted, :

o Investment assessment signed-off by the ICT Services Manager that includes
technica! and commerciat details regarding the structure of the Service so that the IT

serwce lncludmg

. The'ability for faculties and business units o increase and decrease their
o consumption of the service.

e .. Tiering of services, if appiicable (Gold, Silver, Bronze).

. " Investment timeframes for components of the service,

° Options and constraints that the SWSI business users may need to be
aware of,

+ The Draft Service Catalogue ltern is then reviewed by the ICT Steering Group
o Any risks are documented in the IT Risk Register and managed accordingty.

o A decision is made on whether to;

o implement the Service Catalogue
® Make any amendments
® Deiay or fast-track implementation according to priorities and resource

constraints.
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s If approved, the Service Catalogue ltem is then handed to the ICT Services Manager
¢ Senvice Catalogue ltem is {ransifioned into the Service Portfolio
. Service Desk Transition
. Operational Transition to Service Owner and Operations Team(s)
o Any proceeding funded projects are transitioned into the Project Portfolic

o Transition fo Architecture Sub-Commities

Expected Benefits

« More effective delivery of ICT services with greater expectation management of the SWSi
business users. '

e Greater ability for SWSi users to increase and decrease their conéﬁrﬁption of ﬁ'sewices in line
with increasing and decreasing student enrolments and revenue to SWSiunder Smart and
Skiffed. o : h

= Improved value realisation from SWSi investments in IT &

= Improved ability to manage the lifecycle of services in-ine with the lifecycie”bf Various courses,

Migration Initiatives or Projects
« Develop RACI matrix for Project Portiofio Management
+ Impiement Service Portfolic Management function
o Document Service ﬁéﬁnition";ér key icT Sefvices

o Document Service Catalogue for key ICT Services

Recommendation 18 - Pi“f@f‘ Mf_cmsof&e?fﬁce&% &g a Service Catalogue ifem

Desktop productivity software in‘the form of Microsoft Office can best be described as *commodity
setvices”. In piloting Office 365, SWSi can take an initial low-risk siep in moving o a service model for the
delivery of an [T service that is now mature, low-risk, and “user-pays.” This also allows ICT Services
resources to focus on more strategic services.

Microsoft Office365 is now a mature service that is experiencing rapid uptake by both commercial
enterprises and govemmen__i:organisations around Australia.

As paz‘t“of this Pilot, !C'T Services shoukd:
« Prepare a Project Definition complete with objectives for signofé by the IT Steering Group

« Select, for instance, 10 users from three representative business groups to run as a pilot group
for a period of three months.

» Undertake a comparative analysis of the benefits and limitations of Office365 versus delivering
desktop productivity software internally by ICT Services.

= Coliect feedback from pilot users as to their experience in

e Prepare a short report for the [T Steering Group as to the results of the pilot with any
recommendations,

Expected Benafits
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o Allows SWSi a refatively simple way for ICT Services {o divest itself of some of the burden in
administering and maintaining a service that is hot strategic to SWSi.

& s anideal initial way for SWSi and ICT Services to start migrating to commodity services
delivered by more efficient 3™-party organisations

s Is an ideal initial service to be defined and delivered as a true on-demand, user-pays Service
Catalogue item in the short term.

Migration Initiatives or Projects

e Office 365 Pilot

Recommendation 19 - Pijot Desktop-as-a-Service as a Service Café?égue item

of reducing the admlmstrative burden of delivering basic, commocitty lT Servsces

As part of this Pilot, ICT Services should:

= Prepare a project definition complete with objectives for sigééff by the IT Steering Group

¢« Select, for instance, 10 users from three represantatlve busmess groups to run as a pilot group
for a period of three months.

+ Undertake a comparative analysis of the benefits and llmutatnons of Office365 versus delivering
~ deskiop productivity software mtema!ly by ICT Services.

s Collect feedback from pilot users of expenences

* Prepare a short report forthe IT Steenng G:::oup wﬁh the resuits of the pilot and with any
recommendations. ) g

Expected Benefits

® Evaiuates‘the.-.feasibiiity of ICT Services to divest itself of administering and maintaining a non-
core service.

e Aiiows ICT Services to assess the efficiency of third parly commodity service delivery

. Can be defined and delivered as a true on-demand, user-pays Service Catalogue item in the
shortterm meaning that significant cost can be removed from current T overhead or fixed
costs.

Migration::lniﬁatives or Projects

¢ Deskiop-as-a-Service Pilot

Recommendation 20 - Define the Service for EYOD/Wireless/Student Experience

Furthermore, ICT Services should similarly explore Deskiop-as-a-Service as a means of reducing the
administrative burden of delivering basic, commodity T Services.

As part of this Piiot, ICT Services should:

«  Work with SWSi users via the IT Steering Group to define their requiremeants for
BYOD/Wireless/Student Experience.
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e Understand integration, if any, with other systems (eg SWSi website, SharePoint, Moodle)
s Workshop or test several options.
¢ Define a project including costs, timelines, dependencies and value realisation (ROI).

e« Develop & draft Service Catalogue item as proposed in Recommendation 17 - Implement
Service Portfolio Management and Document Service Catalogue for Key ICT services,

« Submit the above including a recommendation back to T Steering Group for review.

Expected Benefits

= [T Steering Group and ICT Services use this as a means of tmplementlng the proposed
approach to [T governance.

« Animportant IT service is developed in consuliation with and signoff

o Appropriate expectations around functionality, serwce leve and return on investment
{RO are known upfont. :

o Facilitales benefits management and value --reéiisation

¢ Aveids current tactical appreoach that may result in the delivery of sub-op’umal solutions and
some level of wasted investment.

¢ Provides SWSi with a service that considers and’f-:mané@e'_sf‘ students’ digital experience
irrespective of whether they are off-campus, on-campus on a wired or wireiess netwark.

Kigration initiatives or Projects

¢« Service Definiﬁon for BYOQ_!W iretess/Student Experience
5.6 IT Resiliency

e im;piemgrﬁ High Capacity links between Bankstown and
Granwlfe Data Centres

Recommendation 2]

It is assumed that ICT Serwces will consolidate most of the infrastructure supporting critical applications to
2 computer rooms at Bankstown and Granville. For ICT Services to be able to provide the appropriate level
of infrastructure support to SWSi critical applications and to leverage the existing server, storage, and other
investment at these 2 data centres, it is vital that sufficient communications links are provided from and
between each of these locations.

Additionally, it provides an important component in allowing SWSi to provide basic Internet services without
relying on the current Internet services provided via ITD (see Recommendation 24 - Internet Service)

Expected Benefits

s [Enabies the leveraging of existing investment in server, storage, and other equipment fo
provide site redundancy and high availability to key SWSi appiications that are reflective of their
importance to the business.

Migration Initiatives or Projects

+ Document a short Interim Data Centre Architecture {pre-requisite).
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e Iimplement High Capacity Carriage Services {(Bankstown and Granville)

FRecommendation 22 - Complete Data-Centre Consolidation to Bankstown,
Granville and Macguarie Ficlds

This is an existing project currently being undertaken by ICT Services. Itis presented here for the purposes
of prioritisation and context for dependent recommendations below.

Expected Benefits

= Implements site redundancy and high availability for key SWSi applications that are reflective of
their importance to the business. - -

Migration Initiatives or Projects

« Document & short interim Data Centre Architecture (pre-requisite).

« implement High Capacity Carriage Services (pre-requisite).

s Implement Site Redundancy for Moodle

s Implement Site Redundancy for SWSi Website
* Implement Site Redundancy for SharePoint b

Recommendation 23 - Complete Business Gontmmfy and Disaster Recovery
Planning for T

A Business Continuity and Disaster Recovery{BC&DR) Plan ('the Plan) was initiated in 2012, 1t has never
been completed or impEemented- Kis récommended th'at the plan is reviewed and completed in

= A Production’ BR tes for all core sysiems inciuding Moodle, SWSi Website, SharePoint and
CRM has been executed; and

« ThePlanis integrated into the SWSi oveérall Business Continuity Plan (managed by SWSi
Corporate Strategy & Governance).

Expected Benefits

. Cﬁﬁcai.aﬁpﬁcetions wiil have appropriate and proven recovery plans.

Migration initiatives or Projects
= Document a short Interim Data Centre Architecture (pre-requisite)
s Review the Complete BC&DR Plan from 2012,

¢ Undertake a failover test for alf key ICT Services including SWSi Website, Moodle, SharePoint
and CRM.
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Recommendation 24 - Implement Alternative Internet Service

One of the current issues of most importance to SWSi users is in accessing basic Intemet services. This
was raised as a critical issue by members from the Travel and Tourism faculty who found it difficult to
conduct classes which reguire constant access to extemal travel reservation systems (such as Galileo and
Amadeus)

Being able to use a fast internet service is a basic vet crifical requirement in the classroom today. SWSi
should move to implement alternative Internet connectivity for at least the main campuses, with connectivity
o ITD being maintained solely for accessing internal systems. This will not only mean that SWSi users will
immediately experience improved productivity through faster connectivity, it will also remove the
requirement to constantly re-authenticate with the TD Internet proxy servers.

SWSi has already procured some Internet carriage services for some campuses. Thesg, as well as the
proposed larger carriage services at Bankstown and Granville can provide the platform to achieve this,
however a network security design will need fo be documented to ensure the rﬁost'appropnate method of
managing and forwarding traffic to the intermnet versus DECATD.

Expected Benefits

e Immediate improvement in user experience and p’:‘oductivitﬁ:'ffor an issue identified as important
by SWSi users.

Migration initiatives or Projects

= Network Security Design and tmplanightation Plan

s impiement Alternative internet Serv:ce
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6 Prioritised Migration Plan

6.1 Proposed Stream and Delivery Block Approach

This section details a Migration Plan to implement proposed recommendations according to a prioritised
improvement plan. It is proposed that an Migration Program (the Program) be |mplemenf:ed along 2
streams:

3. AnJCT Services Stream that will mainly focus on shorter-term migration initiatives. These can
generally be handied by the ICT Services in isolation (as part of the Management function).

4. A Strategic Stream that tries to address longer-term remedies snc!udmg initiatives fo improve
governance that require the attention and cooperation of other SWSi groups outsnde of the ICT
Services team alone (as part of the Governance function),

It is proposed that the Program groups the delivery of improvement rOJects mto G—month dehvery blocks
based on priority and order of precedence (dependencies). :

+ Proposed improvement projects that are of hlgher priority, shorter elapsed t:me for benefits to
be realised and no dependency on other improvement projects have where possible, been
placed in Delivery Blocks A (ICT Semces) and C {Strategy)

s Proposed improvement projects that are of lower pnorlty, {onger durafion time for benefits to be
realised, have a dependency on other lmprovement projects and require significant
collaboration with the IT Steering Group oriother SWSi stakeholders outside of ICT Services
are more likely to have been placed in Delivery Biocks B (ICT Services), D and C (Strategy).

Icr gérvices Stream _ g swsi Strééiég ié 'Stream

Program Review

Close Migration Program

Figure 8: Proposed Priority-Based Migration Plan
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6.2 Improvement Plan — ICT Services Stream (DRAFT)

Detivery

Yeai  Pority Proposed Imptovemsht Projett (Monith) Dependericy . (Days) iM

Monthly Communication
[Communicate Management Airm

Comiit Effort  Elapsed
iths)

| Exists

E14/17 27106710002

imigt
Capability Eapacity  Plans
_ Exists  Ready?

2015 Medium and Direction } . YES YES NJA
B Month
2015 High - Interim Data Centre Architecture ! : 5 YES U YES NG
Month  Appoint Customer Service . ’
2015  Medium  ICT Services Skills Audit - - 2° . Manager {Service Dask Lead) - YES ? NC
implement High Capatity Carriage o
Services {Bankstown and Month  interim Data Centré el
2015  Critical  Granville} 3 Architecture .~ 15 YES NO
BYOD/Wireless/Student :
2015 Medium Experience - Service Definition 3 . 15 ? NO
Network Security Design and . Month  BYOD/Wireless/Student
2015 High Implementation Plan o 2 Experience - Service Definition T ? ? NO
Implement Alternative internet : Month Ne'_cwork Security Design and 2
2015 High Service 4 implementation Plan - ? NO
: ] ‘Month
- 3015 Medium  Skilis Improvement Plan - 2015 ] ICT Services Skifls Aucdit F YES YES NO-
) Month
2015 Medium Qffice 365 Pifot 5 0 ? NG
‘ Manth
2015 Medium Desktop-as-a-Service PHOY S ? ? NO
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bielivery

Comiit Effort sed pability:  Capacity

__Prigrity  Propased improverient Project  (Vionth) Dependenioy {Days) {h | Exists

s Impiemeni High Capacity
Implement Site Redundancy for Month  Carriage Services (Bankstown - N
3 CHYES T YES NO

2015 Critical Moodle 3 . .4 “and Granvill) .
w : ) Implemant High Capacity i _ ER E
implement Site Redundancy for Month “Cartiage Services (Bankstown ) D :
2015 Critical SWSi Wehsite 5 end Granville] =15 3 YES YES NO s
: } : impleritent High Capacity . S a
kmplement Site Redundancy for ~  Month  Carriage Services {Bankstowri = : . ) :
2015 Critical  SharePoint 6 and Granville) - 20 3 0 YES YES NG
Implement Sitgﬂedundanw for Impiement Site fiedundancy ' ' '
2015  Critieal  Other Sérvices fot Moodie ‘ :
oy - : interim Data Centre -
L2016 .. Arqhiteét'_:;jr :
ER - Implement Site
2016 ;. Critica) far OtheriServic
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6.3 Ilmprovement Plan - Strategic Streamn (DRAFT}

Year

. Prigiity

Prognsed limprovement Projeet

Dielivery
Copririit

{#onth)

Bépendency

Effort

. {Days}

E14/1727/067/0002

Implement IT Governarice Board “Month :
2015  Critical | [SWSIICT Steering Group) o 5 YES
- _ Moath :
2015 High  Appoint ICT Services Manager i i - YES
implement Enterprise Architecture  Month - tmplemient IT Governance -
2015 High Sub-Committee 1 Board . o ? YES
' Implemént IT Govérnance _ ' :
implement Benefits Management Month  Board (SWSHICT Steertng. . . %
2015 High and Value Realisation processes 1 Group) . ‘ “5 YES YES
Develop RACE matrix for Project Month >
2015 Critical  Portfolio Management 1 Appoint ICT Services Manager  * °5 YES
Develop RACE matrix for Service Month ' R
2015  Critical Portfolio Management ) 1 Appoint ICT Services Manager 5 YES ?
Implement Project Partfolic Month  Develop RACI matrixfor - _ ?
2015 Critical Management ) 27 Project Portfolic Management 5. [ ?
Implément Sérvice Portfolio Month  Develop RACI matrixfor “ .
2015  Critical” Matisgement 2 Servicé Portfélio Madagement 7 7
Appoint Customer Service Month  Implement iT Governance
2015 High . Mandger (Service Desk Lead) 2  Board:,. oo - - P
- ’ Service Definition Brief for SWSI Month™  Impiement Service Portfolic
2015 High  Key IT Sérvice X 2 Management .. : sl 7 ?.
: Service Catalogue ftem for SWSi. Month .-Service Definition Brief for E
2015 High  KeyIT Service ¥, ¥ 3 SWSi Key IT Service X - ? ? o
Sarvice Desk Activity Analysis Month  Appoint Customer Service :
2015 High  Report : S Manager {Service Desk Lead) 15 “NO NO
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Priority  Proposed Improverent Project

£/ enosys

belivery

Cotamit

: Eifost  Elapsed  Capability Copaeity
{Month) _Dependericy ; ;

{Days) {Months} = E _ EX

Requirements Deﬁnltiop for T« ~iMonth  Implerient IT Governance P
2015  Critical  Delivered Learning 2016-18 5 Board i T g 3 YES LT
. ) Month. ' Reguirements Definition for ) e
2015 High Define IT Steategic Plan to 2018 ) IT-Delivered Learning 201517 10 ] 7 ' ?

Review of ICT Costs

i Implament ¥ Governance , e i

Month

~ S¥ite Structure -
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<Instructions for the completion of this proforma are given in < >, and should be deleted from
the completed submission, which should be authorised by the relevant director facully or
functional unit manager before being forwarded fo the appropriate approver. The complefed

document should be in black font throughout. >

Sensitivity: =Confldential not for distribution / normal>
Date: <Date >
Document No: =<Document number generated from TRIM/EDRMS /ltem No>
Subject: <NAME OF SUBJECT IN CAPITAL LETTERS {IN BOLD}>
Purpose: <For decision/ discussion / information>

issue

include details of:
<objectives/needs that are to be salisfied by proposal>

Background
include where relevant details of:
<other business considerations/impacts on other areas>
<Relationship to the institute strategic plan>
<Institute service delivery strategy>
<institute budget plan=>

Current situation

include where refevant details of:
<consequences of taking/nof faking the proposed action>
<historical information> :

Comment

<Outline the issues, or argue on the issue outlined above, and alternatives>

Data sources

inciude where relevant details of:
<feasibility studies/pilot projects>
<consultant advice>
<external proposals>
<industry benchmarks>

Business case pro forma version 4
Owner: Institute Director's unit
Disclaimer: Printed copies of this document are regarded as uncontrolled
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Assumptions & rationale

inclide where relevant details of:
<assumptions>
<rationale>

Alternative actions considered

include where refevant details of:
<alternative options for achieving objectives>
<reasons for not supporting alternative options>
<alternative objectives that may salisfy proposal needs>
<reasons for not supporting alternative objectives>

Risks & contingencies

include where relevant details of:
<market risk>
<completion on time/on budget risk>
<financial risk> :
<private secfor partner risk>
<environmental risk>
<poiifical risk>

Analysis of resulis

include where relevant details of:
<impacts on business>
<sensitivity of results fo changes in assumptions, inputs, risks, efc.>
<henefits needs analysis>
<non-financial resufts > - _
<surprising/unexpected resulfs>
<results that could be misinterpreted=

Post implementation review

include where relevant details of:
<proposed review dafe>
<proposed review participants>

Financial implications
include where relevant details of:
<financial implications/comparisons>
<quantification of income/costs/sale of assets/benefits>

Consuitation

include where relevant details of:
<discussions internal fo Institute>
<discussions external to Insfifute>

Business case pro forma version 4 Page Z of 3
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Links With

include where relevant details of
<other seclions/units>
<other decision making groups>

Conclusion
<slaile the case with supporting reasons>

Recommendation
< ldentify who should do what about this issue and by when >

Prepared By: <Your name>
Position: <Title>
Date: <Day/monthfyear >

Authorised By: <Name of your line manager>
Position; <Title>
Date: <Day/month/year>

Business Case is approved/not approved

Approved By: <Name of person or decision-making group>
Position: <Title>
Date: <Day/month/year>

Business case pro forma ' version 4 Page 3of 3
Owner: Institute Director's unit Last reviewed: January 2015
Disclaimer: Printed copies of this document are regarded as uncontrolled .
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" NSW ICAC EXHIBIT

INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operﬁtion Sonet

PLACE: TAFE NSW Bankstown College
NAME: Neil Stralow
ADDRESS: * 500 Chapel Road, Bankstown, NSW'

OCCUPATION: Financial Accountant, Finance Unit
TELEPHONE NG: EKnown to the ICAC
DATE: 29 May 2015

States: -

E14/1727/049/0003

I. This statement made by me accurately sets out the evidence which I would be

prepared, if necessary, to give in Court as a witness. The statement is true to the

best of my knowledge .and belief, and [ make it knowing that, if it is tendered in

evidence, I shall be liable to prosecution if | have wilfully stated in it anything which

I know to be false or do not believe to be true.

2. My full name is Neil Francis Stralow and I am .years of age.

3. T'bave occupied the position of Financial Accountant at South West Sydney Institute

(SWSI) for six years. My responsibilities inciude: accounts receivable transaction

services, contracts, procurement, assets, fleet, financial administrative functions

and external reporting. I report to Phil Martin, Director of Finance, SWSI.

Witnes
Page 1 0of 16
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STATEMENT IN THE MATTER OF: Operation Sonet
NAME: Neil Stralow

4. Two staff report directly to me. They are the Contracts Administration Officer and

the Revenue Controller.

Policies and Procedures

5. SWHSI staff are required to follow the Department of Education and Communities
(DEC) policies and procedures. The procurement policies are reviewed every few
years, and DEC is responsible for updating them. The current procurement and
purchasing policies were in place in late 2013 and early 2014. SWSI staff are
directed fo reference the policies and procedures on the intranet, and on the job

tratning is also provided for finance policies.

Finance Systems

6. SWSI uses the Shared Service Centre (SSC) in Paramatta, which provides accounts
payable services for the whole of DEC Corporate, TAFE and 229 schools, The
services provided include all invoicing and payment to vendors and master data

maintenance of all vendor and debtor records.

7. SWHSI also uses the finance system SAP, which is used by TAFE NSW and DEC.
The entire process of purchasing goods and services from a vendor is electronic,

and there are no manual forms or records.

Witness

Signature
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NAME: Neil Stralow

Vendor Crgation Process

8. The Finance Department uses the SAP finance system for vendor creation. A Unit
at SWSI may indicate they wish to purchase goods or services from a supplier who
is not a registered vendor by completing an online vendor creation form, which lists
the vendor’s details. Some form of supporting documentation from the vendor has
to be attached to the online form, which can be a quote or another document with
the vendor’s name, address, ABN and bank account details. The online form and
attached docpmentation is submitted electronically to my position, unless I am
absent and the request is passed its expiry date. If T am absent and do not action the
request within three working days the request is automatically escalated to my line

manager — the Director Finance at the Institute.

9. 1 check the vendor details to see whether they are an employee of SWSI. This is
done by searching for the name of the vendor or their nominated contact in our
ematil global address book. I also check whether the ABN matches the name on the
vendor creation form, and whether the ABN links to any information on the
Australian Securities and Investments Commission {ASIC) website that identifies
an SWSI employee. If no information is uncovered that links the vendor to an SWSI
employee, [ approve the form. The form is then electronically sent to the Shared

Service Centre which then checks that the vendor name matches the name on the

Signature Witness
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STATEMENT IN THE MATTER OF: Operation Sonet

NAME: Neil Stralow

10.

1.

12.

Signatur

ABN registration and that the ABN is current to ensure it is a valid company. If the
vendor passes these checks, the vendor is created on the system with an associated
unique identifier number, and the original requestor receives an email notitying

them of this.

All SWSI staff can submit a vendor request on the SAP system, since they all have
a procurement profile, except part-time and casual teachers. When subrnitting a
vendor request, staff are not required to gain approval from their immediate

superior.

In most cases, a vendor cannot be paid without having been created as a vendor in
the SAP system. The only circumstances in which a vendor does not have to be
established in the SAP system is when a vendor is used once, but that never occurs
in relation to goods or services. It only occurs when making payments to students

for example for awards or refunds of fees.

Vendors will always remain active in the SAP system, unless they are blocked for
some reason. The only time vendors have been purged over the last five years was
when the finance systems were changed on two occasions and al]l vendors who had

remained inactive for at least two years were removed.

Witness
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STATEMENT IN THE MATTER OF: Operation Sonet

MAME: Neil Siralow

Purchase Order Processes

13.

14,

Signature

In order to create a purchase order, the original requestor of goods or services should
firstly check whether the goods or services are available In government contract,
which can be done by looking at the catalogues linked to the SAP system. It is up
to the line manager who approves the requisition to ensure that procurement policies
are followed including purchasing from in contract suppliers where available, If the
vendor has not been used before, the vendor creation process will have to be
completed before the purchase order can be raised. The original requestor then
creates what is known as a ‘shopping cart’ in the SAP system, which is either
populated by the catalogue of government contract suppliers or the requestor can
type in their requirements, including the vendor, the cost centre, cost assignments
and account codes. The shopping cart is similar to an online requisition. The
requestor also selects the delivery address from a drop-down menu of options, and
should attach a quote if the goods or services required are not available in
government contract. Anyone in the ICT Unit, and virtually any SWSI staff member

can request a purchase order except for part time casual teachers.

The purchase order request is submitted to the requestor’s line manager for approval
if it is within their delegation. If the purchase request value exceeds the line
manager’s delegation, it is automatically sent to the person with the next higher

level of delegation until the approver with an adequate delegation level has been

Witness
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15.

reached. Ronald Cordoba, as the Acting Regional Manager, 1CT had a delegation
of $150,000, the Associate Institute Directors have a delegation of $150,000 each
and the Institute Director has a delegation of $500,000. The delegation system in
SAP is based on role levels, as opposed to individual names, and are in accordance
with the Public Finance and Audit Act 1983. Delegation levels cannot be exercised
unless funds are under the approver’s control.

All Cordoba’s orders were less than $150,000. Where purchases exceeded $150,000

 they were split into separate orders less than $150,000.

BB udgets are allocated for projects and for general operating expenses. Approvers

17.

Signature

are expected to check that they have remaining. funds in their budget/s before
approving purchases. Whilst SAP does contain budget and expenditure against the
budget/s it does not warn or prevent an approver from approving a purchase if there
are insufficient funds. Approvers should only approve expenditure from funds
under their control. If a purchase is approved from funds not under their control the

manager where the expenditure is charged should detect this and advise Finance.

For every purchase order that was raised for ITD Pty Ltd, the requestor was the ICT
Coordinator, Sharon Ambrose and the approver was Mr Ronald Cordoba. This is
not unusual, since 1t is part of Ms Ambrose’s role to request purchase orders, and

Mr Cordoba holds the appropriate delegation to approve these requests.

Witness
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18. Once the purchase order request is approved by the line manager, it is submitted to
the Shared Services Centre, where the purchase order is generated and sent to the
supplier via whatever method is stipulated in the vendor master record. A unique

vendor identification number is included on the purchase order by the SAP system.

19. The purchase order is not sent to the original purchase order requestor, but they can
enter the SAP system and print a copy. They can also track the purchase order
request in SAP to see when it has been approved and when the purchase order has

been issued to the supplier.

20. Expenditure can never exceed the value of a purchase order. If a change is required
to be made to the original purchase ordeg, the requestor edits the purchase order
request in the SAP system, and submits it to the approver of the original purchase
order request. Once approved, the amended purchasé order request is submitted to

the Shared Service Centre who sends the supplier the new purchase order.

Invoicing and Payment Processes

21. The supplier is supposed to send the invoice to the SSC. Thc-re are occasions when
the supplier sends the invoice with the goods or services to the delivery location, in
which case the person receiving the goods forwards the invoice to the SSC. Any

staff member at the delivery location can enter a ‘goods receipt advice’ when the

Signature Witnes
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22.

23.

24,

25.

Signature

goods or services are received. The same person can request a purchase order and
verify receipt of goods. The SSC should then conduct a ‘three way check’ to ensure
the purchase order, invoice and goods receipt all match before the vendor is paid.

The three way check satisfies section 13 of the Public Finance and Audit Act 1983.

The Finance Unit expects the SSC to check that an invoice is a valid tax invoice
and to ensure the three way check, of purchase order, good receipt and invoice is

done.

Over the last six months or so, we have been receiving goods, which are linked to
purchase order requests which were approved by Ronald Cordoba, Acting Regional
ICT Manager, SWSL. A receipt of goods form existed in the SAP system and the

items were paid for prior to their arrival.

The practice known as “invoice splitting” breaches the Department’s procurement

policy. The practice of “invoice splitting” involves raising a namber of purchase

. orders and/or tax invoices to purchase goods or services so that the monetary value

falls within the Line Manager’s financial delegation levels. Many believe that the

practice of splitting invoices streamlines the process of obtaining goods or services.

The practice of “invoice splitting” was detected when the Finance Department was

audited a couple of years ago by Department of Education and Communities’

Witne
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26.

internal auditors. The Finance Unit does not have any software or mechanisms in
place to detect invoice splitting, due to lack of resources. Consequently, a reminder

was broadcast to all Institute staff reading purchasing policies.

There would never be an opportunity to bypass the checks ofthe Accounts Payabie
processes if an emergency payment was required, since the SSC conduct a payment
run every d'ay. A vendor can be created in the SAP system and payment to that
vendor can be made by following the appropriate processes in the span of a day.

There is an urgent payment request form on the SSC website, but this is not used to

pay vendors. The Finance Unit at SWSI is not equipped to make payments, since

" there 15 no Institute bank account. There is one bank account for TAFE NSW which

27,

is managed by the Shared Service Centre.

SWSI do use and issue corporate credit cards, but they are not used for substantial

' purchases from vendors. Most of the Faculty Directors, the Associate Institute

28.

Signature Witness

Directors and the Institute Director have corporate credit cards. The default limit

for which is $2,000. The default limit can be increased if a request is submitted.

Petty cash ceased approximately three years ago. Staff are able to claim “Out of
Pocket” expenses by completing an expense claim form in SAP, attaching their
receipts, and submitting this for approval to their line Manager. Once approved, the

expense claim is submitted to the SSC for payment.

Page 9 of 16
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Signature

29. The internal auditing function transferred from DEC to TAFE NSW in 2014. TAFE

NSW have not conducted any internal audits, and instead contracted this work to
Emnst & Young who conduct the audits every two years. SWSI is also audited by

the Audit Office of NSW, but this auditing is not at the transactional level.

Procurement Processes

368l In order to commence a project, a business case is to be approved by the relevant

Associate Institute Director who then submits it to the Board for approval. The only
person from the Finance Unit who attends the monthly Board meetings is Mr. Phil
Martin — Director Finance. I have seen a submission prepared by the then Associate
Institute Director of People, Planning and Performance, John Humphrey,
supporting Ronald Cordoba’s submission for ICT capital expenditure. I believe that
the Institute’s ICT Services Unit throngh Ronald Cordoba was seeking funding for
ICT capital expenditure for approﬁimately $2.5 million for the 2013-2014 financial
period. The Board approved this business case study in February 2014. Some other
projects also contained an IT component within them which ICT Services
purchased from ITD Pty Ltd on behalf of the submitter (eg IT components in
flexible learning centres per the Organisational Redesign submission and digital

signage in the Marketing Collateral submission.

Witness
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3L

32,

33.

Signature

The general purchasing policy stipulates the following thresholds for procurement,
only if the goods or services are acquired outside of government contract: up to
$30,000 requires one written quote, $30,000- $150,000 requires three written quotes
and over $150,000 must go to tender. These thresholds apply per individual
purchase. The person requesting the goods or services sources the quotes and can
scan thém and attach them to the shopping cart request in the SAP system. The SAP
systemn does not enforce the attachment of guotes, and the purchase order request
will be sent to the SSC if approved by the line manager. It is the responsibility of
the approving line Manager to check the quotes, and the Finance Unit do not see

the quotes.

The Finance unit does not monitor shopping carts and is not aware if quotes were
obtained. It is the responsibility of the approving manager to ensure procurement
policies are followed including the sourcing of quotes where requied. All approving
managers should be aware of the procurement policies regardless of their level and
should ensure that those policies have been followed before approving any

purchase.

The tender process used by SWSI is the DEC procurement process, the manual for
which is located on the DEC website, the SWSI intranet and there is a link to this
document in the SAP system. The DEC procurement directorate run the tender

process, sit-on the procurement panel and convene it. The Finance unit coordinates

Witness
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34,

35.

36.

Signature

this activity between the section requesting the goods and DEC Procurement

Directorate.

The Finance Unit at SWSI has oversight of Mr Cordoba’s ICT project budgets, and
submits reports on it. The budget is comprised of all items that are to be purchased
with the allocated project funds, and Chen Cai, Finance Management Officer, SWSI
monitors the SAP system to see when purchase orders are raised and payments.are
made that correspond with the item components of the budget. For example, if the
budget lists 120 .PCs, the JCT Unit should provide Ms Cai with the purchase order
number. Ms Cai will then track this purchase érder in SAP to ensure it is for the

amount stipulated in the budget and when it is paid.

For a substantial project, some items may be over or under their budgeted amount,
but if their cost does not differ greatly from the budgeted amount no action is taken,
since Ms Cai’s main focus is to ensure the overall budget for the project is not

exceeded.

Contingency budgets are contained within SWSI, but are not included in individual
project budgets. If it can be predicted that the total budget amount will be exceeded,
the Finance Unit notifies the relevant Associate Institute Director, and queries

whether money should be allocated from the contingency budget or somewhere

Witness
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else. Actual expenditure for each project is monitored against specific funds set

aside. Mr Martin can provide more detail if needed.

Asset Maintenance and Asset Register

37. With regards to disposal of end of lease or replaced IT equipment, there is a DEC

38.

Signature

policy, which does not allow for employees or contractors to remove equipment for

.their own purposes. If an employee or contractor wishes to use equipment for their

own purposes, they would have to purchase it at an auction. There are no negotiated
sales to individual staff. The Contracts Administrator Officer enters the details of

the auctioned items into the SAP system.

The process for maintaining and updating the asset register is oversighted by Peter
Beacham. Contracts Administrator Officer, SWSI who reports directly to me. The
Unit that received the goods completes an online asset creation form in the SAP
system, which is submitted to Mr Beacham and his staff in the assets area within
the Finance Unit. There is no way to ensure that for all goods received, an assets
creation form is submitted. If there is a bulk supply of items, a spread-sheet can be
attached in the SAP system. The assets staff then checks that all relevant
information has been supplied and approve the form. The SAP system then allocates
a barcode for each item, which the Unit that received the goods is responsible for

printfng and placing on the correct tem.

Witness
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39. If an asset cost $10,000 or over, the details of that particular item have to be sent to

40,

41.

Signature

Mr Beacham who ensures that correct classification of the purchase as a capital item
and the correct coding for depreciation is entered into SAP, and the system will
create the item in the asset register automatically. This process occurs because
Assets over $10,000 are regarded as capital and depreciated monthly therefore the
Finance unit needs to make sure they are entered in the SAP system with the correct
coding. The relevant barcode is sent to the Unit that has the equipment. Policy does
not require low value items to be recorded in this way unless they are attractive to
theft. In addition if we recorded all items we would then need to stock-take all items

— this would be a very time consuming and difficult task for items with low values.

The asset register information is used for stocktakes, which are conducted at all our
sites every year. A copy of the asset register is downloaded into scanners, which are
used to scan the barcode on the physical iterns. Mr Beacham or one of his staff visits
the Colleges every year and re-trains the relevant staff in the correct stocktake
process. For example, it is explained that you have to enter into the scanner which
room you are in. The people who conduct the stocktakes at the Colleges are usually

Facilities Officers.

The Asset Register only records information pertaining to the condition ofthe assets
or the last time they were updated or underwent maintenance work for assets that

cost at least $10,000.

Witnes
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42. A needs assessment is conducted prior to the purchasing of some equipment, whilst
other equipment. is stored in anticipation of future needs. For our annual equipment
funds allocation process there is an annual process to determine what equipment is
required, which is a budget driven process. The Board firstly determines the budget
for equipment purchases the following year. The various facilities and teaching
sections then submit bids to a central committee, who places them in order of
priority and approves the purchase of equipment by following the kst down the

priority order until the budget is exhausted.

ITD Pty E.td / ITD Svstems

43. 1 was reviewing another vendor being used by the ICT Services Unit when 1
discovered a large number of purchase orders being raised for a non-government or
“Out-of-Contract™ supplier trading as ITD Pty Ltd. I noticed that all the purchase
orders were raised by ICT Co-ordinator, Sharon Ambrose, and had been approved

'by Ronald Cordoba.

44. Afier requesting some of the invoices for ITD Pty Ltd from the SSC, I noticed that

the documents contained the business email address: accounts@itdsystems.com.au

Signature Witness
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INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

PLACE: BANKSTOWN
NAME: Chen CAX
ADDRESS: Knrown to ICAC

OCCUPATION: A/Management Accountant- TAFE NSW - South Western
Sydney Institute

TELEPHONE NO: Known to ICAC

DATE: 02/06/2015

States: -

1. This statement made by me accurately sets out the evidence which I would be
prepared, if necessary, to give in Court as a witness. The statement is true to the
best of my knowledge and belief, énd 1 make it knowing that, if it is tendered in
evidence, I shall be liable to prosecution if | have wilfully stated in it anything which

I know to be false or do not believe to be frue.

2. Tam .years of age.

3. I am currently employed as A/Management Accountant with TAFE NSW — South
Western Sydney Institute (SWSI). [ have occupied this position since January
2013. My substantive position is Resource Analyst, which I have held since

October 2006.

Witness
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Sensitive

Signature

Volume 8 231




NSW ICAC EXHIBIT
E14/1727/072/0001

Sensitive
STATEMENT IN THE MATTER w». :;psmtiun Sonet - File No. E14/1727
NAME: Chen CAI

4, In my current position as A/Management Accountant — SWSI my responsibilities
involve reporting on and preparing budgets for all Units within SWSI and

providing advice to Finance and relevant Business Units for budget decisions.

5. Imake this statement from records held by TAFE NSW — SWSI and other
Departmental records which I have access to, and that I am authorised to comment
upon. These records are kept in the normal course of business and are true and

correct to the best of my knowledge and belief.

Accounts Payable Process

6. T do not engage directly with the accounts payable processes, but I am familiar
with them.

7. Prior to payment for purchases, the Shared Service Centre (8SC) conducts a three-
way match with the purchase order, invoice and receipt of goods. We do not pay

for items prior to their delivery.

Yendor Creation Process

8. In order to establish a vendor in SAP, the vendor maintenance request form must
be submitted in SAP and workflow to the Finance Unit via SAP for approval. The
vendor’s details are to be listed on a ‘Vendor Request Form’, including the

company’s address, phone number and ABN. This form is to be accompanied by a

Witness
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document provided by the vendor, which verifies these details, such as a
letterhead.

9. The Finance Unit checks whether the vendor is an employee of SWSi by checking
the email address book and searching the ABN on the Austfalian Securities and
Investments Commission (ASIC) website. If the Finance Unit approves the vendor
request, it is then sent to the SSC via SAP.

10. The SSC check the ABN to ensure the vendor is a valid company. Once a vendor
request has passed the appropriate checks, the SSC establishes the company in
SAP.

11. Dormant vendors were purged when SWSI commenced using SAP in 2010, The
SSC is responsible for the process of purging dormant vendors.

12. To update a vendor’s details, the same process that is used to establish a vendor in
SAP must be undertaken, including the same checks conducted by the Finance

Unit and the SSC.

Out of Contract Suppliers

13. All Business Units are supposed to use ‘In Contract’ vendors when one is
available for the item they are purchasing. There are no circumstances that would

warrant the use of an ‘Out of Contract’ vendor when an ‘In Contract’ vendor is

available,
Signature Witnes
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14,

15.

16.

17.

18.

Signature

Volume 8

I do believe there is confusion amongst staff in relation to which vendors are ‘In
Contract’, due to the fact that upon selection of a vendor, SAP does not
differentiate between ‘In Contract’ and other vendors which have been established
in the system. Also, some vendors are only partly ‘In Contract’, since they can
only provide some of their products on an ‘In Contract’ basis. It is up to the user
to open the DEC procurement home page link which is available in SAP Portal —
“Purchase to pay” tab when creating a purchase order request, and to search the
catalogue of ‘In Contract’ vendors.

The only safeguard against the use of an ‘Out of Contract’ vendor is the line
manager’s refusal to approve a purchase order request. There are no automatic
safeguards in SAP to prevent the request to use an ‘Out of Contract’ vendor.

It is considered each Business Unit’s responsibility to ensure that ‘Out of
Contract’ vendors are used appropriately,

Once an ‘Out of Contract’ vendor has been established in SAP, there are no
safeguards to prevent their excessive use, apart from a line manager’s refusal to
approve purchase order requests.

The only oversight the Finance Unit has in relation to the use of ‘Cut of Contract’
vendors occurs when a section asks for information or seeks clarification on the

issue.

Witness
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Invoices and Purchase Orders

19. The Finance Unit advises staff to not practise purchase order splitting, since it is
against policy.

20. The practise of splitting purchase orders based on the delivery location of items
does not assist with the asset register process. | am not aware of why some staff
may believe that purchase order splitting assists the Asset Register process.

21. In contrast to splitting purchase orders based on different locations, it is often
more convenient, in order to distribute items efficiently, to create one purchase
order and request that items be delivered to one location. This location may be
different from where fhey will be used or stored. For instance, sometimes IT
equipment is delivered by a supplier to one central location, prior to collection and
dissemination by IT Officers.

22. There are no mechanisms within the Finance Unit or elsewhere within SWSI or
TAFE NSW for detecting purchase order or invoice splitting.

23. I have no oversight of purchase order splitting in fny role, since the reports [
produce only contain high level detail, such as how much was allocated to each
cost centre. I have the required access to view individual purchase orders and
suppliers, but I usually do not view these details unless I have an inquiry about

particular expenditure.

Witnes
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Budget

24.

25.

26.

27.

28.

29,

Signature

Each budget is identified by a separate cost centre.

I compare expenditure against cost centres on a monthly basis, although I do this
more frequently towards the end of the financial year, 1 just analyse the ‘bottom
line” figures, and not what items are being purchased and from which vendors.
We do not have the ability to identify expenditure to ‘Out of Contract’ vendors
because the system cannot separate this expenditure from ‘In Contract’
expenditure. Our report has all expenditure against each cost centre, and does not
identify whether a supplier is ‘In Contract’ or ‘Out of Contract’.

SAP does allow staff to exceed an allocated budget, but the over expenditure
would be identified and addressed within a month. The relevant Business Unit or
Faculty would be questioned at a meeting that occurs monthly, on the basis of the
budget reports I update monthly.

The only occasion where it is acceptable to exceed an allocated budget is under
special circumstances. For instance, if a teacher is sick and a temporary
replacement is hired. However, such occurrences are closely monitored.

In the rare instance that a line manager approves purchases from a budget which is
not under their control, it would be a mistake. This situation could be easily

rectified by the manager responsible for the budget requesting that the funds be

Witnes
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returned and drawn from the correct source instead. The Finance Unit perform the
journal transfer, which ensures this transaction occurs.

30. It is the responsibility of the line managers to determine whether funds have been
mistakenly drawn from a budget under their control. Line managers can easily
identify in SAP who raised a purchase order against their budget.

31. Most staff are only familiar with the cost centres relevant for their own Unit, and
it is therefore very rare that funds are drawn from a budget which is not under
their control.

32. SAP requires staff to nominate a cost centre When requesting a purchase order,
which indicates the budget the payment will be drawn from.

33. Ronald Cordoba’s ICT ‘Capability Building Project’ was allocated a separate cost
centre from that used for the ICT Unit operational budget. The cost centre
allocated to the ICT ‘Capability Building Project’ was also used by other
Capability Building Projects throughout SWSI. Each of the Capability Building
Projects are identified by a unique internal audit number.

34. Expenditure from the ICT ‘Capability Building Project’ budget appeared to be on
traék, and there was no cause for concern.

35. Expenditure from a budget can exceed or come to a total value below the allocated
amount, subject to the total value of budgets for the relevant Business Unit
meeting the ‘bottom line’.

36. Operating expenditure budget is managed and monitored separately to the special

projects, Within the special projects, if one project in the ICT group is underspent

Witness

Signature
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for some reason, the available funds could be used to offset another project if it is
overspent. All special projects’ expenditure against budget hiave been closely
monitored and discussed if under expenditure or over expenditure occurs.

37. 1 participate in preparing a quarterly performance report for the Board meetings,
which is presented at the meetings by Phil Martin, A/Director Finance.

38. I have not viewed any predefined budget milestones for projects. The budgets for
projects which I am responsible for are bﬁsed on financial years, and not
milestones.

39. All project budgets are available in their entirety upfront.

40, 1 am not aware of any analysis that occurs upon completion of a project, apart

from the report I provide on how much was spent.

EXHIBIT: IPRODUCE A COPY OF THE EXPENDITURE REPORT
THAT WAS PROVIDED TO THE BOARD FOR ALL SPECIAL PROJECTS
WHICH INCLUDES THE ICT ‘CAPABILITY BUILDING PROJECT® THAT

RONALD CORDOBA MANAGED.

Procure to Pay Processes

41. Phil Martin, A/Director Finance provides me with a copy of the Business Cases
which have been approved by the Board, and I allocate funds to an appropriate

budget, in accordance with these Business Cases.

Witness

Signature
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42. In some cases, there is consultation with Finance regarding the available budget,
prior to Business Cases being submitted to the Board.

43. I am not famihar with the needs assessment processes which justify the Business
Cases.

44. A third party has never been engaged to verify the details contained in a Business
Case or the associated project documentation.

45. The only safeguard to ensure that the appropriate quotes are provided in
accordance with the procurement poliéy when a purchase order request is
submitted is checks conducted by the approving line manager.

46. To my knowledge, the analyses of quotes prior to approving a purchase order
request is the only check a line manager performs to ensure that an item is value
for money. |

47. I provided the following advice to Ronald Cordoba: “push some big items 1o this

financial year instead of looking for more money in the next year”. The intention
of this statement was to advise Ronald Cordoba if there is plan to purchase big
equipment, it will then be given priority to both purchase and receive the

equipment in this financial year, forwhich we have the funds available.

Assets Management

48. When a staff member receipts the delivery of an item in SAP, it is not

automatically recorded on the Asset Register, since the SAP purchasing module

Signature Witness
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49,

50.

51.

52.

53.

54.

Signature

and the Asset Register module are not linked. Most items purchased by SWSI are
consumaﬁles as opposed to assets.

In order to record an item on the Asset Register the Business Unit that received
the item is required to submit a form with a line manager’s approval via SAP to
the Finance Unit. The Finance Unit then update the asset register with the details
of the item listed on the form.

It is the responsibility of the Business Unit that receives an item classified as an
asset to ensure that the asset is recorded on the Asset Register.

A stocktake occurs every twelve months, which is based on the information in the
Asset Register. Ifan item is not listed in the Asset Register, and not physically
present, it will not be identified by the stocktake process as missing.

If items are physically present, but not listed on the Asset Register, the Asset
Register will be updated to include this sighted item.

The Asset Register is not checked against any budgets, Business Cases or project
documentation to verify the purpose of the equipment.

When SWSI conducts resource planning, the asset register is checked before new

equipment is planned.

Witnes
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INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

NAME.: Phillip MARTIN

ADDRESS: 500 Chapel Road Bankstown

OCCUPATION:  AfDirector Finance- TAFE NSW - South Western Sydney
Institute

TELEPHONE NO: 9796 5451

DATE: 17 July 2015

States: -

1. This statement made by me accurately sets out the evidence which I would be
prepared, if necessary, to give in Court as a witness. The statement is frue fo the
best of my knowledge and belief, and I make it knowing that, if it is tendered in
evidence, I shall be liable to prosecution if I have wilfully stated in it anything which

1 know to be false or do not believe to be true.

2. Tam [} vears of age.

3. Tam currently employed as A/Director Finance with TAFE NSW — South Western
Sydney Institute (SWSI). [ have occupied this pesition since Jarmuary 2013, My
substantive position is Management Accountant, which I have held since July

2008.

4. In my current position as A/Director Finance — SWSI my responsibilities involve

providing support to senior Institute management and staff on ail Institute finance

Witness
age 1l of 4
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issues, policies, procedures and practices, strategic planning advice on the
Institute’s resource management and allocations, control of budget, sourcing of
funds, statutory compliance and internal control as well as management of the
Institute Finance Unit. I report to Sylvia Arthur, Relieving Director of People,

Planning and Performance, SWSI.

5. I make this statement from records held by TAFE NSW ~ SWSI and other
Departmental records which I have access to, and that I am authorised to comment
upon. These records are kept in the normal course of business and are true and

correct to the best of my knowledge and belief.

Needs Assessment

G The annual needs assessment process for equipment is not associated with the
process for the development of Business Cases. The annual needs assessment
process is determined by funds available and informed by historical spending
patterns and needs for equipment across various categories. For [T equipment
specifically, this needs assessment process would be informed by ICT Services’
developed equipment replacement requirements. For example, schedules of age
and warranty coverage of PCs. Only if there is a requirement to purchase
additional equipment over and above the initial equipment allocation is a project

proposal required.

Signature Witness

age 2 of 4
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NAME: Philip MARTIN

7. The Capital Asset Strategy Reference Group ( a sub-committee of the Institute

Board) identifies the overall focus and priorities of 1T needs in relation to building
works, for exampie flexible learning centres. This group includes the Institute
Director, two Associate Directors, Director Learning Environment (representing
colleges), Manager Asset Management, Manager ICT Services, Director Finance
and representatives from Strategy & Governance Unit. The group has been
operable since December 2013. Business cases relating to capital assets which
include ICT components are submitted to the Capital Assets Strategy Reference
Group. It alse would review specific ICT only business cases prior to their
submission to the Board, Faculties, colleges and units submit projects which

include IT components.

. The ICT Reference Group was disbanded in March 2013. This group reviewed

ICT Business cases prior to going to the Board. The ICT Reference Group also
reviewed business cases submitted by other Units which contained IT
components. [ am aware that, as part of an independent review of Institute ICT
operations, there is an intention to reinstate an ICT Reference Group or ICT

Capital Asset Strategy group.

Business Cases

Signature

9.. When one specific supplier has been nominated to provide goods or services in a

business case checks are conducted to ensure the goods are procured within

Witness

Page 3 of 4

245



NSW ICAC EXHIBIT

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727
NAME: Philip MARTIN

government contract where possible prior to approval. Where goods or services
are not unique then a check is not made at this stage but should be made by the
authorising officer of the purchase order requests via the SAP shopping cart.

10. The Business Case which included the ICT Capability Project did not specify
equipment that could only be provided from a specific single supplier. Therefore
no checks were conducted at this point to ensure an ‘In Contract’ vendor was used
as one would be chosen at a later stage. This specific check to ensure an ‘In
Contract’ vendor was used would then have been conducted by the line manager

when approving the purchase order requests.

Project Budget Variations

11, In April 2014, additional contingency funds of $2m were made available by the
Director Finance for IT equipment. The purpose of this was to exténd and
complete projects already underway from the original business cases,
predominately flexible learning centres, upgrades to routing, switches and
bandwidth and wireless reception. The ICT Capability Building Project managed
by Ronald Cordoba was one of the projects which received these funds.

12. Prior to the provision of the additional funds, a review was undertaken to ensure
that the Institute would not exceed the budget at Financial Year End.

13. A review of project expenditure was also undertaken prior to providing the funds,
to ensure there would be no material over-expenditure on projects’ budgets by

Financial Year End.

Signature

Witness
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INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operation Sonst - File No. E14/1727

PLACE: WETHERILL PARK
NAME: James Wlartin BRASSIL
ADDRESS: Knewn te ¥OAC

OCUCUPATION:  Director of Human Resources - TAFE NSW - South
Western Sydney Institute

TELEPHONE NO: Known to ICAC

DATE: 22 July 2015

States: -

f. This statement made by-_ e aéci:szidy sets out the evidence which I would be
prepared, if necessary, m give in Court as a witness. The statement is true to the
best of my knewledge and belief, and I make it knowing that, if it is tendeved in
evidéence, I shall be liable to prosecution if T have wilfully stated in it anything which

I ktiow to be false o7 do not believe (o be true.

201 an-.*yézws af age,
3. 1am currently emploved as the Director of Human Resources with TAFE NSW -

South Western Sydney Institute, | have held this position since 2006,
approximately nine years, but with approsimately two years spent acting in the

position of Associate Institute Director and a three vear absence on an overseas

Page 3 of 9
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posting. My overseas posting was forthe perled between Angust 2008 il

November 2011 on g TAFE lmermational project i1 the United Arab Emirates.

4. lnmy current position ag the Director of Human Resources with TAFE NSW —
South Western Svdney Institute my responsibilities involves a mix of sirategic and
operational Human Resources and Work Hedlfh and ng{ity services. T have a
broad Human Resotree role encompassing areas such as recriitméent and
selection; performiance management; industrial relations; human resources
advisory services; changé thanagement; complaints and conduct and the Work
Health and Safety function for the Institute. T am also responsible for a range of
transactional services around employvee conditions and salary and allowance

PaEYIMens.

5. Timake this statement from records held by TAFE NSW — South Western Sydney
Institute and other Departmental recosds accessible and which | have aceess to,
arid that I am autherised fo comment upon. These records are kept in the normal

course of business’and are true and correct 1o the best of my knowledge and belief.

Recrpitment: Seledtion: and Induction

B, The recruitment of new cmplovees Tlls within my arca of responsibility (Humian

Regource Uity

Signature, Witness
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NAME: Fames Martin BRASSIL

T only recently became aware of the fact that Ronald Cordoba has a criminal

gonviction.

Criminal records checks are conducted for all potential new employees, or if there
is a change in the status of an existing employee from Temporary/Casual to
Permanent, ar-vice verss. We dé not conduct checks on exist:i_i;g TAFE NSW
emplo }feeé who are acling ing pesition within the Institute:on higher duties, or on
a temporary secondmont Basis, I the context of the NSW Government Public
Sector Cluster that TATE NSW was a parl of until 30 Jurie 2015, if:”if’:aﬁ; é;mp.loyee is
beitg engaged from a Department of Education and Communities (DEC)
Corporate Unil where posttions ar%:‘ deemed not to be child related employment
and therefore may not have had a pribe eriminal records check undertaken, then a
new cheek is condusted in this circumstance. An additional check would not be

comdueted for any employee who gains a promotion on a permanent bagis.

The current process for gaining & working with children check {WWG{_})
clearance for employment with TAFE NSW involves the person completing and
lodging an online application, they then attend an office of the Roads _amd.
Maritime Service Department (which I understand to now be “Service NSW™) to

pay for the WWCC, Once they receive this clearance, which provides them with 3

WWCC number, they forward this 1o the SWSI HR Unit. The individual is also

reguired to complete the necessary compulsory forms (Crimtrac forrn and

Witness
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sirnature

MAME: James Martin BRASSEL

Declaration for 2 National Records check) as well as provide 100 points Proof '(}f.
i{f@nﬁ%gg. Once all forms are completed and retarned to the HR Unit, a member of
Waorkforce Services team of the HR Unit enters the data into the online database.
The outeome is that an application will return as either ‘cleared” or “on inquiry” as
advised by the Pr»_:}%;ity and Risk Unit - People and Careers, People and Services
Directorate, NSW Depaitment of Education and Communities (Probity Unit).
Applications not cleared are in tumn directed to the delegate for an appropriate risk
assessment. During this process the following parties are, or may be, involved
depending on the outeome.of the check; the applicant/new emplovee; an employee
of the Probity Unit, the Line Manager: an employee of the Wark{orce Serviees
Section of the HE Unit HR Business Partner: Diarector Human Resources;

Associate Institute Direcior and Institute Director,

. SWEI holds two particular Employment Screening Usit Criminal Report Forms

redevait to the matter of Mr Ronald Cordoba, which were issued by the
Employment Screening Unit of DEC, now reférred to as the Probity Unit, One
féz-m is dated 11" February 2005 and refers to the person named “David
Cordebe”™. and there is g handwritten note en the bottom of the form stating
“Reopald David Cordoba: IXOB 6/11/71. Same person”™. The second form is dated
15 February 2005 and refers to “Ronald David Cordoba™ These forms were kept

on a Orviminal Record Check file 1 the Human Resources Unit, and are not

Witniess
/7
N j/
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11.

WAME: James Martin BRASSIL

located in Ronald Cordeba’s Personngl file. The second part of each of these one
page forms is the desiruction certificate, indicating that additional documents were
destroyed as required. Ronald Cordoba’s criminal record check status on both

forms is now set a8 “cleared”.

Thete is no informaticn on forms referred to.1n the section above, or on TAFE
NSW records, to indicate the nature of Ronald Cordoba’s prior conviction. This is,
as T understand it, a requiremertt that all reference 1o the natwre of & convietion be

destroved.

. There was an email located in the Criminal Record Check file, which indicated a

m@éﬁng on the 23 February 2005, v»iuoh was sent to a previous Institute
Director, a previous Human Resources Manager and a Faculty Divector, Sylvia
Arthur. ] have spoken with Sylvia Arthur and the Institute Divector from thal time
and fieither can recall the nature of the matter, or the specifics of 2 meeting Ea‘aiﬁg;

held regarding the matter.

EXHIBIT A: I PRODUCE A COPY OF THE RELEVANT CRIMINAL

Signator

RECORD CHECK FORMS -~ DATED (Date sénty 11 Februgry

2095 and 18 February 2005

.-.-.\:.~.w.-\>2 51 .
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13, The Public Sector Suitability Assessment Process is used to asgess Criminal
Iﬁﬁﬁto.r;v Information (CHI} tl?_ta"%' is provided by the Probity Unit, for review by the

Employer.

14. This assessment s undertaken by the delegated officer. The initial step isto
review the Criminal History Information that has been provided by the Probity
U ﬁi‘% taking into account the following factors:
cw Nature of offences
»  Number of offences
s Severity of punishments
e Age at which offences are committed
e Crood behaviour bonds
e Mitigating or extenuating ciroumstances that might be revealed inrelation to
the offenve(s) commitfed.

s (eneral character since the offences

15, The overall veview dlso considers the fype of role which the applicant has applied
for and the workplace environment. Any concerns arising from this review are in
turn discussed with the applicant to ascertain the impact of the CHI onthe .

apphcation with regards to the faciors outlined above. This also gives applicarts

an opportunity to provide additional information which they may consider to bg
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relevant to the overall assessment, Contact with the applicant would usually
involve an initial telephone contact and may also include written correspondence
where additional information is requested to inform the overall decision. At
completion of the visk assessment, a recommendation is prepared by the Gificer

undertaking the risk assessment for consideration by the Delegate.

16. A final decision on employment is then made, taking into consideration the
 information that is gathered and submitted in the prepared Public Sector

Suitability Assessment Memo.

17. The Human Resource Services Unit is responsible for the forwarding of “Letters
of Offer”™ to potential new emplovees. Contained within this letter are links to the
Department of Education and Communities relevant policies, including the Code
of Conduct. The letter also sets out the expectation of the 9i-gazai§;at-§b§1 ofnew

employees that they will comply with a number of the policies and procedures.

18. Accompanying the “Letter of Offer” is a form to complete 1o accept the pesition.
The individual is expected o respond to the arganisation’s offer of employment
with a written response accegting of &e{::ﬁstzmg the offer. Bfafl within the
Recruitmernt Section of the Human Resowrces Unit are responsible for sending out

these letters {0 potential new emplovees. There is also & statement from the Farr

Sigpature
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- Works Ombudsiman which is sent 1o potential new emplovees, for their

information,

19, There ave a range of other documents that ave sent ut to potential new employees
relating to Work Health & Safety (WHS): salary/banking records, taxation

information/records, ete.

20. All potential new employees of TAFE NSW are provided with a hyperlink
conneefion to the policies and procedures within the “Letter of Offer™. Potential
new emiployees are not provided a hard copy of the relevant policies and

procedures,

21. Upon acceptance and commencement of their employmerit with the organisation,
all new emplovees are provided access to the intranet where all the organisation’s

policies and procedures are stored and are accessible.

22. The Institute has mduction processes for both teaching and non-teaching staff. The
{nstitute’s Workforee Capubility Unit oversees the majority of these activities,
There are written checklists outlining the documentation provided to the new

smployee’s line manager. The Line Manager has a range 6T responsibilities for the

local induction of new emplovess.

we § of 9
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2% There are some central :ihcig:.&:ﬁgm processes, where the new employee atfends 2
series of seminars and sessions explaining a range of responsibilities; policies and

procedures; aspécts of wrk: environment and Werk Health & Safety (WHS). The

employess,

Page ¥ of ¢
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Sensitive

INDEPENDENT COMMISSION AGAINST CORRUPTION

STATEMENT IN THE MATTER OF: Operation Sonet - File No. E14/1727

PLACE: BANKSTOWN
NAME: Peter John James BEACHAM
ADDRESS: Known to ICAC

QCCUPATION: Relieving Contracts Administration Officer
TELEPHONE NO: Known to ICAC
DATE: 20 May 2015

States: ~

1. This statement, made by me, accurately sets out the evidence which I would be
prepared, if necessary, to give in Court as a witness. The statement is true to the
best of my knowledge and belief, and T make it knowing that, if it is tendered in
evidence, I shall be liable to prosecution if Thave wilfully stated in it anything which

I know to be false or do not believe to be true.

2. Tam - years of age.

3. Tam currently relieving in the position as Contracts Administration Officer with
TAFE NSW — South Western Sydney Institute (“SWSI”). I have been relieving in
this position since April 2009, when the Learning Management Business Reform
(“LMBR”) (including the SAP financial and human resource systems}) was
introduced. My substantive position is the Asset and Fleet Controller within the

Institute’s Finance Unit. Prior to commencing in the relieving role of Contracts

Witnes
Page 1 of 18

Sensitive

Signature

Volume 8 258




NSW ICAC EXHIBIT
. E14/1727/043/0002

Sensitive
STATEMENT IN THE MATTER -, :}pmlalti()ﬂ Sonet - File No, E14/1727

NAME: Peter John James BEACHAM

Administration Officer, | held my substantive role as the Asset and Fleet
Controller for approximately 3 to 4 years. I have been employed through the
Department of Education and Communities (“DEC”), formerly known as the
Department of Education and Training, for approximately 23 or 24 years and with

TAFE NSW since 1089.

Asset Manasement

4, Every staff member within the Facilities and ICT roles received asset management
training as patt of their SAP system training, which included work flow forms.
There was additional training in relation to asset management at each of the

campuses for the Facilities Coordinators, and the ICT Service Unit team attended.

5. Sharon Ambrose was responsible for completing the necessary forms for assets
registration and sending them through the work flow. The workflow process is as
follows: the employee corﬁpletes an Asset and Equipment request form in SAP
and submitted the request form to their Line Manager for approval, which once -
approved is then sent to Finance for approval and actioning. Once asset is created
in SAP the SAP System automatically assigns a barcode to the Asset at which
time Finance Unit prints that barcode from SAP and send this to the original

requestor to be placed on the item.

6. The financial delegations, which are recorded in SAP, are not the same as the

approval delegations required for the asset registration. It is not necessary to gain

Signature Witness
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NAME: Peter John James BEACHAM

approval from line managers in order for an asset to be included in the asset
register for stocktake purpose, but SAP makes it convenient, to use the SAP

workflow, which requires the approval of line managers to have the item added.

7. If a request is raised for a Custodial item to be placed on the asset register, which
is under $10K, once the line manager approves the request in SAP it workflows fo
the Finance Unit after finance approves the form the item is created in SAP
automatically form the information provided on the request form. If an item is
over $10K then once a line manager has approved the request, it workflows
through Finance where it gains approval from myself or one of my staff and then
to the Shared Service Centre who approves the request form for the system to
create the asset and equipment record simultaneously from the information

provided in the request form.

8. The supplier of SAP claimed it would be too complicated for equipment record to
create at time when goods had been receipted in SAP, for the purpose of including
them on the Asset Register, without the requirement of any additional workflow.
Instead of this function, we received an ‘equipment account assignment category’,
which is to be selected when purchasing equipment and it will prompt the user to
record an item on the asset register upon receipt. No one uses the ‘equipment
account assignment category’, and if used staff members would just click through
the pop up reminders anyway, if they do use it, a pop up message doesn’t

guarantee the item actually gets created via the asset and equipment creation form.

Signature Witness
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I can run reports on this function, but nbthing appears in the reports, since staff
members do not use this function anyway. The ‘account assignment category’ is a
mandatory field, and a report can only be run on this function to identify items
which are set to the status ‘equipment’ anything purchased against this status
should be recorded in the Asset Register if people select ‘Equipment’ as an
assignment category.

9. There is the ability to have a Finance check point for all orders processed by staff
before submitting the order to the supplier, this could be implemented, but there 1s
no ability to restrict it to certain purchases, it’s an all or nothing workflow.
implémenting this may have resourcing impact aﬁd at the time of system
implementation the Institute decided not to implement it, but if we did or do now
implement this would give us the ability to trap equipment items being purchased

or at the least guestion items being purchased by the sections.

10. All equipment which should be included on the Asset Register should be
registered upon receipt by any staff. If the equipment goes straight to storage, it
should be recorded in SAP with its condition status set to STOR = Storage this

records it on the Asset Register, along with the other required details for stocktake

purpose.

11. The Department’s threshold for asset registration is that any item valued under

$3,000 was optional to register.
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12.

13.

14.

“15.

16.

17

Signature Witness

Between $3,000 to $10,000 is it mandatory to register as “Custodial” items.

“Custodial” itemns need to be registered for stocktake purposes.

Over $10,000 it was mandatory to register as “Financial” items. The Department’s
rule is that any item over the value of $10,000 needs to be capitalised and

depreciated.

Any items under the $3,000 threshold that were audio visual (“AV™), IT or “at

risk items” all needed to be recorded on the asset register.

At SWSI, it is mandatory to record any item over §1,000 on the asset register. For
items under $1,000, it is optional to record them on the asset register, except for

AV, IT or “at risk™ items.

It is the standard process for a portion of equipment purchases to cater for
immediate use requirements, and a portion to be stored in anticipation of future
uée. For instance, a lot of equipment is purchased for immediate use for projects,
while other equipment, such as printers, are stored just in case they are needed
when a printer breaks. When I looked at the storage period of some of the items |
purchased from ITD Pty Ltd, [ was concerned about the duration of time they had
not been used for, while their warranties ran out.

The maintenance costs for assets can be recorded in SAP, but that module has not

been activated due to the cost and configuration requirements have not been

scoped out.
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18. The stocktake of assets at SWSI is conducted on an annual basis. I am the overall
person responsible for the stocktake of all SWSI assets. Previously the staff within
the Institute’s Finance Unit atiended each of the coliege locations and undertook
the stocktake but now we delegate and rely upon the Facilities Officers at each of

the college locations to undertake the stocktake at their locations for us.

19. The stocktake process involves the Facilities Officers using scanners, which have
the information from the Asset Register downloaded onto them, to scan the
barcodes on equipment, prior to returning the scanners to me. The information
from the scanners is then loaded into a third party application (Assettake) and then

into SAP once complete.

20. The disposal of assets involves downloading a form from the Policies and Other
Documents {POD) site, completing the form scanning it back to your system then
attaching that scanned document to a SAP Asset and Equipment Request. Once
submitted, the SAP Workflow forwards the request to the relevant line manager
for approval. Once line manager approves the form, the form will then be sent via

SAP workflow to me,

21. Within the SAP the workflow works upon financial delegation not the disposal
delegation. For disposal a separate form needs to be completed and signed off then

attached to the SAP Request. Only College Managers and the Institute Director

Signature Witness

Page 6 of 18
Sensitive

Volume 8 263




NSW ICAC EXHIBIT

Volume 8

-E14/M1727/043/0002

Sensitive

STATEMENT IN THE MATTER u.. wpciation Sonet - File No. E14/1727

NAME: Peter John James BEACHAM

22.

23.

24.

25.

are able to sign off on disposal of equipment at that time the delegation has since

been changed.

The disposal workflow via SAP ensures that the forms reach me, but they have the
wrbng approvals, since SAP does not hold the disposal delegations. Once I receive
the forms for a financial disposal, I acquire the correct disposal delegations via a
submission to the Institute Director and attach the signed submission to the SAP
workflow form prior to re-submitting the form via SAP, which then is forWarded

to the Shared Service Centre to complete the disposal.

The Shared Service Centre only disposes of Financial Assets which are over

"$10K, for which they check for the appropriate disposal authority first. The

Shared Service Centre disposes of items over $10K in order to fulfil their audit

requirernents.

The disposal of all write-offs or items to be disposed of valued over $10,000 can

only be authorised and approved by the Institute Director.

The disposal of assets valued under $10,000, the work flow would be the
requesting officer, their Line Manager, and then to me as the Asset Controller or

other staff in my team with the same Asset and Equipment Role.

Financial and Proecurement

Signature
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26. T had no involvement with creation of new vendors. The only time I would be
involved with creation of new vendors was when my supervisor, Neil Stralow,

was away on leave and | was acting in his role.

27. The financial system used throughout the Department of Education and

Communities, including TAFE NSW, is the SAP system.

28. The work flow for all ﬁnéncial matters through the SAP system is that the
requesting officer raises request and submits for approval from their Line
Manager or Manager with the appropriate financial delegation levels. Upon
approval of the request by the appropriate Line Manager, the request work flows
through to the Department’s Shared Services Centre at Parramatta, who manages

the account payable process.

29. No paper requisition forms are used anymore within the Department or TAFE
NSW. The electronic shopping cart within the SAP system replaces all paper

requisitions.

30. A manager of a business unit or Faculty will want to purchase goods or services
for their unit. A requesting officer will create a shopping cart to acquire the
particular goods or services required. The requesting officer will select the goods
.or service required. Within the SAP system, it automatically selects the Line

Manager with the appropriate financial delegation levels to approve the purchase.
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31. Purchases over the financial delegation level of an Institute Manager ($150,000)
and that is required to be approved by the Institute Director could include a
“Reviewing Officer” in the shopping cart. This will generally be the immediate
Line Manager or Associate Institute Director who will review and comment upon
the purchase before it is approved by the Institute Director. The Institute Director
always looks for the “Reviewing Officer’s” comments in the shopping cart, if no
comment is added, he will not approve it unless a comment is added, if a reviewer

is not added he usually rejects the shopping cart.

32. Upon the shopping cart being approved by the appropriate Line Manager, the
order goes through the electronic gateway where a purchase order is created and

sent to the particular supplier or vendor to acquire the actual goods or services.

33. Thereis abitofa misconéeption in the Department that once a supplier is
recorded within the SAP system that they are an actual “In Contract” supplier.
This is not true. The only official “In Contract” suppliers are those which have
been appointed through a formal tender process. We have local suppliers who
have been selected through a tender process. Then there are Departmental and

finally NSW Government suppliers.
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34. If a supplier that the Institute wishes to purchase goods or services from is notin a
local list of suppliers, the requesting officer should look for a supplier with the

departmental suppliers, and then finally with NSW Government suppliers.

35. There 1s confusion amongst staff regarding which vendors are ‘In Contract’, and
which are just establirshed vendors in SAP, since they can appear to be the same at
first glance. Staff members are required to take an additional step and follow a
link provided by SAP at the purchase order request stage to view a list of

appropriate ‘In Contract’ vendors.

36. The Institute Finance Unit continue to remind staff within SWSI that just because
a supplier is recorded in the SAP system does not indicate that they are “In
Contract” supplier uniess they have been through a formal tender process, and

approved by either SWSI, DEC or NSW Procurement.

37. The Department’s procurement and purchasing policy states that for any

purchases from an “Out of Contract” supplier:

s Under $30,000 only one written quotation is required
¢ Between $30,000 to $150,000 — three written quotations are required

e Over §150,000 — a formal tender process to be engaged.

38. The rules governing the number of quotations required during the procurement or

purchasing process do not apply if the goods or services are being sourced through

Signature Witness
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39.

40.

41.

42.

Signature

an “In Contract” or Government supplier, but one quote is required form that “In

Contract” supplier.

There is a Premier’s Memorandum M2006-11 NSW Procurement Reform which
stipulates effective immediately, all agencies, other than State aned Corporations,
must use State Contract Control Board who].e~of~goverﬁment contracts, where they
are available, when procuring goods and services. The only circumstances in which
this requirement can be circumvented is when an Alternate Supplier Request is
used, which needs to be approved by DEC Procurement Directorate prior to the

purchase being made.

It is the Line Manager’s responsibility to ensure that their employees are purchasing

from “In Contract” or Government suppliers, since they approve the shopping carts.

If an “Out of Contract” supplier is to be used, a notation can be placed in the “Notes
and Attachment” section of the shopping cart for the reason why they need or want

to use this particular supplier and also attach any relevant documentation.

Once the shopping cart process has been completed, it is submitted to the
appropriate Line Manager for approval based upon the organisational structure.
Upon approval, it work flows through the electronic gateway where a purchase

order is generated and sent to the supplier electronically.
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43,

44,

45.

46.

47,

48,

Signature

Upon delivery of the goods or services, an employee would enter the purchase order
number within the SAP system and receipt all items received against the purchase

order.

The tax invoice from the supplier is either sent by the employee to the Shared
Services Centre or the company itself would forward the tax invoice to the Shared

Services Centre for payment.

The actual Accounts Payable Section is within the Shared Services Centre

coordinate the final payments to the supplier using the 3 way match, purchase order,

goods receipt and invoice,

Corporate credit cards are used within SWSI but only a few Institute Managers or
Faculty Direciors are issued with a corporate credit card. As far as | am aware
monthly reconciliations are performed on Credit Card bank statements, by our

Revenue Controller, which have to be signed off by appropriate line manager.

We do not use petty cash in SWSI. Since 2010, all “out-of-pocket” expenses are

able to be claimed through the SAP system.

No goods or services should be obtained unless a purchase order has been
previously raised and subsequently approved by the appropriate Line Manager. It
does occur for some “emergency” purchases but should not oceur for large

purchases.
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49,

50.

51.

52.

Signature

For emergency purchases approval may be acquired from a delegated officer
outside the SAP system and without the use of a purchase order request, and the
invoice is to be processed following the receipt of the good or service. Emergency
purchases do not normally occur, and are only acceptable in situations which are
deemed a genuine emergency, such as when a water pipe bursts and a plumber is

needed.

The financial delegation approval level is based upon the total costs of the goods

and services being ordered and not per unit or base cost of each item being ordered.

I am aware of the practice known as invoice or order splitting. The practice of
invoice or order splitting is not permitted within the Department, TAFE NSW or
SWSL Usually invoice or order splitting is used to circumvent the financial
delegation process. There are no systems in place within SWSI to detect purchase

order or invoice splitting.

The SAP system is capable of raising one purchase order of all goods or services

required and then arranging for these items to be distributed amongst the various

college locations. There is no need to raise separate purchase orders for identical
items for each of the college locations. Invoice or purchase order splitting does not

assist with the asset registration process.

Witniess
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53. SAP has the capability for different items to be requested to be delivered to different
locations on the one purchase order. If these items are received at the different
locations at different times, they can be receipted in SAP and paid upon their arrival,
There is no need to wait until all items listed on the pprchase order have been

received before part payments are processed.

54. Invoice splitting actually complicates the asset registration process, since it makes
it harder to determine when a single order is over $10,000. If you split an order you
could end up missing related items that are a network asset, eg a computer server
costing $1,000 by itself is not a financial acquisition but a room of 11 Servers
cosfing Sl,OGO each is a financial purchase because the total cost is $11K. Another
example is a lath, for which it may only cost us $8,000 to get the actual item, but
transport, installation and commissioning could make the total purchase for that
item over $10K threshold. This is a financial acquisition as per our departmental

policy.

Disposal of End-of-Life or Decommissioned Equipment

The Department has a policy that relates to the disposal of end-of-life; end-of-lease

or decommissioned equipment. This policy is available via the intranet system.

55. The usual practice for the disposal of equipment is initially preferable to recycle

where we can, instead of sending it to landfill.
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56. The next preferred option is to sell the equipment via a public auction. It is preferred

57.

58.

59.

Signature Witness

to make some money from the disposal than nothing at all. SWSI has an auctioneer
contractor for the disposal of our equipment. We collect all the items to be disposed
of through an auction and arrange for the auctioneer to collect the items. Upon
completion of the auction, SWSI receives the proceeds from the auction. The items

are disposed of out of the SAP system with the relevant disposal value.

The NSW Government Procurement Guidelines May 2007 policy ailows direct sale
to staff as mentioned on page 8, but we do not permit this at SWSL However, staff
members are permitted to attend the public auction in their own time to pur@hase
items. The disposal method are mentioned in our local SWSI Disposal Guidelines

2012 on the Policy and Other Documents {(POD) site.

SWSI staff are not permitted to remove or use any end-of-life; end-of-lease or
decommissioned equipment for their own personal use or benefits unless it has been
disposed of in accordance with departmental policy or purchased through the public

auction process.

I am aware of a computer retailer trading as J&W Computers Villawood but SWSI

should not be purchasing computers through J&W Computers Villawood because

it is not an in-contractor supplier for computers, even though J&W Computers are

a supplier within the SAP system.
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60.

61.

62.

Signature

Volume 8

I was not aware that any end-of-life; end-of-lease or decommissioned equipment
belonging to TAFE NSW or SWS1 was being disposed of through J&W Computers
Villawood. AII of our computers should be going to public auction and/or arecycler.
It would have Uniy been appropriate to dispose of items via J&W Computers
Villawood if this was approved by an Associate Institute Director. There are no
records of an Associate Institute Director approving the disposal of this equipment

through J&W Computers Villawood.

There are no ‘In Contract’ mﬁpwﬂes for disposal of equipment, apart from
companies who can do eWaste. We can use various companies to dispose of
equipment, buf Public Auction is always our preferred method. There are no
policies stipuiaﬁng which companies equipment is td be disposed of with. The
SWSI Disposal Guidelines 2012 provide a guide for staff in relation to the workflow

required for the appropriate disposal of equipment.

I have not seen any paperwork relating to the disposal of end-of-life; end-of-lease
or decommissioned computer equipment being disposed of through a computer
recycler since Ronald Cordoba has been relieving as the Manager of ICT Services

Uhnit.
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63.

64,

65.

66.

67.

SWSI has only recently engaged Auctioneer Company from Government Contract,
Pickles, to dispose of all of our computer equipment as they will do all the hard-

drive wiping and will provide a certificate which complies with our disposal policy.

I have never seen any paperwork from Ronald Cordoba as the relieving Manager of
the ICT Services Unit relating to the disposal of end-of-life; end-of-lease or

decommissioned computer equipment through J&W Computers Villawood.

If  had this would have raise great concerns with me as it was against SWSI normal

disposal practices.

I am not aware if the Department, TAFE NSW or SWSI ever received any money
from J&W Computers Villawood for the collection and disposal of any end-of-life;

end-of-lease or decommissioned computer equipment.

1 am not aware if Ronald Cordoba or any other employee of SWSI has received any
money from J&W Computers Villawood for the collection and disposal of any end-

of-life; end-of-lease or decommissioned computer equipment.

TAFE NSW Equipment alleged located at Ronald Cordeba’s Home Address

68.

Signature- Witness

1 have been provided a list of ICT equipment which was allegedly surrendered to
the Director of Human Resources, James Brassil, by Ronald Cordoba in August
2014. It is my understanding that Ronald Cordoba had this equipment at his home

address.
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69.

70.

71.

72.

73.
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Neil Stralow requested that I undertake some enquiries in relation to these items
within the SAP system to ensure that they had been formally registered as assets.
Not all the items Ronald Cordoba took home were on the Asset Register, even

though they were classified as ‘assets’.

I was able to locate some of the equipment within the SAP system but [ was unable

to locate the two Apple MacPro CTO desktop computers. The worrying issue with

_the two MacPro CTO desktop computers was that they were valued over $10,000

each and they had not been capitalised within the SAP system.

The majority of the items contained on the list provided to me were under $1,000
threshold, thus they were not required to be formally registered as an asset within

the SAP system.

We do not register computer monitors, keyboards or mouses as they are considered

accessories to a desktop computer or notebook computer.

I am not aware of any person empioyed by the Department of Education and
Communities; TAFE NSW or SWSI that may have been provided or offered any

money or other financial benefit or reward by Ronald Cordoba to award or allocate

work to his companies or businesses.

Page 18 of 18
Sensitive

E14/1727/043/0002

275





